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Preface

When the Association for Progressive Communications (APC) first raised the
issue of internet content regulation and how it impacts on sexuality, in internet
governance and policy spaces, we focused on building understanding that
sexuality is a critical component of freedom of expression. APC, along with Hivos
and our respective partners, challenged the assumption that sex was always
about porn, and that porn was always bad. We began digging deeper into what
was understood as pornographic content in internet policy, legislation and

use, and how this term was being used as a blunt instrument and moral trump
card for demanding regulation of the internet. What we found was that the
sophisticated analysis of the nuanced relationship between sexuality, sexual
and reproductive health, sexual expression, discrimination and rights, already
present in the sexual rights, women’s rights and feminist movements that APC
and Hivos had been working with, was completely absent in internet policy and
internet rights discourse.

The connection between the internet and sexuality, sexual expression, sexual
identity, sex education and sexual and reproductive health has only recently
received the recognition it deserves. In the early days of the internet, sexual
content was viewed largely with alarm. While the internet’s potential for free
flow of information and worldwide connections between people, ideas and
institutions was celebrated, the rapid increase in the use of the internet for
exchanging pornographic content provoked anxiety among some of the early
developers and adopters. In APC’s own history, in 1998 when APC members were
still all internet service providers, some members of the network felt that the APC
member in Russia should be expelled from the network because its web hosting
services were being used by a group of female sex workers to advertise their
services, and that APC’s member in Australia should be sanctioned for some

of its users hosting images of nude women on the webspace that was part of a
subscription package that users paid for. APC members opted then already to
not make “intermediaries” liable and the majority voted against these members
being sanctioned. Nevertheless, this incident demonstrates the polarising effect
that sexuality can have even in a like-minded network of social justice and peace
advocates like APC.

A decade later, we see a very different landscape. While some of the tensions
still exist, there is increasing recognition of the value of the internet for the
advancement of sexual rights. In particular, there is understanding of how the
internet can ensure that muted voices are heard, that connections can be made
with relative safety thanks to the capacity to determine the lines between what
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is private and what is public online, and that the internet still provides an open
space for imagining and constructing alternative ways of relating, living and
being.

This recognition is, in part, due to the increasing engagement by sexual rights
and women’s rights advocates and people of diverse sexualities and gender
identities in internet rights discussions and spaces. And in part, due to the
increasing awareness among internet rights advocates of the different entry
points that different groups have in exercising their human rights online, and
how this intimately reflects their existing rights offline. It also speaks to the
evolution and maturing of human rights advocacy in relation to the internet.
Where once freedom of expression dominated the conversation, the full
spectrum of human rights is now being included, interrogated, and articulated
through the priorities and perspectives of a diversity of actors.

This edition of GISWatch aims to add to the conversation, by providing insights
and case studies by activists, thinkers and advocates from a range of movements
and contexts. from how the internet has augmented sex education, to the
contentious relationship between young people and sexuality online. From

the real violence and discrimination that takes place through the interlinked
interactions between online and offline, to the multiple ways in which creativity,
activism and collective mobilising have expanded the space for women and
people of diverse sexualities and gender identities to live with their rights
intact. From the emerging threats of privatisation of online social networking,
of surveillance, and of commodification of people as sources of personal data
gathered and valued for its market value, to the exploration of autonomous
infrastructure and alternative economies.

We want to mention the invaluable contribution to this report of the APC
Women’s Rights Programme team, and of the APC Sexual Rights Project’s
partners all over the world.

We hope that this edition will provide a space that can contribute towards an
expansive internet that is able to hold a cacophony of voices and perspectives,
with the human rights of all people threaded throughout.

Anriette Esterhuysen
EXECUTIVE DIRECTOR, APC

Will Janssen
DIRECTOR, OPEN SOCIETY PROGRAMME, HIVOS
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Kanaga’s choices:

Queer and transgender identity in the digital age

Mark Gevisser
www.markgevisser.com

Kanaga is a 27-year-old software engineer from
Chennai, one of the IT boom cities of southern India,
where she works as a consultant for a major mul-
tinational corporation. She met her fiancé Raghav
online, via a mutual Facebook friend. Raghav lives
in Delhi, at the other end of India, but over an in-
tense four-month period they chatted every night,
online or on the phone, and met twice. Then, in
January this year, Kanaga flew north to Delhi for a
formal Hindu engagement ceremony.

The ceremony was unusual. This was not only
because the betrothed have made a love match in a
society in which marriages are still overwhelmingly
arranged by families. It was also because both the
bride-to-be and groom-to-be are transgender. Kana-
ga, assigned the male gender at birth, was draped
in a celebratory saree generously stitched with
gold, and was wearing colourful costume jewellery.
Raghay, assigned female at birth, had his short hair
in a fringe, and was wearing a simple cotton men’s
kurta over black pyjama pants.

The ceremony was at the home of one of
Raghav’s friends. Only a few carefully selected peo-
ple were present, as neither Kanaga nor Raghav are
out to their families yet. But the couple has a plan,
Kanaga explained to me when | met her in Chennai
in early 2015: “We want to get married, as a boy and
a girl. ’'m going to be the boy, and Raghav the girl.
In India marriage is a complicated thing. So we need
to satisfy parents, and then start life together, and
think about how we are going to transition into our
true genders.”

If she were from an older generation or from
a poorer social class, Kanaga’s destiny might well
have been that of generations of effeminate Indian
men before her: she would probably have been cast
out of her family — or would have fled it — and joined
the parallel society of hijras, or eunuchs, who un-
dergo ritual castration and earn their living begging
or doing sex work, and live with other members
of this “caste” in relationships that are often feu-
dal and oppressive. Her journey has been different

because of two factors: she is educated and self-
sufficient, and she is active online. Both have
opened her horizons. But both present a whole new
set of challenges too.

When it comes to sexual orientation and gender
identity, the world is changing faster than anyone
could have imagined: not only because of the glob-
al rights movement, or because of the advances in
biomedical technology which make gender transi-
tion increasingly accessible, but because of the
digital and information revolutions too. Research-
ing a book about this, | have met young people in
countries all over the world who are finding com-
munity — and new identity, and a sense of personal
autonomy — online, and then needing to square it
with the often-more-challenging environments of
their offline lives.

Mona, from Cairo, has three Facebook profiles:
a straight heterosexual male one for her family
and school friends who only know her as Abdul; a
straight female one through which she can explore
being a woman; and a transgender one, through
which she can interact with the online community
she has found of people like her. She found a black
market source online for estrogen and began tak-
ing it. Her changing appearance was beginning to
attract negative responses on the streets of the city,
however, and some elders in the lesbian, gay, bisex-
ual and transgender (LGBT) community prevailed
upon her to limit her transgender explorations to
her room and her webcam.

Charlotte, a young transgender woman from
Ann Arbor, Michigan, came to terms with her female
self by using female avatars in MMO (massively
multiplayer online) role-playing games. Liam, an
18-year-old freshman at the University of Michigan,
researched transgenderism by watching YouTube
videos online since the age of 12, and now assidu-
ously posts bulletins of his own transition online.
In China, tens of thousands of young people have
signed up to matrimonial websites which link gay
men and lesbians so that they can meet potential
opposite-sex marital partners and provide their
families with heirs: they are only children, of course,
due to China’s one-child policy. Meanwhile, they
find their same-sex romantic or sexual partners
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on huge hookup sites like Blued.* In the West, the
cultural significance of gay bars has declined dra-
matically, as people hook up, instead, in the virtual
space that is both safer and more convenient.

But the web, of course, presents new security
challenges, even as it creates a sense of online com-
munity, particularly for isolated people, or people
who need to conceal some part of their identity.
In Syria, the Assad government stands accused of
monitoring the gay websites and routinely uses
the intelligence it gathers in its interrogations of
suspected insurgents; Israel similarly attempts to
blackmail gay Palestinians into being collabora-
tors even as it claims to be an oasis of tolerance in
a tough neighbourhood. In Egypt, the el Sisi regime
has used hook-up apps to entrap homosexuals and
charge them with debauchery in trials that seem
designed to show supporters of the ousted Mus-
lim Brotherhood that the military government has
a moral code.

The bigger threats are the personal ones. Taylor,
a young Nigerian man from the city of Ibadan, was
forced into a brutal programme of deliverance at his
family’s church when his sexuality was disclosed
after he mistakenly confused his cell phones: he
had one with a “straight” profile on the 2Go mobile
app, and one with his gay profile. Michael, a teen-
ager who had to flee his home in western Uganda at
the age of 15 when he was discovered with another
boy, used Facebook to find other gay people: this
is how he met the older man who took him in, but
it was also how he was entrapped by a gang that
kidnapped, tortured and extorted him. Michael fled
to Kenya, where he is now a refugee. A significant
amount of the tiny monthly grant he gets from the
United Nations High Commission for Refugees goes
towards purchasing data access for his phone. By
being online he can remain connected to the gay
individuals in the United States who provide him
with moral and political — and sometimes financial
—support.

Beyonce is a teenager from a provincial Egyp-
tian town. When his parents discovered his double
life, his punishments included having his head
shaven and being dragged through town behind
a horse cart before being locked in his room for a
month and beaten every day. He kept himself alive
by posting “It Gets Better” videos on YouTube
advising other youth in a similar situation. Elena Kli-
mova, a young journalist on the far side of the Urals,
has set up a social media platform called Deti-404>

1 www.blued.cn
2 www.deti-404.com

which does the same thing for Russian youth whom
LGBT organisations can no longer reach because
of the country’s anti-gay propaganda legislation.
The authorities have been attempting to shut her
down: Klimova runs pages on Facebook and its Rus-
sian equivalent, VKontakte, and was fined 50,000
roubles (USD760) in July 2015 for distributing “pro-
paganda of non-traditional sexual relations among
minors”. 3

Kanaga is a little older than Mona and Beyonce,
than Michael and Taylor or Charlotte and Liam.
The arrival of Yahoo chat rooms - the first wave of
massive digital social networking — coincided ex-
actly with her coming into adolescence in the early
noughties, and for this reason she provides a par-
ticularly illuminating case study of the way digital
technology has, in a generation, changed the lives
of LGBT people with access to it.

In 2006, in her final year of high school, Kanaga
went to an internet café in her provincial hometown,
to print out some documents from a friend. There
were no computers in her home, despite the fact
that her father was a fairly well-off clothing manu-
facturer. But she was taking computer science at
school, and she was intrigued, and so paid to go on-
line, and — because Yahoo was the homepage — she
signed up, and found herself in a chat room before
she knew it.

She was then of course — as she is now — a male
in the “real” world, despite how she feels inside.
But she made the impetuous decision to give her-
self a female ID rather than a male one. “It was
great,” she remembers. “If you go into a chat room
with a girl’s ID, everyone pings you!” She saved up
to be able to do this about once a month, and lived
for these visits to the café, where she started surf-
ing, too, and found a site which she remembers
being called “Nearly-She”, targeted at cross-dress-
ing men.

She had, for years already, been secretly wear-
ing women’s clothes at home: her father made
women’s underwear, and her mother sold sarees.
Without the website, she acknowledges, she might
well have come to understand herself as a hijra
because of these desires; with it, she found a tem-
porary haven in the online world of cross-dressing
men. So enraptured was she by this world that she
flunked her final high school exams. When she did
pass, and got into college to study first software

3 Luhn, A. (2015, 29 July). LGBT website founder fined
under Russia’s gay propaganda laws. The Guardian.
http://www.theguardian.com/world/2015/jul/29/
Igbt-yelena-klimova-fined-russia-gay-propaganda-laws
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engineering and then business administration, she
carried on her secret online life. Through Orkut, the
original Google social networking app, she began
to make individual online friendships, including one
with a cross-dresser who went every year to a re-
ligious festival at Kollam in the province of Kerala,
where men were expected to show their devotion by
dressing in sarees. She went to Kollam, but did not
like it. The way she and the others looked, she says,
was too “draggy”, and she instinctively bridled
against the hyperfemininity of both men in drag and
hijras: “I’'m not very glossy as a person.”

Shortly after she moved to Chennai to take her
first job, Kanaga found a message on her Facebook
timeline from a friend and followed the thread: it
led her to a rooftop room in one of North Chan-
nai’s sprawling working-class suburbs, called the
Mermaid Studio. | had been to the Mermaid Stu-
dio myself on one of my visits to Chennai. Here the
transgender activist Lalitha Yogi runs a lucrative
enterprise. Cross-dressing men and transgender
women come to see her, from all over India, to be
dressed in female attire, to have their photographs
taken, and to be helped to establish profiles in
their female selves online: “At Mermaid they can
be themselves,” Lalitha Yogi told me, showing me
her closets full of sarees and her drawers of jew-
ellery, wigs and makeup. “They can explore their
femininity and even engage with others, online, as
female or trans. | help them set up fake profiles
on Facebook, or on the trans sites, and we upload
the pics.”

Lalitha Yogi herself is never offline, both as an
entrepreneur (she is also a sex worker) and as an
activist. As an outreach worker for an AIDS aware-
ness NGO in Chennai, she goes onto hook-up sites
and initiates chats: she draws her interlocutors
into discussions about their sexual practice and
gives them safe-sex information if she thinks it is
necessary.

“Lalitha played a very significant role in helping
me realise | was transgender rather than a cross-
dresser,” Kanaga told me. “She charged me some
bucks, quite a sum for me even now, 5000 rupees
(USD 75), she dressed me up, and after we made a
profile for me, we went to a fundraiser programme
for transwomen in a community hall. It was the first
time I’d been in public since Kollam, but at Kollam
you are a male dressing as a female for religious
reasons. Here | was going out as transgender! The
day was so happy and so beautiful for me. We took
pictures in road. Some gay men were also there, two
guys interested in me, making one liners and pick-
up lines.”

Kanaga could not afford Lalitha Yogi more than
once, but found another outlet through social me-
dia: an apartment where cross-dressers kept their
things and which was open for use by members.
She went for a while, but felt ostracised because of
her effeminacy, which seemed to threaten the se-
curity of the other more normative men. She feels
equally ill-at-ease among hijras, though, because
she cannot relate to their exuberance or to their
hyperfemininity.

Kanaga’s sense of not fitting in anywhere points
to the central challenge facing transgender people
of Kanaga’s class and generation in this first epoch
of the digital age. If she were of an earlier genera-
tion, or if she were poorer and on the wrong side of
the digital divide, she would have had two choices.
Either she would have suppressed her female self
and become a married man according to her family’s
wishes. Or she would have been forced to conform
to the hijra codes, becoming a sex worker or beggar,
and adhering to an aggressively feminine gender
stereotype that is as uncomfortable for her as mas-
culinity is.

Instead, she has individuated, in the way that
people do in liberal societies where they have ac-
cess to an ethos of personal autonomy, through her
own singular journey online: a journey which has in-
tersected with groups, of course, but on which she
has plotted her own path, left her own traces. As
an individual, too, she has become part of a global
online community where people are free to be who
they feel themselves to be. Such is the power of
smartphone technology: Kanaga does not even
have to close a door and open her laptop to enter
this world - all she needs is a quiet corner with no
one looking over her shoulder. Here she can read
the Facebook posts of transwomen from America
or Western Europe, or scroll through transgender
peoples’ albums on Instagram or data-dumps on
Tumblr, and imagine how life might be for her. Here,
too, she can “go stealth” and live as a woman, if she
wants to, or explore what it means to be “trans”,
without having to put her actual body at risk.

Recently, | told Kanaga about another trans-
gender woman at her company, who worked out of
Bangalore. This person — let me call her Neela — had
previously been at a rival company, which she had
quit because she had decided to transition medi-
cally and socially, and she wanted a fresh start. She
approached the new company — the company Kana-
ga now works for too — and negotiated a package
that not only included sick leave for the surgery but
a medical policy that would pay for the surgery, and
for hormone treatments too.
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This did not happen in the Bay Area, or in North-
ern Europe, but in India, in 2013. It is a sign of how
dramatically mores are changing in this era — and
the role, particularly, that the LGBT-friendly multi-
national tech companies are playing in the process.
I told Kanaga about this, in an attempt to cheer her
up, during an inevitable bout of depression, given
her double life. She had, in fact, recently left her
old job for a position at this company because she
was beginning to find the teasing about her long
hair and long fingernails intolerable. “That’s amaz-
ing, Mark,” she said, in response to Neela’s story.
“Something for me to look forward to one day. But

what you must understand is that even if my compa-
ny is ready for me to transition, /”m not ready for me
to transition. Not because of me inside, but because
of the society I live in.”

When Kanaga goes offline, or closes the booklet
outlining her multinational corporation’s diversity
and inclusion policies, she has to deal with the gos-
sip around the water cooler. And in the street. And,
most of all, from her family. She has to switch back
into an identity that she has already shucked. It is
like expecting a lizard to crawl back into last sea-
son’s skin: it will never quite fit again.
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The democratisation of authority
in the Middle East and North Africa

Amina Wadud
www.aminawadud.com

The recent revolution in the Middle East and North
Africa (MENA) region known as the Arab Spring
could not have happened in the way that we know
it without the internet and the powerful new forms
of social media. Organisers of major protest rallies
used social media to pull them together. Eventually
their efforts led to toppling long-term tyrannical
leaders and a push for more democratic reforms.
It was first and foremost through social media that
many of us outside of the MENA region got our most
enduring images of those protests. The Arab Spring
caught standard news agencies off guard. Even poli-
cy makers in the West would second-guess whether
it was a real revolution or not. It was.

| dare say: the Arab Spring will go down in his-
tory as the first of its kind — a revolution that owes
more to the internet, including social media, than
any before it. Through social media we also caught
in full view the grotesque acts of sexual harass-
ment and exploitation of mainly female protesters,
both by juntas of the military in Egypt and other
pro-government forces, as well as by the usual
chauvinist opportunists. So social media brings us
the good and the bad, often with little or no censor.
Certainly all governments seek to control the tide
of information projected in these media, from dif-
ferent degrees of censoring certain images through
maturity rating, to “security” issues, even as far as
attempts to completely block access.

Technical details about the internet and social
media are not my area of expertise. In fact, | can
scarcely keep up the content of my web page.* So
let me locate myselfin this topic. | am a 62-year-old,
retired humanities professor — not the most likely
social media geek. | manage a modest amount of
social media — a personal page and a public figure
page on Facebook,? a Twitter account,® and recently

1 www.aminawadud.com

2 https://www.facebook.com/pages/
Dr-Amina-Wadud/1542191152675401

3 https://twitter.com/aminawadud

I’ve ventured onto Instagram. So this is not about
my spectacular personal presence on social media.

I built my academic reputation upon the nuances
of language, linguistics, rhetoric and hermeneutics.
In my line of work, words matter; and that’s NOT
just word count. What makes me a perfect Ph.D.
also makes me a not-so-exciting Twitter personality.
Most of what | do requires more than 140 charac-
ters. I’'m too long-winded for the fast pace of social
media. However, in the past five years | have come
to appreciate its merits and impact in my areas of
interest: Islam, justice and gender (that’s what my
Twitter avatar says, coincidentally).

| took up social activism more than a quarter of
a century ago, because | could see that good ideas
or theory needed to be made into policy in order to
really benefit those who have experienced oppres-
sion due to narrow interpretations of texts. It took
time before | felt I should keep up with social media;
but clearly it makes a difference — not just in revolu-
tions, like the Arab Spring and Black Lives Matter,*
but also in everyday transformations for users. With
access to the internet, anyone can harness its pow-
er — from crowd funding independent projects, to
movement building towards equality and justice in
the Muslim family like www.Musawah.org.5

Using social media allows all sides to have equal
access. While active social media can challenge the
odds over exertions of power and authority in Islam,
as it stands, neo-conservatism and patriarchy still
seem to have the most say. With the rise of violent
extremist groups like the self-proclaimed Islamic
State (ISIS) we can see how effective use of social
media evens out the playing field — between the
good and the bad. In the context of Islam and issues
of social justice, one of the most important ques-
tions of our time centres on who has the power to
assert their definition of “Islam” to control the lives
of others, be it the rule of law, cultural pressure, or
even spiritual manipulation.

Everything | do — and therefore everything | do
on social media — engages the intersection of sys-
tems of oppression. Although my focus is mostly on

4  blacklivesmatter.com
5 www.musawah.org
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Islamic thought and praxis, | engage in the discourse
over all matters that impact the deep and enduring
experience of justice. Therefore, | reflect on power
exploitations or coercion, on the logistics of asym-
metrical relationships, and on social, political, racial,
economic, spiritual and cultural hegemonies over
race, class, gender, sexuality, ablism and the environ-
ment. (I did say | was long-winded, right?) On any one
day | may tweet, retweet, post, or re-post about each
one of these intersecting factors. I've also blogged
on several sites related to these issues.

I am interested in Islamic reformation, by which
I mean radically rethinking and critical engagement
with the Ultimate Sacred sources of Islamic thought
and practice - from its sacred text, its Prophet Mu-
hammad (upon him be peace) and the vast and
variegated intellectual history for more than 14 cen-
turies. While | believe Islamic intellectual history
is still evolving, the need for a reformation consid-
ers the current realities as pivotal to achieving the
over-arching principles of Islam: justice, peace and
human dignity.

This reformation includes Islamic feminism.

In particular, | propose that the construction of
new knowledge in Islamic thought must be ongo-
ing. In Islamic feminism this started with one simple
and yet strategic question: What is the role of gen-
der in this discourse? For several centuries after the
advent of Islam this idea of “reading for gender”
did not exist. Of course people lived and functioned
in certain culturally constructed and time-specific
gender roles. However, few would reflect critically
upon the implications of these roles relative to the
ultimate objectives of Islam.

This was due in part to the many radical changes
in the lives of women integral to Islam’s beginning,
like granting women the right to own property, the
right to education, the right for marriage choices
and for divorce, a share of inheritance, and a role
as credible witness. Alas, the trajectory was not
sustained, with great loss to women’s agency and
intellectual contributions as early as one century
after the Prophet. Meanwhile other trends went
unchallenged, like what it means to be human and
gendered, including certain unnecessary binaries,
ascribing certain roles exclusively to men and re-
inscribing male privilege — since patriarchy was
pervasive, and not just amongst Muslims.

Islam is a religion focused on “right practices”®
and these are encoded into elaborate legal formu-

6 “Right practices” refers to two aspects of what it takes to live a
good life according to traditional sources: the right faith and right
actions; in other words, not by faith alone, nor just by being a good
person who does good things.

las. Over time certain functionary asymmetrical
gender roles would be encoded in the law as if they
genuinely reflected the spiritual, philosophical and
theological objectives of Islam. When a faith system
is dependent upon this interchange between praxis
and orthodoxy, it may take some time to unravel
which came first: the praxis or the ideology. Over
time unexamined gender roles become conflated
with ideas about the “natural order” or are seen as
a divine mandate. It is a simple logic, really: for ex-
ample, if women do almost all the caretaking, that
must mean women are “natural” caretakers and
men are exempt, although this role is vital to human
existence and to the environment.

In theory, both men and women were encouraged
to participate in Islam’s intellectual development and
there are historical examples of women as intellec-
tual contributors. However, they did not play a major
role in establishing the basic paradigms of Islamic
practice and world view. So when right behaviour
became encoded in the law, women’s experiences
or women’s ways of knowing and believing would be
filtered through the lens of male commentators, phi-
losophers, theologian and jurists.

In our time, we interrogate the ways in which
patriarchal norms and biases controlled women’s
behaviour by collapsing the link between men’s
ways of knowing and believing with the natural
or divine order. Whatever men thought was soon
equated with what God/Allah thought. All faith
paradigms are constructs. When they are con-
structed only or primarily on the basis of what men
experience or perceive, and the connection to these
sacred ideas and their human origin is forgotten,
then male bias creates notions of authority linked to
those constructs as though actually authorised by
God. So what men think becomes what God thinks;
and the only legitimate way to practise Islam.

While there have always been a few who ques-
tion the (il)logic of patriarchy, in the 21st century
we have reached a critical mass. In every country,
every city, every town, every group — no matter
how small - Muslim women are questioning what
it means to be full agents of our own lives, con-
trary to patriarchal assertions. We have looked at
the consequences of patriarchal interpretations on
what it means to be Muslim. Now we are facing an
epistemological crisis, where certain ideas — once
held sacred and integral to Islam as a universal
faith system — are shown to be merely inflections
of time-specific, place-specific and gender-specific
logic; not sacred at all. Furthermore, certain con-
structs are no longer tenable or sustainable given
the realities of the world we now live in.
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This is part of the comprehensive change for-
mulated and projected under a new wave of Islamic
feminism. My early work on the Qur’an, Islam’s sa-
cred text, forms one of the cornerstones to these
challenges. It centres on one simple question: Does
it make a difference if the person reading the text
identifies as a man or as a woman? The answer was
yes. Reading is always impacted by location, includ-
ing gender identification. Yet, until this last century,
we had no record of women’s responses to the text
and no formal exegesis. We know that women read,
memorised, recited and used the text as part of
their general belief and practice, but we can find
no written record of what they thought about its
meanings. Meanwhile during that same history men
left elaborate exegesis using multiple methods of
interpretation.

Reading for gender affects questions of author-
ity in laws made from the perspective of textual
interpreters. Now Muslim women have reached a
critical mass seeking change. We are diverse and
not always mutually supportive in our methods,
but despite inner contestation we all demand jus-
tice. This critical mass is due largely to a general
rise in levels of education. However, there is also a
clear link to new forms of communication due to the
internet and social media allowing for a dissemina-
tion of ideas as sought after by the better-educated
populist. This flow of ideas is untainted by con-
straints of particular institutions, or institutional
requirements, and free of patriarchal control.

Knowledge is power. The more ways people
have equal access to information, the more they
are able to construct informed opinions about any
matter. The more pervasive information is, the less
control the old-guard authorities will have over the
masses. The flow of information in the media is sec-
ond only to the increased levels of education for
all, allowing women, men and children to construct
change, challenge injustice and form new trends in
authority, more democratic ones. Although we still
have a long way to go — considering that access is
not nearly equal or universal — at least we see the
unfolding of what I call the democratisation of au-
thority. The internet is an important tool for change.
Itincreases access to knowledge and contributes to
meaningful exchange in knowledge.

In the particular context of Muslims, the internet
gives voice to those who were previously unrep-
resented and silenced. In the context of gender
constructions, and Muslim women’s lived realities,
sometimes actual physical mobility is still limited
by cultural and legal constraints. However, access
to the internet can thwart this lack of mobility,

bringing women out of the confines of patriarchal
control.

Even if only from the privacy of their homes,
Muslim women can venture all over the world,
form alliances, support each others’ work, and
gain greater insights into the limitlessness of pos-
sibilities. Once they get to that world, they can have
their say. Once they have their say, they can have
an impact. Once they have an impact, they become
agents of change.

Exposure to the vast diversity of ideas and ide-
als across the planet gives greater clarity over the
assertions that there is only one way to do things,
one “true” Islam — the patriarchal one. For example,
in working with www.Musawah.org we use online
resources to expose the ways that Muslim Person-
al Status Law varies from country to country. So if
believing Muslims in Jordan do something totally
different from what believing Muslims do in Indone-
sia over the same matter, then clearly the laws are
not divine but completely human-made. Since Mus-
lim women are human, we can construct new laws,
advocate for reform in existing laws, and challenge
those laws imbued with patriarchy to reach more
egalitarian policies, laws and experiences. When
this diversity is observed through facts presented,
it is impossible to say, “This is God’s law and you
cannot do anything about it, if you are a believer”
— a tactic too often used to silence women’s justice
movements.

Another merit of the internet is raising the
equality of voices. No one voice is above another
voice. This is a great equaliser: no matter how in-
significant one internet user may be in the scheme
of things, his or her voice can become well known,
widespread and persuasive. All that is needed is
to have a message that gains momentum through
social media. Inadvertently this increases the space
for diversity. The argument itself becomes the mea-
sure — not the clout of the one speaking. Didn’t the
Arab Spring bring down tyrannical rulers? Social
media gives greater importance to voices that might
have gone unrecognised.

While the internet is a powerful equalising tool,
allowing ALL voices to speak, creating forums for
people to meet across the globe and share con-
cerns, there are certain challenges to it as well.

| use social media because | agree with its pow-
erful potential for liberation, justice and equality.
Since my primary interest is in gender, of course
this means | have to discuss issues about sex and
sexuality. These seem to gain the most attention
when | post. Meanwhile, among the world’s 1.6 bil-
lion Muslims, honest and open conversation about
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sex and sexuality is still primarily missing — despite
our sex-affirmative intellectual legacy. For example,
in Islam there is no particular virtue in or privileg-
ing of celibacy. Details of sexual pleasure have long
been celebrated and elaborated. Medical research
was so advanced that Muslim doctors were among
the first to approve and perform sex-change opera-
tions, indicating a deep understanding of sexual
diversity. Today’s Muslim cultures have a tendency
towards prudishness, silence and shame. Because
of this, many conversations | initiate about sex and
sexuality receive the greatest negative reactions.
For example, people feel free to question the
level of my personal faith because | am open about
lesbian, gay, bisexual, transgender and queer (LG-
BTQ) issues. The tactic is almost always the same:
they assert their homophobia and THEN project
that I am NOT a Muslim and could not possibly be a

scholar because | do not share their interpretations
of certain verses in the Qur’an that talk about the
story of Lot. Since ALL passages of the Qur’an are
subject to multiple interpretations, as part of the
rich legacy of Islamic thought and textual analysis,
why the literal reading of any one verse should hold
sway over another reading is a matter of power, pol-
itics and public pressure. This pressure is rampant
in social media.

My observations about social media, Islam
and sexuality indicate how social media is an in-
dispensable tool. So while | have every intention
of keeping up my use of it, | will never have the
following of even some untalented Hollywood
or Bollywood personalities. That’s okay by me.
Instead, | recommend for everyone a balance be-
tween the utility of the medium and the random
harassment it might bring.
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Introduction

Two groundbreaking advances in international hu-
man rights have been made in the last half decade,
with recognition by intergovernmental bodies that
human rights law applies equally to all persons
regardless of their sexual orientation or gender
identity (SOGI), and that human rights law is equal-
ly applicable online as offline. However, these
achievements have not been without significant ad-
vocacy efforts by civil society. While internet rights
are being increasingly integrated and addressed
across the international human rights system,
developments on SOGI have been laboured, po-
liticised and isolated, with no state consensus.
This report considers the trends, shifts and con-
vergences in international policy making, using a
geopolitical analysis.

A brief history

Sexual orientation and gender identity

Activists have been advocating for international rec-
ognition of SOGI-related rights as far back as the
Beijing World Conference on Women in 1995,* with
concerted efforts to develop state awareness and
recognition of the issues since a failed resolution on
human rights and sexual orientation in 2003.2 Bra-
zil’s introduction, and later withdrawal, of a draft text
was a catalyst for a number of civil society groups
and activists working on sexuality and gender issues
to communicate and coordinate more consistently to
develop strategies to engage the UN human rights

1 See, for example, Ditsie, P. B. (1995). Statement delivered by
Palesa Beverley Ditsie of South Africa, International Gay and
Lesbian Human Rights Commission, at the United Nations Fourth
World Conference on Women, Beijing, China, 13 September. www.
un.org/esa/gopher-data/conf/fwcw/conf/ngo/13123944.txt and
Wilson, A. (1996). Lesbian Visibility and Sexual Rights at Beijing.
Signs, 22(1). fds.duke.edu/db/attachment/409

2 In 2003 Brazil unexpectedly introduced a draft text on sexual
orientation to the former UN Commission on Human Rights. The
resolution faced strong opposition, which led to it being deferred
by a year and later withdrawn from consideration.

system on these issues.3 This collective organising
led to states delivering a series of joint statements at
the UN General Assembly and Human Rights Council
(HRC) between 2005 and 2011;4 increasing support
for SOGI rights from a handful of countries to nearly
half of the UN member states; and finally the adop-
tion by the HRC of the first ever UN resolution on
“human rights, sexual orientation and gender identi-
ty” inJune 2011,5 and the second in September 2014.°

Internet rights

Although civil society has been involved in internet
policy and governance spaces since the internet
was created, the internet has only recently featured
in international human rights policy development
arenas. The impact of the internet on human rights
was first recognised at the international level by an
HRC resolution on freedom of expression in 2009.7
Since then, the UN has adopted a number of resolu-
tions developing international policy on this theme.
In particular, the HRC adopted a resolution on “The
promotion, protection and enjoyment of human
rights on the Internet”® in June 2012 with 85 state
co-sponsors, which affirmed that the same human
rights apply online as offline. The following year in
November 2013, the General Assembly adopted a
resolution on the right to privacy in the digital age,®
which was followed up by the HRC in March 2015
with a procedural resolution of the same title, creat-
ing a UN expert mechanism on the right to privacy.*

3 ARC International. (2004). International Dialogue on Gender,
Sexuality & Human Rights: Final report. Geneva: ARC International.
arc-international.net/wp-content/uploads/2011/08/International-
Dialogue-Report-Geneva-2004.doc

4 ARC International. (2011). LGBT Rights at the UN: A brief overview.
Geneva: ARC International. arc-international.net/wp-content/
uploads/2011/08/LGBT-Rights-at-the-UN.pdf

5 A/HRC/RES/17/19. (2011). ap.ohchr.org/documents/dpage_e.
aspx?si=A/HRC/RES/17/19

6 A/HRC/RES/27/32. (2014). ap.ohchr.org/documents/dpage_e.
aspx?si=A/HRC/RES/27/32

7 A/HRC/RES/12/16. (2009). ap.ohchr.org/documents/sdpage_e.
aspx?b=10&se=100&t=11

8 A/HRC/RES/20/8. (2012). ap.ohchr.org/documents/dpage_e.
aspx?si=A/HRC/RES/20/8

9 A/RES/68/167. (2013). www.un.org/ga/search/view_doc.
asp?symbol=A/RES/68/167

10 A/HRC/RES/28/16. (2015). ap.ohchr.org/documents/dpage_e.
aspx?si=A/HRC/RES/28/16
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Since the 2009 resolution on freedom of expres-
sion, a number of thematic UN resolutions have
addressed internet rights.»

Comparing intersectional recognition

While internet rights concerns have effectively been
mainstreamed into initiatives dealing with other hu-
man rights issues, sexual orientation and gender
identity remain isolated from relevant state-negoti-
ated human rights documents.*

Internet rights have been recognised by consensus
in a number of intergovernmental policy documents,
such as resolutions on freedom of opinion and ex-
pression, freedom of association and assembly, and
the safety of journalists.? The use of the internet and
other forms of technology in propagating harassment
and violence against women has been acknowledged
by the Commission on the Status of Women* — the
primary UN political body tasked with women’s rights
issues — and by the General Assembly in a resolution
on protecting women human rights defenders.’s

Conversely, there is a huge struggle to include
any language that might be associated with SOGI
in any government-negotiated documents at the
international level, with such language overwhelm-
ingly negotiated out of draft texts or put to a vote. For
example, even the word “gender” has become contro-
versial because some governments insist that gender
can only denote biological sex, refusing to accept the

11 See, for example, A/HRC/RES/21/16, The rights to freedom of
peaceful assembly and of association (2012). ap.ohchr.org/
documents/dpage_e.aspx?si=A/HRC/RES/21/16; A/HRC/
RES/23/2, The role of freedom of opinion and expression in
women’s empowerment. (2013). ap.ohchr.org/documents/
dpage_e.aspx?si=A/HRC/RES/23/2; A/HRC/RES/24/5, The
rights to freedom of peaceful assembly and of association. (2013).
ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/24/5; A/
RES/68/163, The safety of journalists and the issue of impunity.
(2013). www.un.org/en/ga/search/view_doc.asp?symbol=A/
RES/68/163; A/RES/68/181, Promotion of the Declaration on the
Right and Responsibility of Individuals, Groups and Organs of
Society to Promote and Protect Universally Recognized Human
Rights and Fundamental Freedoms: protecting women human
rights defenders. (2013). www.un.org/en/ga/search/view_doc.
asp?symbol=A/RES/68/181; and A/RES/69/166, The right to
privacy in the digital age. (2014). www.un.org/en/ga/search/
view_doc.asp?symbol=A/RES/69/166

12 While this paper examines how these issues have progressed
in intergovernmental spaces, it is important to note that
infringements on the rights of lesbian, gay, bisexual, transgender
and intersex (LGBTI) persons are consistently raised by UN human
rights expert mechanisms, such as the Special Procedures, treaty
monitoring bodies, and the Office of the High Commissioner for
Human Rights, across a broad number of thematic and country
specific reports. See for example: www.icj.org/sogi-un-database

13 See footnote 10.

14 CSW agreed conclusions on the elimination and prevention of all
forms of violence against women and girls. (2013). Para. 34(ww).
www.un.org/womenwatch/daw/csw/csws7/CSWs57_Agreed_
Conclusions_%28CSW_report_excerpt%29.pdf

15 A/RES/68/181. (2013). www.un.org/en/ga/search/view_doc.
asp?symbol=A/RES/68/181

concept of gender as a social construct or to recognise
identities beyond the male-female binary.

As a result, where SOGI language has been
included in negotiated documents, it has been so
virtually in isolation from intersecting fields, such
as violence or discrimination against women or the
protection of human rights defenders. The only UN
human rights resolution to date referencing SOGI,
apart from the HRC SOGI resolution itself, is the
biennial General Assembly resolution on extra-
judicial, summary or arbitrary executions. While
the strong opposition to recognising SOGI-related
rights means the discussion is reduced to violence
and discrimination (the areas that have a possibility
of gaining consensus), the reference in the “kill-
ings” resolution is nonetheless hotly contested
each time, with attempts to vote the language out of
the resolution during the final adoption process.”

Despite the fact that a broad number of the-
matic and country-specific UN human rights experts
regularly report a vast array of infringements of
the rights of LGBTI persons,*® in social and eco-
nomic rights as well as civil and political rights, the
political bodies have so far failed to take the inter-
sectional approach that has been an attribute of
developments on internet rights.

Politics of sexual orientation
and gender identity rights

International intergovernmental debate on SOGl is a
delicate matter, and unfortunately plays out in ways
that are politically divisive and strategically coun-
terproductive. Although there is a slow but steady
increase in support for these issues from states from
all regions, they are still perceived as primarily West-
ern priorities despite the fact that the first UN SOGI
resolution was tabled by South Africa and Brazil, and
the second by Brazil, Chile, Colombia and Uruguay.

16 See, for example, Adolphe, ). (2012). ‘Gender’ Wars at the United
Nations. Ave Maria Law Review, 11(1). papers.ssrn.com/sol3/
papers.cfm?abstract_id=2232495

17 ISHR et al. (2012, 22 November). Governments Condemn
Extrajudicial Executions in Seminal UN Vote. International
Service for Human Rights. www.ishr.ch/news/governments-
condemn-extrajudicial-executions-seminal-un-vote; ISHR. (2012,
20 November). UN General Assembly: Rights groups welcome
condemnation of killing of LGBT persons. International Service for
Human Rights. www.ishr.ch/news/un-general-assembly-rights-
groups-welcome-condemnation-killing-lgbt-persons

18 This report primarily uses the language of “sexual orientation”
and “gender identity”, which have been acknowledged by the
intergovernmental bodies, but also refers to lesbian, gay, bisexual,
transgender, intersex and queer persons using the relevant
acronyms LGBT, LGBTI or LGBTIQ, depending on the particular
context. For example, while activists and human rights defenders
might use the language of Queer rights, this term has not been
taken up by the UN, but the UN does recognise and use L,G,B,T
and |. Other language yet to be referenced in UN negotiated
documents includes “gender expression” and “bodily integrity”.
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This is partly because Western states have
styled themselves as international leaders on SOGI,
critiquing discriminatory laws and practices outside
of their regional group, and is compounded by cer-
tain Western states using aid conditionality to apply
pressure on ex-colonies to repeal colonial-era crimi-
nal provisions on same-sex relations.»

These practices have created a “West versus the
rest” dynamic which contributes to the geopolitical
polarisation on gender and sexuality-related rights
that is reflected at the international level, and alien-
ates potential support from those states that are open
to discussing SOGI-related rights, but are opposed to
Western hegemony on the international stage.

The politicisation of SOGI plays out in intergov-
ernmental human rights policy development spaces
such as the HRC in divisive and regressive ways. Firstly
we have seen a division of state positions, generally
along lines of regional and political blocs.?° Tradition-
ally this has been Western and most Latin American
states supporting SOGI issues, opposed by Russia,
the Vatican, most of the African Group and members of
the Organisation of Islamic Cooperation (OIC). States
within these groups that have dared to support SOGI
issues have faced harsh censure from their peers.*

Secondly, concepts such as cultural relativity,
traditional values and protection of the family have
been introduced and manipulated in these spaces,
primarily by the religious right wing — the OIC, the
Vatican, Russia, and conservative groups such as
the UN Family Rights Caucus.?? Since 2009 the HRC
has adopted various documents undermining the
universality of rights, including three resolutions on
“traditional values” and two on “protection of the
family”.?3 In general, the support and opposition
for these initiatives has been in line with positions
against and for SOGI-related language respectively.

19 Abolafia Anguita, L. (2012, 9 March). Aid conditionality and respect
for LGBT people rights. Sexuality Policy Watch. sxpolitics.org/
we-recommend-134/7369

20 UN member states are divided into five regional groups: the
African Group, Asia-Pacific Group, Eastern European Group, Latin
America and the Caribbean Group, and Western European and
Others Group. There are also a number of additional political
blocs and affiliations of states and sub-regional blocs that form
collective positions on issues, such as the Arab Group, the
Association of Southeast Asian Nations (ASEAN), the Organisation
of Islamic Cooperation (OIC), Mercosur, the Non-Aligned Movement
(NAM), the European Union (EU), etc.

21 For example, South Africa and Mauritius were publicly denigrated
by Nigeria, the then coordinator of the African Group, for their
leadership on and support for the first UN resolution on human
rights, sexual orientation and gender identity in 2011.

22 www.unfamilyrightscaucus.org/un-initiatives/statements-activities

23 Resolutions on “traditional values”: A/HRC/RES/12/21 (2009); A/
HRC/RES/16/3 (2011); A/HRC/RES/21/3 (2012); on “protection of
the family”: A/HRC/RES/26/11 (2014); A/HRC/RES/29/22 (2015).

The politicisation of sexuality rights in inter-
national forums means that foreign policy is often
at odds with national-level standards and devel-
opments, particularly on rights relating to gender
identity. For example, some Western states, such as
Belgium, France, Norway and Switzerland, present
themselves as champions of LGBT rights in interna-
tional debates while requiring transgender people
to undergo sterilisation in order to legally change
their gender,¢ a policy that the European Court
of Human Rights has ruled to be a violation of the
rights to privacy and family life.?> Conversely, some
states that have culturally established and docu-
mented forms of gender diversity?® —and in the case
of Pakistan leading case law recognising the rights
of hijras* — claim that such diversity is contrary
to their cultural, moral or religious values when it
comes to international debate.?® This is a terrible
contradiction of domestic reality and foreign policy.

State positions on SOGI in the international bod-
ies have almost become a symbolic representation
of one side versus another in the greater struggle
for a new world order that replaces Western hege-
mony. Sadly, this positioning is to the detriment of
human rights, including through the development
of international legal norms and standards that ex-
clude LGBTIQ persons.

24 Transrespect versus Transphobia Worldwide (TvT), Legal and Social
Mapping: www.transrespect-transphobia.org/en_US/mapping.htm
European Court of Human Rights. (2015, 10 March).

Refusal to authorise transsexual to have access to gender

reassignment surgery breached right to respect for private

life. (Press release.) hudoc.echr.coe.int/webservices/content/

pdf/003-5032376-6183620

26 See, for example, Jain, D., & Rhoten, K. (2013, 28 December). A
Comparison of the Legal Rights of Gender Non-Conforming Persons
in South Asia. Economic & Political Weekly. www.academia.
edu/11810587/A_Comparison_of_the_Legal Rights_of Gender_
Non-Conforming_Persons_in_South_Asia

27 Khaki v. Rawalpindi, Supreme Court of Pakistan (12 December
2009).

28 See, for example: United Nations Office at Geneva (UNOG). (2011,
17 June). Council establishes mandate on Céte d’Ivoire, adopts
protocol to child rights treaty, requests study on discrimination
and sexual orientation. unog.ch/unog/website/news_media_
archive.nsf/%28httpNewsByYear_en%29/C125763C00590FD6C12
578B2004B0A50?0penDocument; UNOG. (2012, 7 March). Human
Rights Council holds panel discussion on discrimination and
violence based on sexual orientation and gender identity. unog.
ch/unog/website/news_media_archive.nsf/%28httpNewsByYear_
en%29/C125763C00590FD6C12579BA004DFE81?0penDocume
nt; UNOG. (2014, 26 September). Human Rights Council adopts
resolution on sexual orientation and gender identity and concludes
twenty-seventh session. unog.ch/unog/website/news_media.
nsf/%28httpNewsByYear_en%29/24F74BA2FCAB79CDC1257D5F
0063A227?0penDocument; UNOG. (2015, 22 June). Human Rights
Council holds general debate on the promotion and protection
of all human rights. unog.ch/unog/website/news_media.
nsf/%28httpNewsByYear_en%29/C85AF94F13C23F94C1257E6Co0
59B456?0penDocument
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Politics of internet rights

In comparison to the tumultuous international
debates on SOGI, internet rights policy has been
developing relatively smoothly, with consensus
resolutions and references in the UN General As-
sembly, the HRC and the Commission on the Status
of Women. This is not to suggest that states unani-
mously respect or support internet-related rights,
but that opposition is more nuanced and complex
than the open hostility that some governments ex-
press on SOGI.

While there does indeed appear to be in-
ternational consensus on the issue of access to
technology, a customary division of state positions
on other issues such as freedom of expression re-
mains unchanged in how states see their validity
online or offline. During the HRC plenary panel on
freedom of expression on the internet in 2012, China
called on the international community to promote
internet access in developing countries while also
stating that freedom of expression could undermine
social stability and national security.? Cuba has
both expressed concern about issues of access to
information and communications technology (ICT)
and lamented the United States (US) monopoly of
the internet.?°

Furthermore, the geopolitical divide over inter-
net rights is not as clear-cut as it is on SOGI issues.
When Edward Snowden leaked classified informa-
tion from the US National Security Agency (NSA) in
2013, the US was in the unusual position of being
criticised by many of its peers in the West.3*

Indeed, states from all regions have relished
the opportunity to criticise the US in the wake of
the Snowden revelations. Although not explicitly
critical of US policy, pre-existing anti-US sentiment
meant that the resolutions on the right to privacy
in the digital age quickly garnered support amongst
states such as North Korea,? Russia, Cuba and
China.33 Consequently, it could be argued that a

29 UNOG. (2012, 29 February). Human Rights Council holds panel
discussion on the promotion and protection of freedom of
expression on the internet. unog.ch/unog/website/news_media_
archive.nsf/%28httpNewsByYear_en%29/C125763C00590FD6C12
579B300535CC6?0penDocument

30 lbid.

31 MacAskill, E., & Borger, ). (2013, 30 June). New NSA
leaks show how US is bugging its European allies. The
Guardian. www.theguardian.com/world/2013/jun/30/
nsa-leaks-us-bugging-european-allies

32 United Nations. (2013, 26 November). Third Committee Approves Text
Titled ‘Right to Privacy in the Digital Age’, as It Takes Action on 18 Draft
Resolutions. www.un.org/press/en/2013/gashc4094.doc.htm

33 UNOG. (2015, 26 March). Human Rights Council creates mandate
of Special Rapporteur on the Right to Privacy. unog.ch/unog/
website/news_media.nsf/%28httpNewsByYear_en%29/4CA5769
DF702CoCCC1257E14005F5F4B?0penDocument

politicisation of internet rights issues has been to
the benefit of consensus-building on international
human rights policy development on these issues.

SOGI versus internet rights policy

As SOGI language is a notorious key to destroying
consensus in government negotiations, states have
used sexual orientation references as a bargaining
chip to block or undermine developments that they
oppose.

For example, sexual orientation language was
used by Western states to bargain against references
to the “defamation of religions” in international dis-
cussions on racism, racial discrimination, xenophobia
and related intolerance, both during the Durban Re-
view Conference in 2009 and in follow-up meetings
and negotiations.34

This highly questionable tactic arose in dis-
cussions on internet rights in negotiations on a
resolution on the right to privacy in the digital age
atthe UN General Assembly in 2013, when a key ally
of the US proposed including a reference to sexual
orientation. Some of the Five Eyes3> countries read-
ily supported the proposed language, while other
states that were supportive of the resolution theme
objected, knowing they would not be able to join a
consensus on a text that contained sexual orienta-
tion language. This was understood to be a strategy
to break consensus on an issue that those states
implicated in the revelations of deep breaches of
privacy rights could not otherwise break without
admitting that they did not support the key mes-
sage of the resolution.

As the Five Eyes countries were openly attempt-
ing to water down the text of the privacy resolution,3®
it seemed likely that sexual orientation language
was actually being introduced in order to polarise
state positions on the text as a whole, and poten-
tially lead to a vote. In effect, the US and its allies
pitted sexual orientation against the right to pri-
vacy in a failed attempt to undermine international
condemnation of and action on the infringement of
rights that is mass surveillance.

34 See, for example, ISHR. (2009, 4 November). Stalemate
at the Ad Hoc Committee on complementary standards.
International Service for Human Rights. www.ishr.ch/news/
stalemate-ad-hoc-committee-complementary-standards

35 https://en.wikipedia.org/wiki/Five_Eyes

36 MacAskill, E., & Ball, J. (2013, 21 November). UN surveillance
resolution goes ahead despite attempts to dilute language.
The Guardian. www.theguardian.com/world/2013/nov/21/
un-surveillance-resolution-us-uk-dilute-language
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Moving towards an intersectional approach

Although SOGI and internet rights have developed
independently from one another at the interna-
tional level, the slow increase in state support for
SOGlI-related rights in international human rights
bodies, and the increasing attention being given
to internet rights in a number of different thematic
resolutions, means that the UN could constructively
address their intersection in the near future.

The prevailing geopolitical divide is likely to
continue to obstruct the inclusion of SOGI in UN
resolutions. However, with internet rights being ad-
dressed in a number of negotiated thematic texts, it
is not unreasonable to suggest that relevant issues
could be included in a future substantive resolution
on SOGI.

Furthermore, the HRC resolution on the right
to privacy in the digital age mandated the appoint-
ment of a UN Special Rapporteur on the right to
privacy. The Special Procedures mechanisms3” have
been key allies in raising violations of the rights of
LGBTIQ persons across a broad section of thematic
and country-specific mandates. A recent report of
the Special Rapporteur on the right to freedom of
opinion and expression to the HRC highlighted how
encryption and anonymity in digital communica-
tions enable persons persecuted because of sexual
orientation or gender identity to exercise the right
to freedom of opinion and expression, as well as
providing, for some, the only way to securely ex-
plore basic aspects of identity such as one’s gender
or sexuality.?®

The new Special Procedures mandate has been
tasked to look at the right to privacy, “including in
connection with” (i.e. but not limited to) the chal-
lenges arising from new technologies. Many SOGI
rights issues clearly fall under the mandate focus
on privacy. It will remain to be seen whether the
Rapporteur chooses to address human rights con-
cerns relating to LGBTIQ persons in the execution
of the mandate.

37 The UN Special Procedures are independent human rights experts
with mandates to report and advise on human rights from a
thematic or country-specific perspective. Special procedures are
either an individual (called “Special Rapporteur” or “Independent
Expert”) or a working group composed of five members.

38 A/HRC/29/32. (2015). Paras 1 & 12. www.ohchr.org/EN/HRBodies/
HRC/RegularSessions/Session2g9/Documents/A.HRC.29.32_AEV.
doc

Conclusion

With a number of consensus resolutions and docu-
ments addressing internet rights, and the creation
of an expert mandate on the right to privacy, it is
safe to conclude that these issues are now firmly
on the UN agenda, and will continue to be main-
streamed into the work of the HRC. Meanwhile,
SOGI rights remain segregated with no regular or
institutionalised attention to ongoing violations. It
will likely remain extremely difficult to get states
to consider the human rights of LGBTIQ persons on
their substantial merit as long as SOGI continues to
be politicised and manipulated by both supportive
states and the opposition. The new expert mecha-
nism on the right to privacy could see these two
issues being addressed concurrently and with an
intersectional analysis for the first time. It remains
to be seen whether intergovernmental debate will
mature beyond political strife to welcome such an
analysis.
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Feminist autonomous infrastructures

Sophie Toupin and Alexandra Hache
Media@McGill and Tactical Tech Collective
media.mcgill.ca and https://tacticaltech.org

Introduction

Women, feminists, and gay, lesbian, bisexual, trans*,
queer and intersex (GLBTQI) individuals share com-
mon experiences online: they can easily become
targets of online harassment, discrimination or
censorship, be it by government, private actors or
corporations. When trying to understand the rela-
tionship between gender, violence and technology,
one should keep in mind that online violence is
intrinsically linked with real-life situations. When
bigotry, sexism and homophobic attitudes exist in
societies, they will almost inevitably be amplified in
the online world.

“Real” name policies, data mining, tracking and
surveillance technologies have become so inter-
twined that the days when no one knew if you were
a dog or a cyborg on the internet are largely over.
In fact, the creation of an industry around the pro-
filing of users, coupled with the centralisation and
contraction of the internet, have led to a situation
where it is not a safe space (if it ever was). In 1996
the Declaration of the Independence of Cyberspace
announced the creation of “a world where anyone,
anywhere may express his or her beliefs, no mat-
ter how singular, without fear of being coerced
into silence or conformity.”* But nowadays it is all
too common to see the work and voices of women,
feminists and GLBTQI being deleted, censored and/
or prevented from being seen, heard or read.

Much of this gender-based online violence hap-
pens on corporate social media platforms such as
Facebook, Twitter, Reddit and the blogosphere,
in addition to other non-profit online spaces such
as Wikipedia. All of them involve large commu-
nities, which are led by a set of practices and
policies. Despite the existence of certain rules that
govern these spaces and because of certain prac-
tices, silencing, intimidation and/or discrimination

1 Barlow, ). P. (1996). A Declaration of the Independence of
Cyberspace. https://projects.eff.org/ barlow/Declaration-Final.
html

continue. So far, responses from GLBTQI to violence
have involved organised public shaming, doxx-
ing of harassers,? feminist counter-speech, active
research and documentation, awareness raising
around privacy and security, advocacy for amend-
ments to corporate terms of service, and lobbying
of institutions contributing to the governance of
the internet, among others. While these tactics are
paramount to the embodiment of everyday forms
of online resistance,? there is also a need to think
about adopting strategies that are not only reactive,
but also project us into the future we want. In other
words, it is about dreaming and pre-figuring our
technologies actively.

Proactive practices involve understanding what
it means to take back the command and control
of technologies by using, creating and maintain-
ing our own ones and shaping our communication
and technological infrastructures. Using corporate
services such as Facebook or Twitter may be very
convenient, and at times strategic because they
are generally provided for free and because this is
where the so-called critical masses are. But using
them also means accepting their terms of service,
which are primarily shaped by profit, and in which
human rights and gender social justice still remain
of negligible importance. When using these online
services, we and our networks are at their mercy,
which means we cannot fully control our data, so-
cial networks and historical memories (or traces) on
the internet.

While the future of the internet often looks
bleak, it is paramount to not only continue to inves-
tigate into the processes and governance structure
of the internet, but to continue to build a communi-
cation and technological ecology that puts human
well-being front and centre, rather than profit.
What will happen when big data has its proper al-
gorithms? What will be the combined relationships

2 Doxxing of harassers means searching for and publishing private
information about a harasser on the internet with the aim of
shaming the individual.

3 Anexample of the embodiment of everyday forms of resistance
is that of feminist social media practices that resist rape culture
by hijacking Twitter feeds and hashtags that blame victims and
perpetuate myths and stereotypes.
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between these algorithms and the Facebook proj-
ect internet.org or the “Internet of Things”, to name
only two of the upcoming situations that will again
redefine people’s rights to privacy and free ex-
pression? When our data remain under corporate
control, they can be sold or given to third parties to
exploit, or they can be deleted or shut down. Ulti-
mately, they become our digital shadows,* enabling
others to track, profile and control our voices, opin-
ions and expressions.

Part of the answer lies in developing, sup-
porting and using not-for-profit, independent,
privacy-aware and secure alternatives to corporate
online services. Collectives such as Riseup, Nadir
and Autistici/Inventati have been powered by hack-
tivist collectives for almost two decades now.5 They
have provided - through volunteer work and com-
munity contributions — valuable and basic online
services such as email, mailing list servers, wikis,
pads,’ blogs and virtual private networks (VPN)7
to activists all around the world. But where are the
feminist tech collectives that design and maintain
feminist autonomous infrastructures for feminists,
queer and trans* people and activists at large? We
also need to ask ourselves, why are those feminist
tech collectives still so embryonic? And what does
this tell us about the discrimination and violence
happening when women and feminists do not
control, own and manage the technological infra-
structure they need to express themselves and act
online?

Shaping autonomy within our technologies

One of the main constitutive elements of feminist
autonomous infrastructures lies in the concept of
self-organisation already practised by many social
movements that understand the question of au-
tonomy as a desire for freedom, self-valorisation
and mutual aid. In addition, we understand the
term technological infrastructure in an expansive
way, encompassing hardware, software and appli-
cations, but also participatory design, safe spaces
and social solidarities. Concrete examples of femi-
nist autonomous infrastructures include the Geek
Feminism Wiki,® developing specific technologies

4 See “My shadow” by theTactical Technology Collective: https://
myshadow.org/

5 For a more extensive list of autonomous servers visit: https://help.
riseup.net/en/radical-servers and http://backbone4og.calafou.
org/participants/index.en.html

6 The following is a great activists etherpads that can be used:
https://pad.riseup.net/

7 Riseup.net offers VPN to know more visit: https://help.riseup.net/
en/vpn

8 To go to the Geek Feminism Wiki visit: http://geekfeminism.wikia.
com/wiki/Geek_Feminism_Wiki

that tackle gender-based online violence, such as
bots against trolls, and building feminist online
libraries and feminist servers, but also enabling
offline safe spaces such as feminist hackerspaces
which allow feminist, queer and trans* hackers,
makers and geeks to gather and learn with others.

When talking about these examples of femi-
nist autonomous infrastructures, we recognise that
none of them can be fully autonomous, but rather
relative in their autonomy, as they still depend, for
instance, on already existing communication net-
works and technologies designed by mainstream
companies (such as computers, servers and ac-
cess devices). Having said that, their autonomy is
based on different governance models, the values
they embrace and the principles they promote. If
feminist autonomous infrastructures are diverse
in scope and in shape, they do share in common a
desire to proactively create the conditions for their
autonomy while following an ethic of care? which
is embedded into the active practice of social soli-
darities. Caring and recognising the importance of
such infrastructures are two aspects that are cen-
tral to attempt to address the cycle of technology
that is rife with inequality from the production of
technology, to its access, uptake, development and
governance, until its end cycle. This intersectional
and integrated approach to technology goes hand
in hand with a feminist posture that does not shy
away from addressing all forms of violence, whether
it be online violence or the violence that is intrinsic
in resource extraction or the factory and assembly
line work that is gendered and raced.®

Recently, momentum has gathered around the
building of feminist autonomous infrastructures.
These initiatives are still in their embryonic stage,
mainly representing a set of scattered and frag-
mented initiatives. Below we highlight two different
examples — one addressing the need for physical
safe spaces enabling women and feminists to gath-
er and uplift their skills, and another addressing
the slow-politics around the creation of feminist
servers.

Breaking the circle of isolation
by learning together
The Gender and Technology Institute® was organ-

ised by the Tactical Technology Collective and the
Association for Progressive Communications (APC)

9 Adam, A. (2003). Hacking into Hacking: Gender and the Hacker
Phenomenon. ACM SIGCAS Computers and Society, 33(4).

10 Nakamura, L. (2014). Indigenous Circuits: Navajo Women and the
Racialization of Early Electronic Manufacture. American Quarterly,
66(4), 919-941.

11 To know more visit: https://tacticaltech.org/gender-tech-institute
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at the end of 2014. The event brought together al-
most 8o participants and facilitators, mostly from
the global South, to focus on some of the issues
faced daily by women and trans* persons on the
internet, to share strategies and tools for better
protecting our privacy and security online, and to
discuss how to spread knowledge and skills in our
communities and organisations. Since then, the
network has expanded, with different outcomes
ranging from the creation of a collaborative online
space enabling the documentation of the activities
around privacy and digital security delivered by
its members on the ground, to the production of a
manual specifically addressing gender-related is-
sues which also offers various strategies and tools
for taking control of our online identities and learn-
ing how to shape safe spaces.

All these outcomes are informed by the stories
and creative practices of women and feminist grass-
roots activists, located in 22 different countries,
who are actively and creatively using and making
technology to tackle gender-based online violence.
Meanwhile they become digital security trainers,
and privacy advocates, and they are helping others
to understand how they can adopt safer and more
joyful practices when engaging online and offline.

Eight months after its realisation, the Gen-
der and Technology Institute has become an
international informal network of support, a friend-
ly resource space based on social solidarities that
helps to break the circle of isolation.®? This contrib-
utes to strengthening the technological autonomy
of its participants and, by extension, women, femi-
nists and GLBTQI individuals and organisations, in
order to face the challenges and threats derivative
of their use of the internet.

Feminist servers

A server can be defined as a computer connected
to a network that provides services such as host-
ing files, websites and online services. Because all
online resources are hosted on servers, they consti-
tute a base for the internet as we know it. All servers
are ruled by different terms of service, governance
models and national legislation in relation to pri-
vacy and access to data by third actor parties (or
“trackers”) and are dependent on a variety of busi-
ness models. This somewhat technical definition
can obscure the possibilities for understanding the
political aspect behind the setting up and manage-
ment of a server.

12 One example is the International Feminist Hackathon Day (a.k.a.
FemHack) held on 23 May 2015. To know more about this initiative
see: www.f3mhack.org

In that sense, what would be the purposes®
and principles* of a feminist server? Can feminist
servers support women, feminists and GLBTQI in
their fight for having their rights such as freedom
of expression and opinion respected? Can we create
trust among us to develop cooperative approaches
to the management of those spaces of resistance
and transformation? These were more or less the
questions that a group of people interested in
gender asked themselves during the first Feminist
Server Summit® in December 2013 and at the first
TransHackFeminist (THF!) Convergence® held in Au-
gust 2014.

The discussions that emerged out of those
meetings recognised that we do not yet have
feminist tech collectives that design feminist auton-
omous infrastructures for the feminist, queer and
trans* movement(s) and that this should become a
priority.”

For example, two feminist servers that were dor-
mant re-emerged during the THF! Convergence:

e The Systerserver project, which was originally
launched in early 2000 by the Genderchang-
ers® and the Eclectic Tech Carnival (/etc), and
focuses on hosting online services such as
etherpads and a voice over internet protocol
(VolP) application.

e The Anarcha server,” started by the Tran-
sHackFeminists from Calafou, an eco-industrial
post-capitalist colony located in Catalonia. It
hosts a mediawiki, a WordPress farm and a me-
dia publishing platform.

These feminist servers are composed of a loose
coalition of women, queer and trans* from around
the world, with some explicitly interested in hack-
ing heteronormativity and patriarchy. They are also
about demonstrating that it is possible to create
safe spaces where the harassment of women, femi-
nists and GLBTQI is not allowed and where all can
learn about technology in a non-hierarchical and

13 For a history of where the desire for feminist servers arose read:
Alarcon, S. et al. (2015, 30 April). Exquisite Corpse. New Criticals.
www.nhewcriticals.com/exquisite-corpse/page-8

14 Following discussions at the Feminist Server Summit, Femke
Snelting came up with a list that defines what a feminist server is,
available here: http://esc.mur.at/en/werk/feminist-server

15 Vvji4.constantvzw.org

16 transhackfeminist.noblogs.org/post/2015/01/25/a-
transhackfeminist-thf-convergence-report and anarchaserver.org/
mediawiki/index.php/Main_Page

17 The theme of the second edition of the TransHackFeminist (THF!)
Convergence is aptly titled “Error 404. Dissent Technologies Not
Found”: transhackfeminist.noblogs.org

18 Avideo about the GenderChangers is available at: https://vimeo.
com/4090016

19 anarchaserver.org
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non-meritocratic way. However, even if these server
initiatives are inspiring to many, they still remain at
the embryonic stage. Moreover, they do not con-
sider themselves service providers; neither have
they clearly decided to become stable and sustain-
able tech collectives providing hosting and online
services to women, feminists and GLBTQI groups. In
any case, they show that feminist servers are pos-
sible and that they should become a political aim
for any organisations working in the field of gender
social justice and GLBTQI rights — which should be
concerned about achieving autonomy in communi-
cation and technological infrastructures, in addition
to securing their data, social networks and histori-
cal memories on the web.

Conclusion

The targeting, silencing and censorship of women,
feminists and GLBTQI people online has been and
is being challenged in multiple ways. Women, femi-
nists and GLBTQI people have been particularly
creative in their everyday forms of resistance and
their solidarities and care towards one another.
While the initiatives outlined above are exciting,
they do remain at an embryonic stage where only a
few are able to participate. The reasons why so few
initiatives exist ought to be at the core of a feminist
analysis to understand how gendered technology
actually is. Who is encouraged at a young age to tin-
ker with technology? What kind of division of labour
exists when it comes to technology? Why is the level
of attrition so high for women in the tech industry?

While seriously considering the above, it remains
that if we want to see the Feminist Principles of the
Internet as formulated by APC become a reality, we
need our own feminist autonomous infrastructures.
To do so, we need to have feminist tech collectives
that focus on providing these services. We need to
be active in developing our expertise and that of the
younger generation. But for that to happen we need
the feminist and GLBTQI movement(s) to pay more
attention to these issues, create more safe spaces
to learn collectively, stop fearing technologies and
decide collectively that we need to change gears to
reshape our own communication and technological
infrastructure. After all, freedom of expression is
part of the feminist struggle and women, feminists
and GLBTQI people can contribute by providing col-
lectively the knowledge and means to ensure that
their right to speak up remains accessible online,
offline, and wherever and in any format where ex-
pression emerges.
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Privatising censorship online

Jillian York
Electronic Frontier Foundation
www.eff.org

Introduction

It is an undeniable truth that the internet has pro-
vided opportunities for access to information in
places where information has, historically, been
restricted. For those living in conservative socie-
ties or households, the internet opens new doors
to traditionally restricted or censored informa-
tion, including information about sexuality and
sexual health. However, online information is also
restricted by governments, schools, libraries and
other institutions using a variety of means. These
include simple commercial filtering software that
crudely blocks content by category, as is the case in
many public libraries in the United States, as well as
more pervasive methods of blocking content, such
as internet protocol (IP) blocking or domain name
system (DNS) tampering.:

The internet can be a particularly helpful
resource for youth seeking information about
sexuality and sexual health, particularly in cases
where information about such topics can be diffi-
cult or embarrassing to obtain.? The United States,
a somewhat conservative country in which access to
information online is rarely restricted at the govern-
ment level, serves as an illustrative case study as
to how sexual health information is sought online
by youth.

According to one study, 17% of US youths re-
port using the internet to look for “sensitive” sexual
health information.3 Another study, with significant-

1 Murdoch, S.J., & Anderson, R. (2008). Tools and Technology of
Internet Filtering. In Deibert, R. et al (Ed.), Access Denied: The
Practice and Policy of Global Internet Filtering. Cambridge: MIT
Press. access.opennet.net/denied

2 Harvey, K. J., Brown, B., Crawford, P., Macfarlane, A., & McPherson,
A. (2007). ‘Am | Normal?’ Teenagers, sexual health and the
internet. Social Science & Medicine, 65(4), 771-781.

3 Lenhart, A,, Purcell, K., Smith, A., & Zickuhr, K. (2010). Part 4: The
internet as an information and economic appliance in the lives of
teens and young adults. Washington, D.C.: Pew Research Center.
www.pewinternet.org/2010/02/03/part-4-the-internet-as-an-
information-and-economic-appliance-in-the-lives-of-teens-and-
young-adults

ly different methodology, puts the number of youth
seeking sexual health information at 89%.4 A fur-
ther study indicates that lesbian, gay, bisexual and
transgender (LGBT) youth may be more likely to look
for sexual health information online because they
do not have anyone else in their lives to ask.> While
there is virtually no overt state-level interference in
access to online information in the US, there may
be significant restrictions placed on the internet by
parents, schools, or other institutions, often result-
ing in censorship of sexual health information.

A 2010 study by the Association for Progressive
Communications’ (APC) EROTICS® project found that
access to sexual information in US public libraries is
often heavily restricted. As the authors report:

Methods [of censorship] used include blocking
particular websites, blocking particular words
in internet searches, using commercially mar-
keted content filters and/or requiring users
to agree to terms of services that included not
seeking inappropriate material. Terms and sites
blocked seemed unpredictable and included
instances of overblocking, or denying access
to information that is clearly not “harmful to
minors” including websites of service organiza-
tions and websites designed for teenagers. In
many instances, access to information was re-
stricted for all users and not merely for people
under 17 or 18 years of age. Depending on the
library, a user may not be able to find informa-
tion about anal cancer or contacts for lawyers at
the Sex Workers Project.”

4 Boyar, R., Levine, D., & Zensius, N. (2011). TECHsex USA: Youth
Sexuality and Reproductive Health in the Digital Age. New York:
Ford Foundation. www.yth.org/wp-content/uploads/YTH-youth-
health-digital-age.pdf

5 Mitchell, K. J., Ybarra, M.L., Korchmaros, J.D., & Kosciw, J.G. (2013).
Accessing sexual health information online: use, motivations and
consequences for youth with different sexual orientations. Health
Education Research, 30(3), 1-11. her.oxfordjournals.org/content/
early/2013/07/16 /her.cytozi.full pdf+html

6 erotics.apc.org

7 Ditmore, M., & Echols, K. (2010). Unequal access to information:
Youth, sex and the law — content regulation in US publicly funded
libraries. In ). Kee (Ed.), EROTICS: Exploratory Research on
Sexuality and the Internet. Johannesburg: APC. https://www.apc.
org/en/system/files/Erotics_Exec_Summary.pdf
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Furthermore, claim the authors, “A library that
buys filtering software to block pornography may
not be aware that the software developers have in-
cluded personal or political biases in their decision
to include ‘controversial’ topics such as abortion
or homosexuality under the heading of offensive
content,”® a fact that is evidenced by the blocking
of LGBT content from websites of mainstream or-
ganisations such as the National Organization for
Women? or Planned Parenthood.®

Though little research is available about the use
of the internet for seeking sexual health informa-
tion in the Middle East and North Africa (MENA),
one 2006 survey — conducted on an Arabic-lan-
guage website dedicated to information about
emergency contraception — found that 55% of re-
spondents cited the internet as an important source
of health information, while 26% cited magazines,
24% newspapers, and nearly 20% cited physicians
as important sources. Survey respondents also
identified female sexuality, male sexuality, con-
traception, pregnancy, violence, and LGBT health
issues as “priority areas” for additional online
health information.”

In addition to technical solutions imposed by
authorities, corporations operating online may be
complicit in — or even instigatory of — censorship.
Social media companies such as Facebook or Twit-
ter comprise billions of diverse users around the
world and, as such, seek to create inclusive spaces.
Facebook, for example, has explicitly stated that
it seeks to provide a “respectful experience” for
its “global and culturally diverse community”.
While these platforms allow for sharing on a scale
previously unknown, the rules imposed by their
leadership have led to a new form of censorship.

Across the MENA region, restrictions on ac-
cess to information are fairly common, both online
and offline, but vary considerably in severity from
country to country. In Lebanon, for example, “[c]en-
sorship is very strong ... [but the] internet enables
us to navigate this restrictive environment,” accord-
ing to researcher Nadine Moawad. In that country,

8 Ibid.

9 https://now.org

10 www.plannedparenthood.org

11 Foster, A. M., Wynn, L., Rouhana, A., Polis, C., & Trussell, ). (2006).
Disseminating On-line Reproductive Health Information in Arabic:
Results from a Survey of Users of an Emergency Contraception Website.
CyberOrient, 1(1). www.cyberorient.net/article.do?articleld=3695 .

12 Larson, S. (2015, 3 May). Why Facebook Still Has a
Problem With Breasts. The Kernel. kernelmag.dailydot.
com/issue-sections/features-issue-sections/12796/
facebook-nudity-breasts-advertising

13 Cabrera-Balleza, M. (2011, 22 June). Lebanon and USA: Where is
the line for sex on the internet? GenderIT.org. www.genderit.org/
articles/lebanon-and-usa-where-line-sex-internet

online restrictions are less severe than those placed
on information offline, including books, and when
they do occur often focus on defamation or por-
nography.* At the other end of the spectrum, Saudi
Arabia is known to heavily restrict access to a range
of information online, including sexual health in-
formation, LGBT content, and even certain media
publications,® which is consistent with restrictions
placed on offline content.

The role of business in censoring
sexual content

The degree to which software and hardware cor-
porations play a role in government and other
institutional restrictions on content varies. While
in some cases — such as the use of off-the-shelf
filtering hardware by libraries — the use of commer-
cial products is virtually inevitable, in other cases,
corporations are directly complicit. For example,
the governments of Saudi Arabia, Kuwait, Bahrain,
Oman and Tunisia, to name only a few, have all pur-
chased software or hardware from US or European
companies for the implementation of government-
level censorship.

Online service providers — social media compa-
nies, web hosts, and other platforms — also play a
role in restricting speech, by way of their “terms of
service”. “[D]espite their good intentions and their
claims to a free-speech-friendly philosophy,” wrote
scholar Marjorie Heins in 2014, “these companies
employ ‘terms of service’ that censor a broad range
of [U.S.] constitutionally protected speech.”*”

Online service and access providers such as so-
cial media platforms or search engines may restrict
access to content for one or more of the following
reasons: a government may request the corporation
to do so through the use of a legal order or simi-
lar means (Google, Facebook, and Twitter all issue
reports demonstrating their government-requested
takedowns);*® the corporation itself may divide

14 Moawad, N., & Qiblawi, T. (2011). Lebanon: Who’s Afraid of the
Big Bad Internet? In J. Kee (Ed.), EROTICS: Sex, rights and the
internet — An exploratory research study. Johannesburg: APC.
www.genderit.org/sites/default/upload/erotics_finalresearch_
apcwnsp.pdf#lebanon

15 OpenNet Initiative. (2009). Saudi Arabia. Cambridge: ONI. https://
opennet.net/research/profiles/saudi-arabia

16 Noman, H., & York, J. (2011). West Censoring East: The Use
of Western Technologies by Middle East Censors, 2010-2011.
Cambridge: ONI. https://opennet.net/west-censoring-east-the-
use-western-technologies-middle-east-censors-2010-2011

17 Heins, M. (2014). The Brave New World of Social Media Censorship.
Harvard Law Review, 127(8), 725. harvardlawreview.org/2014/06/
the-brave-new-world-of-social-media-censorship

18 Google transparency report: https://www.google.com/
transparencyreport; Facebook government requests report:
https://govtrequests.facebook.com/about; Twitter transparency
report: https://transparency.twitter.com/
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countries into markets, resulting in policies predi-
cated on the most restrictive country in said market;
or a corporation and its employees may place re-
strictions on content based on their own sense of
morality or appropriateness or their perception of
what users in a given market want. The impetus
behind such content restrictions can be difficult
to ascertain, and may involve a combination of the
above.

Microsoft Bing

In 2009, at its launch, search engine Microsoft Bing
was found to be enforcing “safe search” — a filtered
version of its search results — in a number of coun-
tries; that is, users in those countries were unable
to turn off the search tool, resulting in heavy restric-
tions on access to information. Specifically, testing
of the search engine from inside various countries
in the MENA region revealed that “Microsoft filters
Arabic and English keywords that could yield sex- or
LGBT-related images and content.”®

Specifically, users who attempted to use a fil-
tered keyword in their search received a message
that reads: “Your country or region requires a strict
Bing SafeSearch setting, which filters out results
that might return adult content. To learn more about
SafeSearch requirements in your country or region,
see How Bing Delivers Search Results.”

The latter link then leads to a page stating:*

Bing categorizes certain countries as strict mar-
kets. In these strict markets, we might restrict
the display of adult content (as locally defined),
and because of the local customs, norms, and
laws, we might limit SafeSearch settings only
to “strict”. Set to “strict”, SafeSearch filters the
display of explicit search results in images, vid-
eos, and text.

19 Noman, H. (2010) Sex, Social Mores and Keyword Filtering:
Microsoft Bing in “Arabian Countries.” Cambridge: ONI. https://
opennet.net/sites/opennet.net/files/bing_arabiancountries.pdf

20 Bing Help: How Bing Delivers Search Results. onlinehelp.microsoft.
com/en-us/bing/ff808447.aspx

The statement is followed by a list of countries or
regions that are limited to “strict” search: China,
India, Indonesia, Korea, Malaysia, the Middle East,
Singapore, Thailand and Turkey. While most of the
locales where restrictions have been placed are
treated as individual countries, the “Middle East” is
treated as a single entity with a single set of cus-
toms, norms and laws. Furthermore, the “Middle
East” is left undefined; recent testing demonstrates
that it is inclusive of Egypt but not of Tunisia or Mo-
rocco, while its southern and eastern boundaries
are unclear.

Promoted Tweets

Twitter offers a form of native advertising called
“Promoted Tweets”, through which targeted ad-
vertising, in the form of a 140-character tweet, is
displayed directly on a user’s Twitter timeline.?
Twitter’s advertising policy includes a number of re-
strictions: advertisements containing hate speech,
drugs or drug paraphernalia, weapons, and politi-
cal campaigning are, among others, banned.?? Also
prohibited is “the promotion of adult or sexual
products and services globally.”=

Although Twitter makes exceptions for sexual
health-related content, such content must still
not contain or link to “adult or sexual products or
services”.>* As such, sexual health information
providers have routinely found their advertise-
ments banned or not approved for the site. The
National Campaign to Prevent Teen and Unplanned
Pregnancy,® a US-based organisation, found itself
banned from using promoted tweets after tweet-
ing a campaign that stated, “If you think condoms
aren’t for you, you just haven’t found the right one

21 https://business.twitter.com/help/what-are-promoted-tweets

22 https://support.twitter.com/groups/58-advertising#topic_249

23 https://support.twitter.com/groups/58-
advertising/topics/249-advertiser-policies/
articles/20170427-adult-or-sexual-products-and-services

24 Ibid.

25 https://thenationalcampaign.org
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yet. See how good safer sex can feel”, and linked
back to bedsider.org, an “online birth control sup-
port network for women 18-29”, sponsored by the
organisation. It was the link, rather than the text,
that resulted in the ban; according to a Twitter ac-
count strategist, even though the text was about
safer sex, “[it] still paints sex in a recreational/posi-
tive light versus being neutral and dry.”?®

Similar advertising censorship has been en-
acted by Facebook?” and Google.?® As sex therapist
Amber Madison writes, “Social media’s strict poli-
cies wouldn’t be such an issue if teens (and adults)
didn’t use technology as one of their primary
sources of sexual-health information. But in fact, 89
percent of teens say they learn about a variety of
sexual-health issues online.”?

Deciding what’s acceptable

As the online “public sphere” becomes increasingly
privatised — with companies like those mentioned
earlier creating and enforcing their own rules above
the law —access to sexual health information will be
increasingly under threat, unless significant policy
changes are made. The current landscape for enact-
ing change is, unfortunately, rather weak.

The UN Guiding Principles on Business and
Human Rights (also referred to as the “Ruggie
Principles” after their primary author) state: “The
responsibility to respect human rights is a global
standard of expected conduct for all business en-
terprises wherever they operate.”3 The Principles
are often invoked when referring to the responsi-
bilities of corporations in responding to government
requests for censorship. However, they have not of-
ten been invoked in broad reference to corporate
responsibility to protect free expression.

Previous attempts at holding corporations ac-
countable on privacy and freedom of expression
have primarily come from the multistakeholder
approach; most notable is the Global Network
Initiative,3* which was founded in 2008 by a group
of companies, academics, NGOs and investment
firms. While the initiative has been successful in

26 Madison, A. (2015, 4 March). When Social Media
Companies Censor Sex Education. The Atlantic.
www.theatlantic.com/health/archive/2015/03/
when-social-media-censors-sex-education/385576

27 “Take a Stand Against Censorship.” American Sexual Health
Association. www.ashasexualhealth.org/take-stand-censorship

28 Madison, A. (2015, 4 March). Op. cit.

29 |bid.

30 United Nations Office of the High Commissioner for Human
Rights. (2011). Guiding Principles on Business and Human
Rights: Implementing the United Nations “Protect, Respect and
Remedy” Framework. New York: United Nations. www.ohchr.org/
Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf

31 globalnetworkinitiative.org

monitoring companies’ responses to government
censorship requests, it has done little to hold com-
panies more generally to the principle of freedom
of expression.

Legally, Google, Twitter, Facebook and the like
are not required to protect free expression on their
platforms, and yet the decisions they make impact
the public discourse perhaps more than the courts
in some countries. As Professor Jeffrey Rosen has
been quoted as saying, Google’s lawyers and ex-
ecutives “exercise far more power over speech than
does the [U.S.] Supreme Court.”3?

As corporations based in the US, these compa-
nies are entitled to free speech protections as well,
meaning that they can restrict access to whomever
and whatever types of content they wish. Spe-
cifically, providers cannot be held liable for “any
action voluntarily taken in good faith to restrict ac-
cess to or availability of material that the provider
or user considers to be obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise
objectionable, whether or not such material is con-
stitutionally protected.”33

Therefore any attempt to sway corporations to
a greater responsibility toward free expression and
access to information must be made outside of, orin
parallel to, the law. The Manila Principles on Inter-
mediary Liability34 suggest that content restrictions
enforced by either law or practice should be neces-
sary and proportionate in a democratic society and
that any restriction of content should be limited to
the issue at hand. The Principles offer a basis on
which an argument can be made to these corpora-
tions that any censorship of sexual health or other
lawful information is unnecessarily restrictive.

For businesses that wish to protect free ex-
pression on their platforms, the UN Guiding
Principles, Manila Principles, and other resources
provide excellent, easy-to-implement guidance. But
ultimately, the decisions on what constitutes ac-
ceptable speech around the world are being made
by corporate lawyers, paralegals, and executives,
most of whom are based in Washington DC. While
there are countless resources to help them get
there, the decision to protect speech must come
from them.

32 Ammori, M. (2014). The “New” New York Times: Free Speech
Lawyering in the Age of Google and Twitter. Harvard Law Review,
127(8), 2259. harvardlawreview.org/2014/06/the-new-new-york-
times-free-speech-lawyering-in-the-age-of-google-and-twitter

33 Protection for private blocking and screening of offensive material.
47 U.S.C. § 230. https://www.law.cornell.edu/uscode/text/47/230

34 https://www.manilaprinciples.org .
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Introduction

This report is framed as a challenge to the domi-
nant discourse on children online —a discourse that
characterises children in online spaces as vulner-
able victims rather than people with agency and
risk-management capacity. The current discourse
on child victimisation draws from 21st century hu-
man trafficking policy, which has generally taken an
enforcement- and prosecution-driven approach to
problems of exploitation. Global agendas against
child exploitation have predominantly replicated
anti-trafficking discourse, making assumptions
about violence, risk and vulnerability online.

In this report, | will describe the dominant dis-
course on children online as one of victimisation,
and then describe three common digital methods
being used against child exploitation: text detec-
tion, image detection, and online sting operations.
| argue that the discourse of victimisation does
not actually uphold victim rights, and that in fact
many predominant anti-exploitation methods
threaten the privacy rights and sexuality rights of
young people. Rights to privacy are in jeopardy as
the dominant anti-exploitation approach relies on
state enforcement and policing, following in the
footsteps of older surveillance techniques by mon-
itoring citizens’ internet behaviour and increasing
government regulation of online traffic. Addition-
ally, the sexuality rights of young people, while
perhaps a controversial subject, are also funda-
mentally threatened by a dominant discourse that
positions all children as victims and does not recog-
nise the sexual agency of young people. Under the
supposed goal of safety, many anti-exploitation
measures by states have veered toward censor-
ship, limiting young people’s access to all forms
of sexual content online, including sexual identity,
sexuality and reproductive health resources.

Recognising that problems of violence, sexual
exploitation, misogyny and harassment online are
very real, | conclude by imagining what a more

feministand sustainable approach to address these
issues might look like. Dominant anti-exploitation
efforts centralise technocratic expertise in the
hands of states and large technology companies.
I suggest an alternative approach that uses partici-
patory ethnographic research and youth input to
influence technology design that honours young
people’s lived experiences and supports their al-
ready ongoing practices of risk management.

The dominant discourse of victimisation

Who gets to be a victim? Are children automati-
cally assumed to be victims by dominant legislative
agendas? Which children, and where? Such ques-
tions help us understand and critique the current
global discourse on child exploitation and victimi-
sation, which takes its cues from the soaring rise
in attention to “trafficking” in the past few de-
cades. Much of the language and ideology of the
current anti-trafficking movement is rooted in the
drafting process for what would become the UN
protocol on human trafficking. Human trafficking
is defined under the 2000 United Nations Office
on Drugs and Crime (UNODC) Protocol to Prevent,
Suppress and Punish Trafficking in Persons, Es-
pecially Women and Children as “the recruitment,
transportation, transfer, harbouring or receipt of
persons, by means of the threat or use of force or
other forms of coercion, of abduction, of fraud, of
deception (...),” and expressly prohibits the traf-
ficking of children for the purposes of commercial
sexual exploitation.* Feminist scholars? have noted
that the protocol drafting process brought together

1 United Nations General Assembly. (2000). Protocol to Prevent,
Suppress and Punish Trafficking in Persons, Especially Women and
Children, Supplementing the United Nations Convention against
Transnational Organized Crime. UN Doc. A/55/383 at 25. https://
treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg
no=XVlll-12-a&chapter=18&lang=en%7Ctitle=UNTC%7Cwork=un.
org-title=UNTC-work=un.org

2 See, for example, Soderlund, G. (2005). Running from the rescuers:
New U.S. crusades against sex trafficking and the rhetoric of
abolition. NWSA Journal, 17(3), 64-87; Musto, J. (2009). What’s
in a name? Conflations and contradictions in contemporary U.S.
discourses of human trafficking. Women’s Studies International
Forum, 32, 281-287; Bernstein, E. (2007). The Sexual Politics of
the “New Abolitionism”. Differences: Journal of Feminist Cultural
Studies,18(3), 128-151.
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a peculiar constellation of religious advocates,
anti-prostitution feminist activists, bureaucrats,
and law enforcement; the rubrics under which
they found common agreement have resonance for
current child exploitation policy. It is telling that
the UN protocol on trafficking, one that had been
suggested and discussed for years in various UN
agencies, was eventually pushed through by the
agency handling transnational drugs and crime
control.

Perhaps the most striking point for agree-
ment between these disparate advocacy groups
is a shared ideology of punishment for trafficking
as a crime. Bernstein3 argues that, in constructing
legislation for the criminalisation of trafficking, a
conservative Christian sense of penalty and retribu-
tion met a second-wave feminist aim to prosecute
perpetrators of sexual violence and exploitation of
women and girls. This shared ideology of “carceral
feminism” advocates for state- and law enforce-
ment-based solutions for addressing crimes of
interpersonal violence and exploitation, and gloss-
es over how many marginalised people are in fact
often subjected to violence at the hands of the
state itself, through structures of policing, envi-
ronmental law, and economic policy. This point on
structural violence and state violence is replicated,
| argue, with online policies as well.

Many countries have used the protocol to
model their own laws on trafficking, forced migra-
tion, labour exploitation and sexual exploitation,
including vague definitions of “trafficking victim”,
consent and migration. The United States’ (US)
domestic commitment, especially, to carceral para-
digms of justice has expanded into similar policies
abroad with state-based interventions into cases
of trafficking, through practices of what Bernstein
calls “militarized humanitarianism” - the US fi-
nancing of enforcement-heavy policing and raids
of brothels, settlements and urban spaces where
cases of exploitation and trafficking have been pur-
ported. This point is perhaps best exemplified by
the US State Department’s Trafficking In Persons
Report, a country-by-country ranking of the US’s
assessment of governmental efforts to prevent and
prosecute trafficking. As Pardis Mahdavi notes,
lower rankings correspond to sanctions or reduc-
tions in foreign aid.* Additionally, “anti-trafficking”
has become a hugely marketable and profitable

3 Bernstein, E. (2010). Militarized Humanitarianism Meets
Carceral Feminism: The Politics of Sex, Rights, and Freedom
in Contemporary Anti-Trafficking Campaigns. Signs: Journal of
Women in Culture and Society, 36(1), 45-71.

4 Mahdavi, P. (2011). Gridlock: Labor, Migration, and Human
Trafficking in Dubai. Stanford: Stanford University Press.

awareness campaign for numerous activist groups,
which use the images and metaphor of “modern-
day slavery” to generate millions of dollars in
foreign aid and donations. | argue, along with
other feminist scholars,5 that this new “abolition-
ist” movement has become another rationale for
the neo-imperialist rescue of people in the global
South, especially those identified as “prostitutes”,
replicating a pattern of humanitarian intervention
that has frequently been critiqued by post-colonial
activists. The UN protocol title, for example, ex-
plicitly calls attention to “Especially Women and
Children”, a phrasing that feminist activists have
criticised as contributing to the assumption of
the feminising of victimhood and the masculinis-
ing of rescue. Agustin® suggests that the specific
focus on sex trafficking (as opposed to, for exam-
ple, issues of education, poverty or environmental
justice) in global South countries has produced
its own veritable “rescue industry” of profession-
alised humanitarians, journalists, bureaucrats and
corporate representatives seeking to stake their
claim on anti-trafficking turf. Children’s charities,
especially, many of which have been working on
issues of youth education, nutrition, sexual health
and child labour for decades, have begun switching
their primary focus to trafficking and exploitation
as a signal of their commitment to this latest hu-
manitarian agenda.

Digital strategies against child exploitation

Additionally, most trafficking and exploitation poli-
ciesdo not explicitly deal with technology, and in this
current moment software development far outpaces
legislative policy. Abuses offline have their parallels
online, and children’s advocacy organisations have
taken to digital methods for finding and preventing
child exploitation, including digital forensics, bio-
metric software, and image detection technologies.
In recent years, an unprecedented level of alliances
have been forged between technology companies,
researchers, activists and law enforcement strat-
egising to detect cyber crime and to collect digital
data as evidence. In addition, we have seen arise in
cross-border police partnerships, as virtual crimes
often implicate multiple countries or anonymous
locations in law enforcement attempts to locate vic-
tims, abusers and downloaders alike.

5 See, for example, Kempadoo, K., & Doezema, ). (1998). Global
Sex Workers: Rights, Resistance, and Redefinition. New York:
Psychology Press; Desyllas, M. C. (2007). A Critique of the Global
Trafficking Discourse and U.S. Policy. Journal of Sociology and
Social Welfare, 34(4), 57-79.

6 Augustin, L. (2007). Sex at the Margins: Migration, Labour Markets
and the Rescue Industry. London: Zed Books.
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Three strategies for countering trafficking and
exploitation online that | would like to highlight
are:

e Text and financial transaction detection: Data
mining algorithms are designed and used in
criminal investigations to rapidly search large
databases. Text analysis can assist with analys-
ing language patternsin online advertisements,
for example to detect advertisements suggest-
ing the offer of sexual services by under-age
minors. Text detection can also assist police
working with social media companies on ex-
isting investigations, to trawl through data for
key phrases, dates and locations; and with
financial transaction analysis, detecting po-
tentially fraudulent transactions, as well as
other indicators that may serve as evidence for
prosecutions.

e Image and video detection: Image analysis
— the detection, filtering, categorisation and
recognition of digital photos — is a common
tool in conducting anti-exploitation cases.
Digital forensics tools automate the process of
searching through photo data collected from
computers and hard drives confiscated by po-
lice during investigations. Interpol manages
the International Child Sexual Exploitation
image database,” which can be used for im-
age-matching with photos of missing children,
victims, abusers and geographic locales. Other
technologies can determine if images have
been digitally altered or tampered with — for in-
stance, converting an innocent image of a child
edited into sexually explicit content. Image
analysis can also identify images from surveil-
lance systems.

e Digital sting operations: In the US, as well
as other countries, undercover law enforce-
ment “stings” have long been used to entrap
potential child exploiters. However, in many
parts of the world, stings are unlawful, and
the data produced by sting operations are con-
sidered null evidence in courts. Recently, NGO
Terre Des Hommes, based in the Netherlands,
took the unprecedented step of designing a
photo-realistic video avatar of a child to con-
duct video chats with potential exploiters on
chat room sites. Dubbing the operation “Proj-
ect Sweetie”,® the NGO claimed that over six

7 www.interpol.int/Crime-areas/Crimes-against-children/
Internet-crimes

8 International Federation Terre Des Hommes. (2013). Stop
Webcam Child Sex Tourism. www.terredeshommes.org/
webcam-child-sex-tourism

months they collected the names and emails
of 1,000 people who solicited the avatar. The
campaign has been controversially received,
with some lauding it as the innovative next
step in preventing sexual exploitation of young
people, and others raising alarms over privacy
infringement issues.

Rights to privacy

My concern with these digital methods’ infringe-
ments on privacy rights echoes the protests by
groups like the American Civil Liberties Union
(ACLU) and Electronic Frontier Foundation,® on
the grounds of protecting free speech online and
protecting online identities. Many of the innova-
tive techniques that law enforcement must use for
thorough digital investigations involve biometric
surveillance and identification techniques on pro-
prietary websites. Personal privacy online can be
absolutely critical for political dissidents and les-
bian, gay, bisexual, transgender and queer (LGBTQ)
activists, for example, seeking anonymity to avoid
discrimination, harassment or punishment from re-
pressive governments. These groups may see the
denial of privacy as a form of political control, and
use encrypted websites and email and other dark-
web technologies for their own personal safety.

In addition, current digital strategies echo the
dominant discourse on victimisation by failing to
acknowledge and uphold children’s rights. Many
have argued that the UN Convention on the Rights
of the Child applies to the internet space: children
“shall have the right to freedom of expression;
this right shall include freedom to seek, receive
and impart information and ideas of all kinds.”*
Unfortunately, in the name of child safety, inter-
net governance legislation and advocates in many
countries have chosen to move in the direction of
censoring children’s access to social media. While
online censorship models vary between countries
(e.g. the censorship of “adult pornography” web-
sites where illegal), sometimes censorship may
veer too far and limit children’s access to educa-
tional and communication sites.

9 For example, the Electronic Frontier Foundation, ACLU, and seven
other privacy advocacy organisations issued a joint statement in
June 2015 expressing concern with governmental facial recognition
and face databases. Lynch, J. (2015, 16 June). EFF and Eight Other
Privacy Organizations Back Out of NTIA Face Recognition Multi-
Stakeholder Process. Electronic Frontier Foundation. https://
www.eff.org/deeplinks/2015/06/eff-and-eight-other-privacy-
organizations-back-out-ntia-face-recognition-multi

10 United Nations Convention on the Rights of the Child. www.ohchr.
org/en/professionalinterest/pages/crc.aspx
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Sexuality rights

Concerns over privacy rights and surveillance
have strong implications for the upholding of
sexual rights. As many ethnographic studies have
demonstrated, young people already constantly
experiment with new internet platforms for ex-
pressing sexuality and desire and conducting
relationships. To deny these cultural practices in
internet safety education is to deny the reality of
healthy youth sexuality and forces sexual practices
to become more “invisible” and out of the over-
sight of guardian communities. Heather Horst®
describes how both US youth in the Digital Youth
Project, for example, and Indonesian teenagers
in Barendregt® and Boellstorff’s* research, experi-
mented and played with their online profile photos
and identities in ways that they deemed sexy for
their intended audiences, but expressed surprise
and bewilderment that these photos could be ac-
cessed by people outside their peer groups. Horst
indicates that what would be needed in these
contexts would be greater education around pri-
vacy settings and filters so that youth can better
conceptualise that internet sites are potentially
permanent and accessible by multiple publics.
Rather than filter and block all content related
to sex, sexuality and sexual interactions, internet
safety measures must encourage age-appropriate
explorations of sexuality for teenaged youth. Espe-
cially in countries where state policies limit access
to resources and public spaces for LGBT youth, it is
imperative that young people have access to digital
chat rooms, forums and sites that ensure their safe-
ty, community building, and interpersonal growth.
Research studies by both Hasinoff'> and Gray* il-
lustrate the perils of sexually repressive policies
seeping into moral panics that limit the network-
ing and relationship-building of marginalised
youth. A victimisation model furthers the policing
of youth sexuality, as young people are literally

11 Horst, H. (n/d). Commentary on Bart Barendregt’s Between
m-governance and mobile anarchies: Pornoaski and the fear of
new media in present day Indonesia. www.media-anthropology.
net/horst_comment.pdf

12 Ito, M., et al. (2008). Living and Learning with New Media:
Summary of Findings from the Digital Youth Project. Chicago:
MacArthur Foundation.

13 Barendregt, B. (2006). Between m-governance and mobile
anarchies: Pornoaksi and the fear of new media in present
day Indonesia. www.media-anthropology.net/barendregt_
mgovernance.pdf.

14 Boellstorff, T. (2005). The Gay Archipelago: Sexuality and Nation in
Indonesia. Princeton: Princeton University Press.

15 Hasinoff, A. A.. (2014). Sexting Panic: Rethinking Crimininalisation,
Privacy, and Consent. Champagne, IL: University of Illinois Press.

16 Gray, M. (2009). Out in the Country: Youth, Media, and Queer
Visibility in Rural America. New York: NYU Press.

punished and criminalised for the distribution of
sexually suggestive images. Panics over “sexting”
stem from long-standing moral panics over youth
sexuality — online or offline — and further the false
narrative that young people are innocent, always
already victims. A protective model is unsustain-
able, and ultimately furthers a culture of policing
and repression.

Conclusion: Feminist technology design
and resisting techno-panics

| am intrigued by the rapid and unprecedented
rise in global alliances between law enforcement
agencies and technology companies, as well as
the forging of cross-border police partnerships,
to design cyber crime detection software and to
share data. But | am deeply concerned that the
current model for anti-trafficking design centres
technocratic expertise in the hands of wealthy
states and multinational tech companies, at the
exclusion of grassroots-level NGOs, activists and
youth who have long been organising on issues of
exploitation.

A feminist approach means moving toward
youth-centric technologies that recognise different
forms of expertise in producing sustainable models
of safety. For example, Streetwise and Safe’s path-
breaking research report7 on youth engaged in the
sex trades provides deeply nuanced insight into
young people’s own experiences with safety, con-
sent, victimisation, empowerment and the police.
The report is an exemplary resource for a femi-
nist anti-trafficking technology able to recognise
young people’s ongoing negotiations of risk and
safety. The approach would use this knowledge
to create technologies that can more sustainably
and accurately — and powerfully — end abuse and
exploitation.

A feminist design approach values all relevant
forms of expertise and input in understanding what
“sex trafficking” and “technology” mean in the
lived experiences of young people; child protection
services; sex workers aiming to end exploitation
without punishing prostitution itself; survivors
of trafficking, forced migration and human smug-
gling; and advocates for free speech and network
neutrality and against censorship. A feminist de-
sign approach, emphasising harm reduction rather
than policing, would be more effective because it
takes into account the forms of structural violence

17 Dank, M., et al. (2015). Surviving the Streets of New York:
Experiences of LGBTQ Youth, YMSM, and YWSW Engaged in
Survival Sex. New York: Urban Institute, with Streetwise and Safe
NYC.
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— global poverty, rape culture, racism, labour ex-
ploitation, restrictive and dangerous immigration
policies — that make online child exploitation and
trafficking a reality in the first place.

The common narrative spun by many children’s
advocacy organisations about child exploitation
online frames the internet as a space of risk, vul-
nerability, harm and entrapment. The narrative
usually goes like this: exploiters can use various
digital platforms to locate, communicate with and
groom victims; send text messages and email to
conduct their affairs; use various financial trans-
action sites to conduct monetary exchanges; and
trade and distribute photos and videos of trafficked
or exploited victims. Such a narrative frames young
people as the passive recipients of harm, rather than
active agents who already engage in risk mitigation

and rely on each other for support networks online. |
urge child safety specialists to think through online
safety in a pragmatic manner that respects the vast
benefits and opportunities of internet connectivity
and to avoid “techno-panics” by focusing instead
on harm-reduction approaches to youth safety.
Many global feminist internet activists have organ-
ised against misogynistic, homophobic and racist
harassment online; government interpretations of
these issues could certainly take note from this
legacy of grassroots organising in addressing sex-
ual exploitation and violence in the digital space.
In a sense, online sex trafficking and exploitation
only magnify existing structural violence and social
inequities. Sustainable problem solving therefore
means resisting a “quick-fix” technological solu-
tion to a problem that is so much more than digital.
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Porn. Panic. Ban.

Bishakha Datta
Point of View
www.pointofview.org

#PornBan. It’s like a rash, this impulse to ban porn
all over the world — despite protests that are go-
ing viral. The Twitter hashtag #pornban sprung up
in July 2015 as the Indian government blocked 857
porn sites,* and then backtracked a bit,? asking in-
ternet service providers (ISPs) to unblock those
that don’t contain child pornography. Which makes
service providers the arbiters of our constitutionally
guaranteed right to freedom of expression, deciding
what we may or may not see. Seriously?

The United Kingdom recently banned a number
of sex acts online,? including female ejaculation, even
while there were almost 250,000 hits on porn sites
from IP addresses in the buildings housing parlia-
ment.* The UK government is now asking porn sites
to collect proofs that their visitors are adults. Will this
data be stored privately and not used for other pur-
poses? Avalid question in an age of mass surveillance,
hacks on “cheating” sites® and hacker releases of pri-
vate information, including sexual preferences.”

1 Government of India, Ministry of Communication & IT, Department of
Telecommunications. (2015). DOT Order Blocking 857 Websites on
Grounds of Decency and Morality. cis-india.org/internet-governance/
resources/dot-morality-block-order-2015-07-31/view

2 Reuters. (2015, 5 August). India withdraws order to block
pornography sites. Reuters. in.reuters.com/article/2015/08/05/
india-porn-ban-idINKCNoQAoKK20150805

3 Saul, H. (2015, 13 September). UK porn legislation: What is now
banned under new government laws. The Independent. www.
independent.co.uk/news/uk/home-news/uk-porn-legislation-
what-is-now-banned-under-new-government-laws-9898541.html

4 Withnall, A. (2015, 27 July). Porn in Parliament: Palace of
Westminster computers made 250,000 attempts to ‘access
pornography last year. The Independent. www.independent.co.uk/
news/uk/politics/parliament-computers-made-250000-attempts-
to-access-pornography-at-palace-of-westminster-10418449.html

5 Doctorow, C. (2015, 3 August). David Cameron will publish the financial
details and viewing habits of all UK porn watchers. BoingBoing.
boingboing.net/2015/08/03/david-cameron-will-publish-the.html

6 Elgot, ), Hern, A, & Weaver, M. (2015, 21 July). Ashley Madison
adultery site hack: Will | be found out? The Guardian. www.
theguardian.com/world/2015/jul/21/ashley-madison-adultery-
site-hack-will-i-be-found-out-what-you-need-to-know

7 Fox-Brewster, T. (2015, 19 August). Location, Sexual
Preference, Weight: Embarrassing Ashley Madison customer
data published by hackers. Forbes. www.forbes.com/sites/
thomasbrewster/2015/08/19/ashley-madison-breach-is-awful

Iceland® has been threatening to ban “violent”
online porn since 2013. Indonesia® and Turkey®
have blocked lesbian, gay, bisexual, transgender,
intersex and queer (LGBTIQ) content in the name
of banning porn. The Philippines* has outlawed
cybersex and cam girls, while a religious lobby
in Australia? is pushing for anti-piracy laws to be
extended to porn. Porn possession is illegal in
Botswana, Egypt* and Uganda.” And even as the
Israel-Palestine conflict escalated in 2012, Hamas
managed to ban “full” internet porn in the Gaza
Strip.** Whatever that means.

Porn. Panic. Ban. That’s pretty much the policy
response in many parts of the world.

But what is it about porn that terrifies so many
governments, derails feminist sensibilities, offends
the religious right, and attracts so many users? How
can we change the way we “see” porn?

8 The Economist. (2013, 23 April). Why does liberal
Iceland want to ban pornography? The Economist. www.
economist.com/blogs/economist-explains/2013/04/
economist-explains-why-iceland-ban-pornography

9 Institut Pelangi Perempuan. (2014). Queering Internet
Governance in Indonesia. erotics.apc.org/research/
queering-internet-governance-indonesia

10 Tremblay, P. (2015, 27 April). ‘Unnatural’ porn becomes
ticket to jail in Turkey. US News & World Report.
www.ushews.com/news/articles/2015/04/27/
unnatural-porn-becomes-ticket-to-jail-in-turkey

11 BBC News. (2012, 20 September). Philippines outlaws
cybersex and ‘cam girls’. BBC News. www.bbc.com/news/
technology-19659801

12 Turner, A. (2015, 24 June). Porn will be next on Australia’s website
blocking agenda. Sydney Morning Herald. www.smh.com.au/
digital-life/computers/gadgets-on-the-go/porn-will-be-next-on-
australias-websiteblocking-agenda-20150624-ghwéow.html

13 APA. (2015, 13 March). Botswana: Three arrested for cyber porn
material. Star Africa. en.starafrica.com/news/botswana-three-
arrested-for-cyber-porn-material.html

14 RT. (2015, 20 May). Egypt’s top court bans porn sites,
demands enforcement. RT Question More Live. www.rt.com/
news/260609-egypt-ban-porn-websites

15 Strategic Initiative for Women in the Horn of Africa. (2015).
Anti-pornography Act: Human rights activists and civil society
organisations challenge the legality of the act in Constitutional
Court, Uganda. www.sihanet.org/news/anti-pornography-act-
human-rights-activists-and-civil-society-organisations-challenge-
legality

16 Daily Mail. (2012, 3 September). Hamas bans internet porn in Gaza
Strip as Islamic hardliners crack down on Palestinian freedoms.
www.dailymail.co.uk/news/article-2197876/Hamas-bans-internet-
porn-Gaza-Strip-Islamic-hardliners-crackdown-Palestinian-
freedoms.html
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* % %

Lesbian. Threesome. Squirt. Change the words and
you change the lens. From the user’s perspective, porn
leads to pleasure, not panic. That’s what porn has al-
ways been about, from ancient times, when it found
its first mention in the word porneia.”” This Greek word
was varyingly defined as fornication, whoredom, pro-
miscuity and adultery, all of which have two things in
common: sex and pleasure. For most users, that’s what
porn is really about: sexual pleasure. (Dirty, dirty.)
Arousal. (Dirty, dirty.) Orgasm. (Dirty, dirty.) Problem is
that in the parental gaze called policy, sex s kinda dirty.
(Dirty, dirty.)

Problem is that in this global policy gaze, the
sexual pleasure-seeker aka Porn User is always a
man. Even though globally a quarter of porn viewers
are women.*® Make that 35% in Brazil and the Phil-
ippines, 24% in France, 23% in India and Argentina,
and come on, Japanese women, you 17% laggards.»”
A 2015 survey of Pornhub and Redtube,? which gets
40 million viewers each month, shows that women
like watching women. (And Kim Kardashian, James
Deen, pussy-licking and rough sex.) “What imme-
diately jumps out is that ladies prefer to take their
time, with their average visits to the site lasting a
lavish 10 minutes and 10 seconds, compared to men
who go for just 9:22,” notes the cocky analysis.
“Treat yourselves, ladies!”

So one gender gap is slowly closing as porn
moves indoors from the publicness of peepshows
and DVD parlours to the relative privacy of one’s
own home. (We should be celebrating, not lament-
ing this “normalisation” of porn, no?) And don’t
forget how notions of privacy shape behaviour here.
No Peeping Toms. No looking over one’s shoulder.
No idea of what we get off on so long as porn sites
don’t start matching individual viewers to their
viewing habits. Which means that even though “les-
bian”, “threesome” and “squirt” are the top three
terms that women searched for on Pornhub and
RedTube in 2015, the data is anonymised and se-
cure. (Hopefully.) No one’s going to land up at their
doorsteps to blackmail them. (Hopefully.) They’re
not going to be branded with the scarlet letter P, the
digital equivalent of Nathaniel Hawthorne’s analog

17 Biblehub. biblehub.com/greek/4202.htm

18 IANS. (2015, 1 August). Boys ain’t having all the fun: Indian women
watch more porn now. Hindustan Times. www.hindustantimes.
com/sexandrelationships/boys-ain-t-having-all-the-fun-indian-
women-watch-more-porn-now/article1-1375150.aspx

19 Pornhub Insights. (2015, 25 July). More of what women want. www.
pornhub.com/insights/women-gender-demographics-searches

20 Ibid.

adulteress,> forced to wear the letter A in the 17th
century.

Yes. Porn is becoming a bit of a Scarlet Letter —
a private act portrayed as a public menace. Privacy
is the right to be let alone, wrote Justices Warren
and Brandeis of the United States (US) Supreme
Court in their iconic 1890 essay.?? That too was in
a context when new media technologies - “instan-
taneous photographs”, “newspaper enterprises”,
“mechanical devices” — were producing panic. Tech-
nological change has, of course, always given rise to
panic: even the sewing machine was once thought
to create deviant desires in women, as they rhyth-
mically moved their legs up and down to its gentle
whirr. And women, of course, have always been
subjected to moral panics and moralistic privacy®
when it comes to sexuality, notes law professor Ani-
ta L. Allen. One that is associated with “heightened
modesty”, self-concealment, and chastity. (Don’t
show yourself. Don’t watch other women. In short,
no pornification.) Porn’s genteel cousin, erotica,
has also faced similar panics. Remember the ban
on D. H. Lawrence’s Lady Chatterley’s Lover® in the
1960s?

Problem is, in the policy gaze, women are still
stuck in the passenger seat when it comes to sex. It
imagines the hubby coming home, all pumped up,
and asking the missus to go beyond the missionary
position. Just like he saw on his iPad mini. (Dirty,
dirty.) You see? Man, driver. Woman, passenger.
From the first utterance of porneia, men have been
seen as the drivers of sex, women its passengers.
Never mind that this is rooted in another P - Pa-
triarchy — which insists that women must have no
sexual desire, let alone know pleasure-enhancing
postures. (Dirty, dirty). Never mind that many wom-
en still can’t refuse men sex, or get them to wear
condoms. Never mind every inequality between
men and women that pops up everywhere, includ-
ing in the bedroom. If there was greater equality
between the genders, fewer women would feign
headaches when they don’t want to have sex.

21 McCrum, R. (2014, 6 January). The 100 Best Novels: No
16 — The Scarlet Letter by Nathaniel Hawthorne. The
Guardian. www.theguardian.com/books/2014/jan/06/
scarlet-letter-nathaniel-hawthorne-100-best-novels

22 Warren, S. D., & Brandeis, L. D. (1890). The Right to Privacy.
Harvard Law Review, 4(5), 193-220. www.jstor.org/stable/1321160

23 Allen, A. L. (2000). Gender and Privacy in Cyberspace. Faculty
Scholarship, Paper 789. scholarship.law.upenn.edu/cgi/
viewcontent.cgi?article=1788&context=faculty_scholarship

24 Robertson, G. (2010, 22 October). The trial of Lady Chatterley’s
Lover. The Guardian. www.theguardian.com/books/2010/o0ct/22/
dh-lawrence-lady-chatterley-trial
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That’s gender inequality. That’s what we need to
fix. But it’s so much easier to blame porn for patri-
archy, no?

* % %

Multi-million. Dollar. Industry. This is how anti-porn
crusaders often refer to porn. It’s a magic bullet,
this phrase, guaranteed to derail logic. Guaranteed
to make folks see red. As if we’re not doing all sorts
of things like buying biscuits and Maggi noodles
and data connections from multi-million dollar
enterprises.

Of course we’re all proponents of the small,
the stand-alone, the artisanal. But. Can porn be
damned just because it’s big business? Let’s stop
eating Glucose biscuits first. And must we start lov-
ing all independent?s or homemade porn, right from
consenting cam girls to non-consensual hidden cam
porn in cyber cafés? Nah. Like in other industries,
porn production is “ethical” when there are no un-
fair or exploitative contractual or labour practices.
When performers are not being pushed to perform
sex acts beyond the contract or without condoms.
But that’s not enough. Porn is legit, first and fore-
most, if it’s based on consent. And consent cuts all
the way down the line: from those who are paid to
perform porn to those who freely turn their images
into porn for private pleasure. That some of these
images end up as non-consensual porn — often
called revenge porn —is a problem that policy mak-
ers in some countries have finally begun to tackle,
notably in the US where revenge porn is a crime in
several states.?®

But try asking anti-porn campaigners to use
consent as a yardstick. No. In the anti-porn world-
view, ALL porn causes harm to ALL women: those
who consume it and those who don’t. All porn ob-
jectifies and dehumanises women, never mind
women who have starred as “personified” subjects!
In this camp, there’s only one kind of porn —in which
men treat women as instruments to satisfy their
sexual desires. In which porn is the villain with a
capital P, mutating “healthy” sexual desires and re-
lationships into “unhealthy” ones.?” It’s never about
mutual pleasure or that there are as many kinds of
porn as there are sexual desires. Including queer
crip porn.2® It’s rarely about porn performers who
don’t see themselves as victims. Or the issues porn

25 Morris, C. (2014, 17 January). The economics of being an
independent porn star. CNBC. www.cnbc.com/2014/01/17/the-
economics-of-being-an-independent-porn-star.html

26 End Revenge Porn. www.endrevengeporn.org/revenge-porn-laws

27 Massey, A. (2015, 3 April). Porn is not coming for our sex lives.
Pacific Standard. www.psmag.com/books-and-culture/its-all-ok-
you-can-watch-some-porn-right-after-you-read-this-article

28 Loree Erickson, Porn Star Academic. femmegimp.org

performers themselves raise. “My stage name is
less about withholding parts of myself or maintain-
ing privacy than it is a symbol of the idea that | am
more than just my job or any other isolated slice of
my identity,” says US porn performer, Stoya.? “Yes,
there’s a paradox here in that | willingly engage in
work that reduces me to a few sexual facets of my-
self but expect to be seen as a multifaceted person
outside of that work. | participate in an illusion of
easy physical access...”

If objectification is the charge that some femi-
nists typically hurl at porn, addiction is its moralist
cousin. In the digital porn discourse, access is often
vilified as “addiction” with untold consequences.
Portrayed as a drug. A petitioner to India’s parlia-
ment argues that online porn must be banned
before we turn into the equivalent of “Motherless
or Fatherless America”.>° This trend is “related to
those ‘orphaned’ children, whose father or mother,
though alive, are addicted to cyberpornography and
don’t take any care of their children or the family,”
the petitioner argues. Another #pornban petitioner
in India’s Supreme Court raises this bombast to
untold heights.>* “Nothing can more efficiently de-
stroy a person, fizzle their mind, evaporate their
future, eliminate their potential or destroy society
like pornography,” he argues. “It is so terrible that
many do not even recognize it until it is too late, and
most refuse to admit it. It is worse than Hitler, worse
than AIDS, cancer or any other epidemic. It is more
catastrophic than nuclear holocaust, and it must be
stopped.”

This #pornban petition goes on to hold online
pornography accountable for increasing violence
against women, an emotive charge (like “multi-
million dollar industry”) that unites moralists and
many feminists. Does porn cause rape? Or, as femi-
nist Robin Morgan famously argued in the 1970s,
is “porn the theory, rape the practice”?3? No. Even
those who campaign against porn warily agree
there’s no evidence to back this charge.? In the

29 Stoya. (2014, 8 March). Can we learn about privacy from porn
stars? New York Times. www.nytimes.com/2014/03/09/
opinion/sunday/can-we-learn-about-privacy-from-porn-stars.
html?hpw&_r=0

30 Prabhudesai, A. (12 June 2013). Petition to ban pornography by
amending IT Act filed in Parliament. Trak.in. trak.in/random/
ban-pornography-petition-1203

31 Singh, M. (2015, 10 July). Kamlesh Vaswani v. Union of
India & Ors. One Law Street. onelawstreet.com/2015/07/
pornography-ban-kamlesh-vaswani

32 Morgan, R. (1977). Going Too Far: The Personal Chronicle of a
Feminist. New York: Random House.

33 Jensen, R., with Okrina, D. (2004). Pornography and Sexual
Violence. National Online Resource Center on Violence Against
Women. www.vawnet.org/sexual-violence/print-document.
php?doc_id=418&find_type=web_desc_AR
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1990s, one research study looked at four countries
where porn was freely available in the previous two
decades, including “aggressive porn”.34 In all four
countries, the availability of pictorial porn —includ-
ing violent porn — had gone from “extreme scarcity
to relative abundance” in the study period. It noted
that other studies have shown that “rapists’ and
nonrapists’ immediate sexual reactions to presen-
tations of pornography showed generally greater
arousal to non-violent scenes.” It concluded that
in none of the countries did “rape increase more
than nonsexual violent crimes. This finding in itself
would seem sufficient to discard the hypothesis
that pornography causes rape.”3s

Disregarding such evidence, anti-porn feminists
continue to insist that porn is an act of sexual vio-
lence, that porn is not “words” and “images”, that
porn is not speech to be protected.®* Not media.
This positioning is, of course, part of the prob-
lem, since it exceptionalises porn, locating it in a
category by itself, unlike other speech or media.
But seriously, what is porn — composed of words,
sounds and images, albeit of naked bodies — if not
media? Innumerable studies indicate that there is
no causal relationship between media representa-
tions and realities, that spectators hold diverse
and different positions to what they view.3” Do we
hold on-screen rape depictions in feature films
responsible for causing actual rapes? No. Do we
hold on-screen depictions of murder responsible
for causing actual murders? No. Then why hold on-
screen porn responsible for real-life rape and sexual
assault? Why blame the representation for the real-
ity in this one case alone? What’s so unique about
porn — another media representation — that it must
be singled out thus? Are naked bodies inherently
harmful? Or what?

* % %

In a 2009 TED talk that went viral, Cindy Gallop, a
5o-something fan of hardcore porn, described how
she sees online porn.3® “I have sex with younger
men...” in their 20s, she says, “and encounter

34 Kutchinsky, B. (1991.) Pornography and rape: theory and practice?
Evidence from crime data in four countries where pornography is
easily available. International Journal of Law and Psychiatry, 14(1-
2), 47-64. www.ncbi.nlm.nih.gov/pubmed/2032762

35 Ibid.

36 MacKinnon, C, & Dworkin, R. (1994, 3 March). Pornography: An
Exchange. New York Review of Books. www.nybooks.com/articles/
archives/1994/mar/o3/pornography-an-exchange

37 Tait, S. (2008). Pornographies of Violence? Internet Spectatorship
on Body Horror. Critical Studies in Media Communication,

25(1), 91-111. www.researchgate.net/publication/232838902_
Pornographies_of_Violence_Internet_Spectatorship_on_Body_
Horror

38 Gallop, C. (2009, 2 December). Make love, not porn. TEDTalk. www.

youtube.com/watch?v=FV8n_E_6Tpc

directly the effect of a flood of hardcore porn.” One
of these effects is the misbelief that women love men
coming on their faces, a porn staple. “There’s an en-
tire generation growing up that believes that what
you see in hardcore pornography is the way that you
have sex,” says Gallop. “Hardcore porn has become
sex education.” But why has hardcore porn become
sex education? One, because it’s easily available.
Two, because there’s no other sex education. Three,
because we’re so puritanical about sex, we won’t
talk about it to our kids. Ergo, vacuum. Enter, online
porn. As a “mature experienced self-confident older
woman,” Gallop is adept at telling her 20-something
lovers: “No, thank you very much. I’d rather you did
not come on my face.”

As a user, how would Gallop change porn?
“Reorient, reeducate, rehabilitate” is her motto.
In other words, resocialise minds, reshape head-
spaces, rewire neutrons away from the dungheap
of patriarchy. Towards a more equitable gender-
friendly porn. Sounds like sex-positive feminism to
me. Her site3® busts a bunch of porn myths includ-
ing balloon boobs, while understanding that porn
is play, a pleasure-enhancer, like sex toys. A form
of sexual expression. In another TED talk that went
viral, erotic filmmaker Erika Lust talks about how
it’s time for porn to change.* Change. Not vanish.
How it’s time to fight unethical porn with ethical
porn, counter-porn, porn that makes women and
transpersons# the subjects of their sexual journeys,
pleasures and destinations.

That’s right. Change porn, not ban it. Think
about it. Seriously. Think how we try to change
other media representations — through critique, de-
bate, dialogue and alternative representations. Not
through bans, right? If policy makers understood
porn as sexual expression, why would they want to
ban it?

* % %
So what should we really think about when we think
about porn? Consent. We need to respect the con-
sent of those who enact porn - if it’s given, even to
enacting “rape porn”, dare we cavil? And we need
to start getting justice for those who never dreamed
they’d end up as digital porn—without their consent.
Any image that turns into porn without consent
can cause actual harm, not the imaginary variety —
harm that wrecks lives, jobs, careers, relationships,
self-image and identities. Harm that causes real
damage, both on and offline. Harm that is harmful

39 Porn world vs Real world. makelovenotporn.com/myths/facial

40 Lust, E. (2014, 1 November). It’s time for porn to change. TEDx
Vienna. erikalust.com/ted-talk

41 Nadika, N. (2015, 1 April). Supporting ethical queer porn. The
Orinam Blog. orinam.net/supporting-ethical-queer-porn
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enough to be called out and punished as a crime.
When actual rapes turn into digital porn, spreading
from phone to phone, as is the case in Pakistan4
and India,* that’s harm. And that’s three counts of
consent being violated: one, in forcing sex without
consent; two, in filming forced sex without consent;
three, in circulating this clip without consent. When
physical rape turns into digital porn we know one

42 BBC News. (2015, 26 February). How a rape was filmed and shared
in Pakistan. BBC News. www.bbc.com/news/world-asia-31313551
43 Nelson, D. (2015, 13 April). Indian campaigner inundated by
gang rape videos. The Telegraph. www.telegraph.co.uk/news/
worldnews/asia/india/11533852/Indian-campaigner-inundated-
by-gang-rape-videos.html

thing for sure: it’s time to start talking consent. It’s
time to start talking harm.

If we really want to “do something” about porn,
it’s time we stopped talking about its imagined
harms. It’s time we started talking about actual
harms.4 It’s time we started talking along the fault
lines of consent.

44 Datta, B. (2015, 29 May). Porn. Panic. Ban. GenderIT.
www.genderit.org/feminist-talk/porn-panic-ban
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Introduction

Adult video production is often regarded as contro-
versial and culturally taboo. Due to social stigma
concerning sexuality, including criminalisation and
institutionalised offences prohibiting pornogra-
phy, its industry remains largely unregulated and
under-researched.

One of the most common misconceptions is
that pornography exploits performer labour, namely
women. Opposition to the industry and sex work at
large claims that porn is the documentation of rape,
preferring a singular narrative of female sexuality
dependent on sexual abuse.

However, sex on an adult film set is one of the
most consensual and statistically safest sexual
environments.

Background

Commercial pornography* largely exists in digital video
format on the internet, hosted on membership and
video-on-demand websites. Most adult industry profes-
sionals (cast and crew) are employed as independent
contractors, typically paid a day rate per project.

Adult films portray fantasy. Even when the in-
tention is to show an honest depiction of the sex
that actually happened, film language can be ma-
nipulated. Editing can rearrange a sexual timeline
for a more dramatic narrative arc, moans in sound
files are often duplicated, and, with “movie magic”,
condoms and lubrication can appear and disappear
in the final cut.

Lubrication and “movie magic”

Despite working in porn myself, | was once fooled
by “movie magic” and a convincing actress. A friend
showed me her performance for the fetish site

1 For the sake of brevity, I've chosen to focus on the legal form of sex
work that is commercial digital pornography produced in the United
States where it is protected by law in two states: California and New
Hampshire. My argument is that this specific legal business requires
guidelines through which consent is evident. Outside these areas,
broad concepts of porn contain situations where consent may be
unclear in production or distribution (i.e. so-called “revenge porn™).

UltimateSurrender.com.? In the video, two women
wrestle and earn “style points” for sexual aggres-
sions performed during wrestling holds, such as
kissing or fingering an opponent while she is
pinned.

As the site’s tagline promises: “The winner
fucks the loser” and the final “round” of the match
culminates in a sex scene featuring strap-on pene-
tration. In my friend’s video, the defeated performer
cried out: “Please! Can’t | have more lube? Please, |
need more lube!”

She looked like she was in pain so | scolded
my friend, pointing at the screen: “Seriously!? Why
didn’t anyone give her lube?” But she rolled her
eyes and laughed: “It’s porn. Of course she had
enough lube. She was just acting.”

For viewers who fetishise rough sex and punish-
ment, the elements of a more “brutal” conquest,
one where the performer is “uncomfortable” or hu-
miliated, acts to heighten the sexual fantasy. The
application of lube is done during a camera pan or
removed in editing. Such tricks and acting perfor-
mance through pre-agreed role playing is de rigueur
in pornography, yet it even fooled me. Most people
believe the abuse they see in porn is “real”, but
forget that Coleridge’s “suspension of disbelief”
applies to porn as it does to any other film genre.

Regardless of whether or not the final product
depicts a narrative of consensual sex, consent is
integral to a commercial pornography shoot, where
the sexual activity is a performance of labour.

One of the most common questions consumers
ask in discussions of feminism and porn is: “How
can | be sure what I’'m watching was ethically pro-
duced?” The underlying assumption is that an
unethical porn production would involve exploi-
tation of its labourers through non-consensual
actions such as coercion and abuse.

While porn movies that feature enthusiastic ver-
bal consent in a variety of sex acts exist, one should
not assume that a production wouldn’t employ con-
sensual sexuality by analysis of its film narrative
alone. The “Please, more lube!” example dem-
onstrates that videos depicting non-consensual

2 ultimatesurrender.com

40 / Global Information Society Watch



fantasies can also be created through ethical pro-
duction and are common desires that many viewers
want to see, and which many porn labourers them-
selves prefer to express.

Consent behind the scenes

A performer’s sexual agency and ability is queried
multiple times throughout the production process.
Such query and validation exist to ensure performer
safety as well as adhere to legal business practices.

Many forms of consent can appear throughout
the production process:

e Implied consent occurs through a performer’s
application seeking work or a casting agent’s
list of the kinds of sex acts a performer is willing
to do on camera.

e Informed consent is most evident in sexual
health testing protocols. Performers know that
any form of sexual activity is a risk to their per-
sonal health as well as their career. Through
testing, use of barriers, and risk assessment of
various sex acts, performers ascertain the best
options for overall safety in a performance.

e Expressed consent comes in verbal or writ-
ten correspondence. It pertains to information
about the nature of the performance, pay,
and other details. Many productions will also
consult performers for a “yes” or “no” list of po-
tential co-stars. Expressed consent also occurs
while on set, when a performer can call a pro-
duction hold or effectively “kill” a shoot if the
performance becomes something they no lon-
ger consent to. This can be expressed through
a verbal command of “stop” or “hold”, or in the
case of bondage and discipline, dominance and
submission, and sadomasochism (BDSM) per-
formances, through the use of safe words. (In
the case of deaf performers, a sign language
interpreter may be present to assist in commu-
nication between cast and crew to ensure clear
affirmation of consent.)3

In the United States, legal documents create for-

mal records of expressed consent. All productions

are required to have key documentation for con-
tent distribution, including a Model Release Form

in addition to an affidavit of 18 US Code § 2257

Compliance with the Child Protection and Obscen-

ity Enforcement Act of 1988, title VII, subtitle N

of the Anti-Drug Abuse Act of 19884 ensuring that

3 CrashPad Episode 71. Performers: Asteroid and Peyton.
Director: Shine Louise Houston. https://crashpadseries.com/
queer-porn/?episode=episode-71-asteroid-and-peyton

4 18 U.S. Code § 2257 — Record-keeping requirements. Pub. L. 114-
38. www.gpo.gov/fdsys/pkg/FR-2005-05-24/html/05-10107.htm

the performer is over 18 years of age (under many
jurisdictions minors are legally unable to give con-
sent) and not under the influence of recreational
drugs or alcohol (as someone who is intoxicated,
asleep or otherwise unconscious is unable to ex-
press consent). Commonly referred to as “2257” or
“Performer Source Document”, it requires record
keeping of performers’ government-issued identifi-
cation, generally a scanned image of a state driver’s
licence, identification card, or US passport. This
form additionally requires a photographic image of
the performer holding their proof of identification
on set to prove the performer’s age corresponds
with the date of the film’s production. The camera
crew and producers also sign a release acknowledg-
ing workplace safety protocols in compliance with
Occupational Safety and Health Administration
(OSHA) regulations. As independent contractors,
cast and crew file W9 paperwork with the produc-
tion company to ensure proper tax documentation.

Through various forms of consent (implied,
informed, expressed and documented), porn pro-
ductions strive to create and maintain sexual
efficacy. But in many ways, the final act of consent
occurs through consumer transaction.

The exchange of money as a symbol
of sex worker consent

Porn performer and vice president of the Adult Per-
former Advocacy Committee> Conner Habib once
wrote: “What is money if not a symbol of consent?
While money is not the be-all and end-all of con-
sent, it can symbolize and clarify it. Sex workers and
their clients use money as a component of mutual
understanding.”¢

Fiscal compensation defines porn performance
as labour, qualifies the value of the work, and vali-
dates the ownership of the image.

The porn consumer engages in consent when
accessing the website through site navigation cul-
minating in a payment transaction. Purchasing porn
online requires access through at least three pro-
cesses: entrance, navigation and purchase.

An age page is the entrance into a porn website.
It serves two main legal purposes: 1) it confirms
that the viewer is old enough by legal jurisdiction
to access the content within, and 2) it requires the
viewer to “agree” to enter the site, effectively grant-

5 apac-usa.com

6 Habib, C. (2015, 24 June). If You’re Against Sex Work,
You're a Bigot. The Stranger. 2015. www.thestranger.
com/features/feature/2015/06/24/22436683/
if-youre-against-sex-work-youre-a-bigot
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ing immunity to the company and its employees
from obscenity charges.

Once through the age page, visitors utilise
website navigation to browse for content. Through
categories, search functions and other discerning
factors they select a video best suited to their inter-
est. This process involves an interactive element of
trust between producer and consumer. Some com-
panies display search results by filtering personal
preference so that the viewer can avoid materials
they may not wish to see.

In an attempt to help viewers find the porn they
want to see, and avoid the porn they don’t, mem-
bership site CrashPadSeries.com’ uses visual icons
that viewers can toggle on or off to filter content
with keywords such as “anal sex”, “fisting” or “ejac-
ulation”. TrenchCoatX.com?® takes that idea further
by offering customisable filters created by regis-
tered viewers with tags for content they either don’t
want to see (“squick”) or do want to see (“squee”).
The “Squick Protector” allows a visitor the option to
either hide unwanted content while they browse the
site, or display a warning that will alert the visitor
and let them make the choice to view the material at
their discretion. The “Squee Enhancer” prioritises
favourable tags so that content the visitor prefers to
see becomes more relevant within their navigation
of the site. Through personalised navigation, con-
sent becomes interactive between the producer and
browsing customer.

At the time of the payment transaction, a cus-
tomer effectively consents to view a video. After
site navigation and information provided from video
tags, previews and descriptions, the customer ide-
ally has been given all the information necessary to
make a satisfactory purchase. However, just like a
performer can terminate a porn shoot, so can the
customer retract their decision by cancelling a mem-
bership subscription or requesting a sale refund.

Commercial pornography (as opposed to a
home video or other production not intended for
public distribution) is comprised of agreements that
bind symbolic and documented consent between
porn labourers and end consumers.

This system benefits all parties involved, from
performer to viewer, and encourages ethical labour
conditions within production, as well as ethical
viewership.

7 https://crashpadseries.com/queer-porn/episodes
8 trenchcoatx.com

Feminist porn production

As cheaper technology and web hosting make porn
more affordable to produce and consume, the “one-
porn-fits-all” monopoly of “what sex should look
like” is challenged to reveal new visions of porn
that feature different kinds of sexuality, bodies and
desires. This expansion improves porn’s potential
to reflect the complex biological truth that human
sexuality is both diverse and natural.

Increased access to production modalities cre-
ates agency and entrepreneurial ownership for
previously underserved populations. This grants
the power of creating images to women, queers,
people of colour, transgender individuals, and other
marginalised producers. Now in a position of power,
these producers can adopt new pay standards, for
example, implementing equal pay for equal work.

Traditional pay rates for performers are gener-
ally negotiated per project and based on an industry
standard that considers the performer’s gender and
type of sexual performance. However, various exter-
nal factors also play a role in the negotiation of rates.
For example, large production companies can gener-
ally afford to cover performers’ sexually transmitted
infection (STI) lab fees, travel and wardrobe, and
offer higher rates. Fan marketability can also skew
payments by favouring idolised Anglo-Saxon beauty
standards, where people of colour, trans performers,
and people of size and differing abilities are subject
to casting discrimination and lower pay.

Due to a desire to create porn with diverse
performers and desires, some feminist-identified
producers enact an “equal pay” policy by compen-
sating performers equally regardless of gender,
experience or the kind of sex performed. A flat rate
encourages performers to select their preferred co-
star and perform sex acts as they choose. By paying
performers equally regardless of race, size, ability
or marketability, it democratises the casting process
and broadens the selection of hireable performers.

In this way, porn production addresses feminist
issues of labour and representation, made possible
through systematic modalities of consent and sus-
tainable commercial consumption.

Conclusion

Digital pornography incorporates systems of con-
sent and sustainable income for an increasingly
diversified market. Because it is commercial, it
provides opportunity for entrepreneurial advance-
ment, as well as a financially viable avenue for
depictions of diverse desires and sexual expres-
sions. This feminist potential includes producers
who are women, trans, queer, people of colour, and
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those from other under-represented demograph-
ics. Their creative control broadens representations
of human sexuality and values ethical production,
respect and economic and socio-political equality.
The greater our access to technology, the more fem-
inist, sex-positive and consensual the web/world
can become.

Porn literacy: A way forward

Our interest in consent and sexual imagery is not
limited to commercial porn. The desire to share ex-
plicit images with one another is a natural aspect
of human sexuality. As increased access to internet
technology connects a global population, we strug-
gle with the question of consent and the regulation
— or rather, navigation — of sexual images. Anyone
with a smartphone now has access to the tools to
become a porn producer, porn distributor, and porn
star.

With this new power as performer-producer, we
have to consider modalities of consent with guide-
lines that offer protection and privacy, rather than
sexual censorship and criminalisation.

Now, with the understanding of consent systems
that take place behind the scenes, advocates can
educate on “porn literacy” and push for improved
navigation rather than place internet protocol (IP)
bans on consensually produced porn and BDSM
sites (such as the case of countries including India®
and the United Kingdom (UK).* Porn is the canary in
the coalmine of free speech and, as such, must be
protected.

9 Barstow, D. (2015, 3 August). India Blocks 857 Pornography
Websites, Defying Supreme Court Decision. New York Times. www.
nytimes.com/2015/08/04/world/asia/india-orders-blocking-of-
857-pornography-websites-targeted-by-activist.html?_r=o0

10 Blake, P. (2014, 3 December). Hyperkinks: ATVOD anti-porn
law edition. Pandora Blake. pandorablake.com/blog/2014/12/
hyperkinks-atvod-anti-porn-law-edition

Let us take a lesson from the porn industry as we,
as a greater society, grapple with increasing expres-
sions of human sexuality online.

e Consider the porn performer as the agent of
consent, regardless of your interpretation of the
content.

e Be an ethical customer through consensual
porn consumption.

e Be aware of a site’s terms of service, and
advocate improved navigation over sexual
censorship.

e Involve porn labourers as consultants in the le-
gal process.

e Invite porn labourers to engage in academic
discussion.

e As with all sex workers, respect porn labourers’
ability to advocate as experts in their field.

e Rather than ban consensual sexual expres-
sions, educate on “porn literacy” to share and
improve the methods in which consent occurs in
adult film productions.
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“Be obedient, be normal, do not stand out...”

Alan Finlay

For many, sexuality goes to the heart of who we are as
human beings. As these country reports show, it can
be both an intensely private negotiation, and an issue
of direct public and political expression. It involves
closed communities, but also open Pride parades. It
can be a profoundly intellectual encounter — it can be
thought through, in a rational-critical way — as much
as it is about a process of self-realisation. It involves
othering, saming, rejection, inclusion, risk, fear, both
voice and voicelessness, politics, power, abuse and
persecution. For some, it re-awakens painful en-
counters with the past, as Wolf Ludwig, author of the
Switzerland report, shared in email correspondence:

When | first heard about the 2015 subject, | was
not delighted and didn’t understand why. When
| started | realised that | was emotionally rather
close and “touched” from my study years and
many gay friends [some of whom were World
War Il Holocaust survivors persecuted for being
homosexual] - and it’s part of my history. At the
beginning | thought this “lack of distance” is a
handicap for writing this report; then | realised
it may be an advantage as well — by using my
personal experiences to enable reflection.

A number of previous GISWatch authors declined the
invitation to write a report this year, stating that it
was too dangerous to do so. One author submitted a
report, but expressed his ambivalence of speaking on
behalf of others, with the clear instruction to alert him
to any sensitivities he might not be aware of (a careful
concern that was admirable). There was some debate
around “who gets to speak for whom”, and in the cases
of countries like Russia and Iraq, where we worked with
past GISWatch authors who are not nationals but who
have notable experience of the countries they write
about, we asked the authors to be in close contact with
locally based organisations, or to reflect their views.
The topics dealt with in these reports are di-
verse. Inevitably many of them deal with the rights
of marginalised lesbian, gay, bisexual, transgender
and queer (LGBTQ)* communities, and the effec-

1 Inthese country reports, we have respected the authors’ use of the
various acronyms that express LGBTQ community and solidarity,
such as LGBTI, LGBT* and LGBTIQA.

tiveness of and challenges faced by pro-LGBTQ
campaigns online. Others, however, offer specific
analyses of legal environments for sexual rights
(see Canada for an exceptional example of this).
The active role of religious, cultural and patriarchal
establishments in squashing sexual rights is a fre-
quent concern — for example, same-sex marriages
and the right of same-sex couples to adopt bring ac-
tivists in clear conflict with institutions, notably the
Catholic Church (see Italy and Colombia).

China, in this regard, offers a provocative al-
ternative in so-called “contract marriages” - a
phenomenon widespread in Asia - arguing that
this poses a challenge to global feminist discourse.
A similar — and controversial — cultural challenge
to rights is presented by Japan, where freedom
of expression advocates conflict with anti-child
pornography advocates in the context of child
pornography cartoons. Palestine shows the link
between state surveillance and sexual harassment,
while Nigeria suggests that sexual rights can be
used as a diversion during presidential campaigns.

In a number of countries, there are positive
developments. Australia offers a colourful account
of how sexual rights can, over time, start to be in-
corporated into the mainstream: “1978 saw violent
clashes between police and marchers in the first
ever Gay Pride protest march in Sydney. A decade
later police led the Mardi Gras parade, saluting the
sexually diverse community, honouring the ‘78ers
as they have become known, and celebrating drag
queen iconoclasts.” In Bangladesh institutional
programmes recognise and support third-gender
people.

As in previous GISWatch reports, the difficulty
many have in speaking about online versus offline
experiences remains. Tactical Technology Collec-
tive, in discussing issues of online visibility and
invisibility for LGBTQ groups in Kenya, offers a lib-
erating analogy to counter the binary conception:

A Mobius Strip is a flat ribbon twisted once,
and then attached end-to-end to form a circu-
lar twisted surface. Imagine an insect walking
along its surface; at the beginning of the circu-
lar journey the insect is clearly on the outside,

Country reports / 47



but it traverses the twisted ribbon without ever
lifting its legs from the plane and ends up on
the inside surface. This analogy is one way to
think about experiences of visibility through
technology.

Yet, while the internet offers a place of refuge, ex-
pression and support for LGBTQ communities, more
and more, this refuge can be vulnerable, transient,
invaded. LGBTQ activists are surveilled, subject to
hate campaigns, have their emails hacked, and are
beaten up.

In some countries, such as Sudan, the persecu-
tion of the LGBTQ community is public and brutal:
“Nineteen men were lashed 30 times and fined
1,000 Sudanese pounds each. Their offence: cross-
dressing and ‘womanly behaviour’ at a private
party.” In Yemen homosexuality is punishable by
death.

Activism, in these contexts, is dangerous:

The circulation of the information, which the
government considers “immoral and against
religion and tradition”, puts the group’s leaders
at risk. Fatima, as well as others active in Free-
dom-Sudan campaigns, faces many challenges
and difficulties. Her email account and Face-
book page have been hacked several times. She
received threatening messages, and her family
and relatives have also been targeted. She has
been forced to hide her identity on the internet
and to stop her public activities defending LGBT
rights.

Reports deal with the rights of sex workers. Cooper-
ativa Eines (Spain) shows how the so-called “hacker
ethic” that plays with the ideas of anonymity and
publicity can also be effectively used to express sol-
idarity with sex worker rights. In interviews with sex
workers in Costa Rica, Suld Batsi points out how
securing the rights of sex workers involves under-
standing the violations of rights on several levels at
once:

Maria’s case is evidence of how discrimination
for being an immigrant, a woman and poor, in
addition to the stereotypes associated to her
work and the violence sex workers experience,
were multiplied by the disregard of privacy on
social networks and the unauthorised use of on-
line content by traditional media.

The way in which sexual rights campaigns are com-
municated is crucial to activists. In Ukraine, despite
it being controversial amongst some feminists,
Femen’s public politicisation of the naked body
stands out. In Lebanon, popular support for Jackie
Chamoun, the Olympic skier who was criticised
for posing semi-naked for a sports calendar, went
viral — showing how support for sexual expression
and rights can be a spontaneous and a widely sup-
ported concern.

Sex education in schools is a key issue ad-
dressed by authors. Nodo TAU offers a useful
first-base analysis of ICT and sexual education
programmes in Argentina, suggesting that a sexual
education curriculum that works from the real-world
experiences of learners as digital natives is missing.
The Netherlands promotes a culture of mediation in
schools — the poldermodel — in cases of criminal
sexting, rather than a legal response. Brazil also
suggests that legal remedies to school-level sexual
cyber bullying and shaming are not the answer;
rather, the structural causes of how this occurs in
the first place need to be understood and remedied:
“Teenagers are simply mirroring the structures of
the adult world they find themselves in.”

As Queer Montenegro and One World Platform
write of Montenegro, the patriarchal structure that
children imitate — a structure of silences and silenc-
ing —is sometimes violently reinforced:

Within this frame children learn to adapt or to
suffer in silence. It is considered rude to “talk
back” to parents, even to ask legitimate ques-
tions. The rudeness is punished quite often with
physical violence ranging from simple slaps to
being beaten with a belt. So the overarching ac-
cepted norms are: be obedient, be normal, do
not stand out and do not provoke. Anyone who
doesn’t comply gets punished. Adults punish-
ing adults, parents punishing children, children
punishing other children.

It is against this cycle of violence that these 57
country reports gathered here, in one way or an-
other, pose a fundamental challenge.
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Introduction

A new wave of activism flourished in Albania dur-
ing the late 2000s with the founding of several
new leshian, gay, bisexual, transgender and inter-
sex (LGBTI) rights activist groups. Most important
was a Facebook group started by leshian activists
which grew into the largest LGBTI community in the
country.! It also changed the way sexualities are ex-
pressed for Albanians online. This report will focus
on the impact that the internet and in particular so-
cial networks have had on the sexual rights of LGBTI
persons in Albania. It will try to explore this from a
feminist perspective, paying particular attention to
its impact on women.

Policy and political background

Albania is a small country in the western part of
Southeastern Europe, along the Adriatic Sea. After
World War Il a communist regime held the coun-
try under a dictatorship for 45 years. Although the
regime was overthrown in 1991, the country is strug-
gling to achieve democracy — with little success, as
corruption and unemployment are high. Given its
strong patriarchal background, Albania is still a con-
servative society, although traditional, conservative
values are being deconstructed and dismantled.
However, change has occurred mostly in the capital
Tirana and other major cities, and less so in smaller
cities and rural areas.

In 2010 Albania approved a law for protec-
tion from discrimination which included, among
others, sexual orientation and gender identity.? A
commission was set up to ensure that the law was
implemented, but its effectiveness is quite low. The
law was passed under the auspices of the European

1 https://www.facebook.com/groups/aleancalgbt

2 Republic of Albania. (2010). Law on Protection from Discrimination.
www.ilo.org/wcmsps/groups/public/---ed_protect/---protrav/---
ilo_aids/documents/legaldocument/wcms_178702.pdf

Union (EU), as Albania aspires to become a member
of the EU, but the authorities do not seriously en-
gage in the implementation of the law.

Albanian cyberspace is a very vibrant sphere
with 60.1% of the country’s population using the in-
ternet.3 The internet is free in terms of expression,
unregulated, and there is no clear definition of un-
lawful online content and activities.

Hate speech is widespread online, especially
targeting ethnic minorities, women, LGBTIs, and
religious groups, among others. Amendments to
the Albanian criminal code introduced punishment
for encouraging hate crimes.“ However, the law has
had little impact because it has not yet been imple-
mented properly.5

Online journalistic reporting ethics are problem-
atic. Women are widely objectified in images and
misrepresented, especially by internet-based out-
lets that aim to increase their readership. Although
some news portals and websites have ethical
guidelines and moderate user comments, most do
not, allowing users to express harmful hate speech
that keeps the LGBTI community closeted and iso-
lated. Albania has no self-regulatory or ethical body
for journalists where a breach of ethics by journal-
ists can be addressed.

Opening up online

In the late 1990s Albania was still a relatively
“closed” society where the expression and enjoy-
ment of sexual preferences for most LGBTI people
remained a challenge. LGBTI persons were very
isolated and lonely with few opportunities to meet
each other and socialise. The situation changed
with the introduction of the internet, a communica-
tions tool that was also embraced by human rights
activists and used for civil society interventions.
Because of the internet, LGBTI sexualities are now
being represented and expressed more than ever by
Albanian LGBTI persons.

3 www.internetworldstats.com/stats4.htm
Albanian Criminal Code 1995, amended in 2013. wwwa.fint.gov.
al/images/Ligji_nr_144_2013_date_Per_disa_shtesa_dhe_
ndryshime_ne_Kodin_Penal.pdf

5 Interview with Xheni Karaj, executive director of the Alliance
against Discrimination of LGBT Persons in Albania, 3 July 2015.
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The existence of social media and online com-
munication outlets such as Facebook groups and
chat forums has impacted the LGBTI commu-
nity significantly. It all started in 2000, peaking in
2009, when a group of young lesbian girls created
a Facebook group called the Alliance of LGBT and
Straight Persons against Discrimination (Aleanca).¢
The group was trying to promote the rights of LG-
BTl persons and encourage LGBTI activism. Within
a very short span of time the group had thousands
of followers.

In the early 2000s, the way to meet other LG-
BTl individuals was through chat rooms such as
www.shgiperia.com.” Due to widespread homopho-
bia, it was at first unthinkable to have specialised
chat rooms for LGBTIs. So LGBTI persons used
nicknames that would clearly indicate their sexual
orientation when looking for each other. Later on
messenger services such as MSN, Yahoo Messen-
ger, AOL and mIRC were used. “For a community
composed of individuals who are afraid of who they
are, the opportunities to get to know people in real
life are very low,”® says Kristi Pinderi, the director
of an LGBTI organisation. In 2004, an organisation
led by gay men called the Group for Social Integra-
tion (Grupi per Integrim Shogeror, GISH)® set up
an online dating platform, which had up to 500 ac-
counts. However, it functioned only for a few years.
At the same time, specialised chat rooms started to
appear, such as gay.al (Gay Albania)* and the Alba-
nian version of PlanetRomeo. They facilitated the
creation of a small community mostly of gay men,
but no activism or mainstream media presence was
achieved.

Before the “internet era” the LGBTI community
was more hidden and subdued. Family pressure to
live a heteronormative life, to marry and have chil-
dren, is very high for both men and women, and
many LGBTI persons are forced to marry. This sup-
pression affected their freedom, and created low
levels of self-acceptance and self-esteem. There
were fewer chances to find trustworthy persons to
engage with in sexual relationships. For instance,

6 https://www.facebook.com/groups/aleancalgbt/

7  Interview with Kristi Pinderi, executive director of United for the
Cause Pro LGBT, 10 July 2015.

8 Ibid.

9 Asurvey of the LGBT community conducted by GISH in 2006 is
cited extensively in: COWI & Danish Institute for Human Rights.
(2011). Study on Homophobia, Transphobia and Discrimination on
Grounds of Sexual Orientation and Gender Identity — Sociological
Report: Albania. Council of Europe. www.coe.int/t/Commissioner/
Source/LGBT/AlbaniaSociological_E.pdf

10 www.gay.al

11 https://www.planetromeo.com

Ledia, a lesbian and LGBTI rights activist, and a
member of the Aleanca Facebook group since its
early days, admitted that she met another lesbian
for the first time in 2005, online, in a chat room
“because there was no other way to find out if
somebody had the same sexual orientation as you,”
she explained. “Before | used to hang out in chat
rooms hoping to find someone to meet,” she add-
ed. “At times it worked. At other times it was very
risky, as some men would pretend to be women.”
Making connections in non-friendly chat rooms was
problematic for the LGBTI community. “Before, | was
using the regular chats, using names that would
help people recognise that | am homosexual,” says
Ledia. “Some of the girls | chatted with thought that
I was a guy who was playing with them. I also would
most of the time think that the persons | spoke to as
girls could be curious guys.”

The opportunities to have sex and engage in
sexual games were considerably limited in the
early days of the internet. For instance, what was
troubling was that the dominant view of male-to-
male relationships was thought of mostly in terms
of classical, stereotypical roles: passive/feminine
male with active/manly male. At the same time,
very few stories online concerned leshian women.

The spread of internet access has brought
self-evident changes in society in general and the
LGBTI community in particular. In this context, a
sort of sexual empowerment took place in the LG-
BTl community, and it mostly benefited lesbian girls
and women. The Aleanca Facebook group facilitated
the creation of a leshian community, which was al-
most non-existent before. Obviously, the internet
offers the possibility of unlimited communication
between persons, despite location and time. It has
been helpful in terms of creating a space for com-
munication, connection and learning. It offers the
opportunity to speak more freely, without fear of
repercussions. Ledia believes the creation of the
group has had a huge impact. It created the only
space where LGBTI persons could find information
and also at the same time feel part of a community.
LGBTI persons say that being free online helps them
understand their sexual orientation.

12 Her name has been changed as she wishes to remain anonymous.

13 According to Internet World Stats, the number of internet
users in Albania was 1,815,145 as of 31 December 2013, which
amounts to a 62.7% penetration rate, while there were 1,097,800
Facebook users in the country on 31 December 2012 (www.
internetworldstats.com/europa2.htm#al); according to Internet
Live Stats, in 2014, Albania ranked 101st worldwide and had
1,798,686 internet users out of a population of 3,185,413, with a
penetration rate (% of population with internet) of 56.47% (www.
internetlivestats.com/internet-users-by-country).
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Apart from NGO websites offering information,
Historia-ime.com* has also become an important
advocacy voice for the community.

While online exchanges have improved and
intensified relationships among the LGBTI com-
munity, they have also created new types of risks.
There have been cases of cyber bullying, threats of
outing closeted persons, and the leaking of private
images. Engaging in sexual relationships online in
exchange for money is also growing.

The LGBTI community complains that websites
like PlanetRomeo and Grindr have made communi-
cation more artificial, and less spontaneous. Offline
meetings, such as in gay bars or other venues, are
happening less and less. There is something very
mechanical about the online apps that can make
you feel objectified. Most of the online discussions
start with the questions: “Hi. AP? Cm?” (Hi. Active
or Passive? How many centimetres long?). Within
such an environment it can be difficult to find some-
body with whom to build a relationship.

There is general agreement that the lesbian
community is not as visible as the gay male com-
munity. For example, LGBTI activist Elidjon Grembi
says that applications like Grindr have “revolution-
ised relationships between same-sex persons.”?
But this applies mostly to gay men. Lesbian, bisex-
ual or just curious women use it more rarely, even
though a growing number of women are using apps
like Wapa.* According to Pinderi, whose organisa-
tion runs Historia-ime.com, men are more prone to
look for erotic encounters online. Women, on the
other hand, are more likely to seek information. For
example, about 60% of the readers of the news sec-
tion of Historia-ime.com are girls and women under
the age of 30, compared to 40% men.

Conclusions

The internet has improved the possibility of access-
ing theoretical and practical knowledge for LGBTI
individuals and groups. The queer community has
also had a chance to “expand the spectrum of de-
sires, needs and requirements of the Albanian
citizens in general.”” The internet has created op-
portunities for LGBTI individuals to explore their
sexuality, and increased their chances of finding
someone to engage in a sexual relationship. LGBTI
activists have noticed that coming out anonymous-
ly online has helped the transition to sharing one’s

14 historia-ime.com

15 Interview with Elidjon Grembi, activist with the Alliance against
Discrimination of LGBT Persons in Albania, 22 July 2015.

16 wapa-app.com
17 Interview with Xheni Karaj, 3 July 2015.

sexual identity openly in small, safe groups on so-
cial media.

Activism on the internet has been conducive to
creating a larger LGBTI community, which has led
to a collective momentum to change the attitudes
of society. The actions of civil society organisations
online have been fundamental to this.

It is interesting to note the connection between
internet access and the changing life of the LGBTI
community. The importance of “cruising areas”, or
public spaces where the LGBTI community can en-
gage, is reduced drastically. Nevertheless, these
public spaces posed various dangers to the safety
of the community, says Pinderi. In these spaces LG-
BTls have been beaten, robbed and raped.

Social platforms have enabled the LGBTI com-
munity to interact with each other anonymously.
Social media platforms also became the only means
by which people could organise politically to start
a movement. Xheni Karaj, director of the Alliance
against Discrimination of LGBT Persons,® thinks
that the internet has played an important role in
mobilising people from cities outside of the capital,
primarily through the exchange of information.®
However, the internet has not solved the challenge
of stigmatisation. Unfortunately, there are still LG-

BTI persons who think they are “ill” or who have
difficulties in coming to terms with their sexualities,
she says.>

In Albania it is still taboo to talk openly about
sexuality on TV or in other public spheres. While
the internet has helped in challenging taboos, the
objectification of sexuality continues to be misused
by numerous online media platforms to gain more
clicks. Typically they emphasise the very stereo-
types that LGBTI activists are challenging.

Online violence has increased in line with LGBT
issues becoming more visible on news portals and
social media platforms through various debates.
Unfortunately, although there is an article in the
criminal code against hate speech, reporting this
form of violence to the police has proved unsuc-
cessful, as it is not considered a dangerous threat,
according to Karaj.

Action steps
The following observations can be made for Albania:

e Sexual rights are fundamental to LGBTI and
women’s rights. Feminist voices need to be
strengthened. Existing feminist groups who

18 www.aleancalgbt.org/en/about-us
19 Ibid.
20 |bid.
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are active online need to be supported and
encouraged.

Dedicated spaces for women that offer informa-
tion on sexualities and forums to connect with
each other should be created.

Scarce resources and patriarchal attitudes do
not allow for the increased use of the internet
amongst young girls and women. In the words
of one lesbian activist, “If the economic condi-
tions of a family allow for only one phone they
would first buy it for their son and after that
their daughter.” This requires campaigns for
increasing internet access for women and girls,
especially in remote areas.

Dedicated online counselling and the sharing
of information could help LGBTI people to help
themselves and accept themselves.

Specialised forums that combine information
sharing about sexuality and sexual health, with
blogs and spaces for discussion, as well as a
dating or chat section, would be useful. A virtual
space that allows persons to speak freely and
openly is important.

Registering on social networks with your iden-
tification number has been partly embraced by
some LGBTI persons disappointed by the use of
fake profiles online. However, this should not be
encouraged as it breaches anonymity and the
freedom to be oneself, at least on the internet.

Activists need to better understand the use of
the internet and how to reach out to isolated
members of the community. For example, there
is a need to increase information about trans-
gender, transexual and intersex persons.
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ARGENTINA

SEXUAL EDUCATION IN SCHOOLS: WHERE DOES TECHNOLOGY FIT IN?

Nodo TAU
Florencia Roveri and Flavia Fascendini
www.tau.org.ar

Introduction

All students in Argentina have the right to receive
sexual education, in line with the National Pro-
gramme of Integrated Sexual Education (NPISE).!
At the same time, the country’s Conectar Igualdad
(“Connect Equality”) programme involves the distri-
bution of laptop computers among students in high
schools and for training teachers. Both programmes
represent a challenge to schools regarding the de-
velopment of pedagogical strategies to achieve
their aims. When it comes to sex education, the law
defines it as a cross-cutting issue, requiring a deep
commitment from teachers. In the technological
field, one of the main difficulties in the roll-out of
laptops is the skills level and buy-in from teachers.

Nevertheless, information and communications
technologies (ICTs) represent not only a pedagogi-
cal resource for teachers, but also a new way in
which children and teenagers explore their sexu-
ality. Because of both of these realities, ICTs are a
fundamental resource in the classroom for sexual
education, and to ensure that the sexual rights of
children are realised.

The purpose of this report is to analyse the
implementation of the NPISE in Argentina and the
extent to which it addresses the use of ICTs. We do
this through a series of interviews? with teachers’
rights activists and people working for the imple-
mentation of the programme at a governmental
level. The analysis is done from the perspective of
students’ rights to sexual education and access to
information.

1 Programa Nacional de Educacién Sexual Integral. portal.educacion.
gov.ar/files/2009/12/ley26150.pdf

2 These include: informal conversation with Viviana Simén, first
grade school teacher in School N° 22 in Pergamino, Buenos Aires;
an interview with Gloria Schuster, coordinator of the office in
charge of the implementation of the NPISE in the province of Santa
Fe; and an interview with Celina Gonzalez and Nicolds Dusanto,
also from the NPISE office in Santa Fe, all conducted in May 2015.

Policy and political background

In 2006, Law 26.1503 created the NPISE,* which
states that students at all levels of education have
the right to receive sexual education. The pro-
gramme affects all schools —whether they are public
or private, or under national, provincial or munici-
pal jurisdiction. The law establishes that the state
should develop policies that guarantee this right to
sexual education. The initiative also responded to
Argentina’s national and international human rights
commitments.5 In line with its obligations, in 2008
the Federal Council of Education issued the common
curriculum guidelines for initial, primary, secondary
and higher education and for teacher training.®

In the following years, two other laws influenced
the implementation of the NPISE. In July 2010, Law
26.618, or the Equal Marriage Act, was passed, al-
lowing same-sex marriage. Law 26.843 on gender
identity, passed in May 2012, recognises the indi-
vidual’s right to choose their gender and allows
official records to be modified to reflect this choice.

In 2010, the national government implemented
the country-wide Conectar Igualdad programme,’
through Presidential Decree No. 459/10. The pro-
gramme involves the distribution of laptops among
students in public high schools, as well as technical
and special schools and teacher training institutes.
Students are allowed to take the laptops home with
them after school. So far 4,900,000 computers have
been distributed.® The programme is aligned with a
previous policy that aims to incorporate technolo-
gies and digital culture in the national educational
system, primarily but not exclusively through the

3 Ley26.150. http://wwwi.hcdn.gov.ar/dependencias/ceducacion/
ley26150.htm

4 Ministry of Education. (2010). Lineamientos Curriculares para la
Educacién Sexual Integral. www.me.gov.ar/me_prog/esi/doc/
lineamientos.pdf

5 International treaties included in the National Constitution:
Convention on the Elimination of All Forms of Discrimination
Against Women, International Covenant on Civil and Political
Rights, International Covenant on Economic, Social and Cultural
Rights, American Convention on Human Rights, Convention on the
Rights of the Child, American Declaration of the Rights and Duties
of Man, Universal Declaration of Human Rights, Convention on the
Prevention, Punishment and Eradication of Violence against Women.

6 The school curriculum in Argentina is designed at national level.

www.conectarigualdad.gob.ar

www.transparencia.anses.gob.ar/gobierno-abierto/

conectar-igualdad
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website educ.ar® which offers resources for teach-
ers and students.

The critical factors challenging the successful
implementation of Conectar Igualdad are a lack of
internet access in schools, insufficient bandwidth to
allow students to work online simultaneously,” and
the absence of timely and effective technical sup-
port for the laptops. Another difficulty is related to
the role of teachers and their sometimes alienated
relation to technology compared to the digital cul-
ture absorbed by the kids and teenagers.

Implementation of sexual education

Due to the federal system that governs the coun-
try, with provinces experiencing different levels
of social vulnerability, the NPISE is being imple-
mented at different paces in different provinces of
Argentina.” Yet the urgency for the programme is
being felt: problems such as undesired pregnancy
in teenagers, sexually transmitted diseases and
gender discrimination are common in many poorer
provinces.”? The delays in implementation in some
provinces may be due to several factors: the fact
that sexuality is a controversial subject, the dif-
ficulties involved in the cross-cutting approach
established by the law, and the resistance of school
directors and teachers in the classrooms. In order
to assist with the programme’s roll-out, the Ministry
of Education has developed virtual capacity-build-
ing courses on “integrated sexual education” for
teachers, which are supported by provincial capaci-
ty-building programmes.

As regards ICTs in schools, the rationale of the
NPISE itself is quite progressive as it proposes sex-
ual education from a human rights perspective in its
guidelines, addressing the “reflection and critical
analysis around the implications of the use of new
informationand communicationtechnologiesonper-
sonal behaviour and interpersonal relationships.”s
The NPISE’s strategic definitions explicitly address
issues related to mass communications, including

9 www.educ.ar

10 Rabin, D. (2015, 5 January). (Des)Conectar Igualdad: un programa
que inspiré elogios, pero hoy recibe criticas. La Nacién. www.
lanacion.com.ar/1757467-desconectar-igualdad-un-programa-que-
inspiro-elogios-pero-hoy-recibe-criticas

11 Ifion, C. (2012). Seis afnos después: dificultades para la
implementacion de la Ley de Educacién Sexual Integral en
Argentina. www.academia.edu/8754662/Seis_a%C3%B10s_
despu%C3%Ags_dificultades_para_la_implementaci%C3%B3n_
de_la_Ley de_Educaci%C3%B3n_Sexual_Integral_en_
Argentina_-_Defensa_de_tesina

12 Baima, E., Menchén, M. M., Menchén, M. A., & Sosa, C. (n/d).
Educacion sexual en las instituciones educativas. www.
educacionsexual.com.ar/biblioteca-online/educacion-sexual-
aspectos-ideologicos-y-conceptuales/educacion-sexual-en-las-
instituciones-educativas#sthash.XQizPley.dpuf

13 Ministry of Education. (2010). Op. cit

the mass media, although it does not mention the
internet in particular.*

Fear and resistance

One of the major difficulties in the implementa-
tion of the sexual education programme in schools
relates to the fears teachers have in talking about
something they may feel the students know more
about. This involves the perception that the stu-
dents have more access to information on sex,
and the prejudice that students lead a promiscu-
ous life. This anxiety is heightened by the fact that
many teachers lack previous experience in sexual
education.”

“Working with sexual education implies review-
ing one’s own prejudices and deconstructing several
myths around it — stepping aside from any moral
approach,” says Gloria Schuster, coordinator of the
office in charge of the implementation of the NPISE
in the province of Santa Fe. Celina Gonzalez, also
from this office, added that there is “a resistance in
the way in which these problems are addressed. As
sexual education is generally thought of in terms of
‘genitalia’, teachers declare, ‘I don’t dare, | can’t.’
When it comes to ICTs they say, ‘l don’t know; what
if | touch something and break it?” But when they
start working, they find another perspective. The
tensions cease and they see they can work; they
start getting involved and begin to lose their fear.”

In the context of this society, the value of ac-
cumulated experience characteristic of adulthood
decreases, while the capacity to experiment in-
creases. In this way, knowledge and “the last word”
are less tied to adulthood, and this is a situation
that applies to teachers as well.*

In a study carried out by Ana Lia Kornblit and
Sebastian Sustas,” teenagers were asked who they
would turn to in case they had any issues related to
sexuality. Only 7% answered they would consult a
teacher or any person at school. This points to the
fact that school does not provide a strong and reli-
able reference point for teenagers.

A survey done in Rosario by an NGO working on
sexual rights and monitoring the implementation of

14 Ministry of Education. Integral Sexual Education. http://portal.
educacion.gov.ar/?page_id=57

15 Dillon, A. (2013, 29 August). La educacién sexual aiin no llega
a todos. Clarin. www.clarin.com/sociedad/educacion-sexual-
llega_o_983301809.htm

16 Chicos.net. (2015). Impacto de la tecnologia en nifias y nifios de
Ameérica Latina. www.tecnologiasi.org.ar/chicosytecnologia.pdf

17 Kornblit, A., & Sustas, S. (2012). Cambios en las prdcticas y las
actitudes en relacion con la sexualidad en jovenes argentinos
escolarizados. Buenos Aires: Instituto de Investigaciones Gino
Germani, Facultad de Ciencias Sociales, University of Buenos Aires,
mimeo. Quoted in Dillon, A. (2013, 29 August). Op. cit.
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the NPISE confirms this trend: out of 152 students,
51% said that they received little to no information
on sexuality at school, and affirmed that what they
do know on the matter is a result of conversations
with parents, friends or searching for information
on the internet.® But, interestingly, 95% said they
would be willing to receive sexual education from
their schools.

Gaps and bridges

The concepts of digital natives and immigrants® are
used to analyse generation gaps in the use of and
familiarity with technology.>° However, the concepts
also promote the idea that adults have little to offer
because they are not “digital natives”, resulting in
a passive attitude when there is a need for them to
set criteria for protection.?* Research conducted by
the United Nations Children’s Fund (UNICEF) Argen-
tina®2 shows that “there are competencies that are
not tied to a generation, or dependent on the tech-
nological context in which people were born.” At
the same time, the curiosity of children and youth is
expressed through ICTs, with the possibility of gen-
erating wonderful things, but also exposing them to
new or old risks (e.g. grooming, bullying, discrimi-
nation and trafficking). Walking them through these
risks is a task that adults should not disregard by
considering themselves “immigrants” in the digital
landscape.

Gaps between students and teachers can even
be bridged through the use of ICTs, especially while
addressing delicate subjects such as sexuality. A
teacher of biology in a high school in Buenos Ai-
res developed a website for sexual education and
created a group on Facebook that includes the par-
ticipation of students, teachers and parents. In his
words: “The participation of students in the group
allows us to work with them on the risks of using
the internet and how to take care of themselves
while they are online.”? For digital natives, it is not
a matter of two realities, online and offline; it is a
matter of life itself. Therefore what protects them in
one “reality” protects them in the other.?

Nicolas Dusanto, from Santa Fe’s sexual educa-
tion programme, mentioned that “counting on ICTs

18 rosarioporlaeducacionsexualintegral.blogspot.com.ar/

19 https://www.techopedia.com/definition/28139/digital-immigrant

20 Prensky, M. (2001). Digital Natives, Digital Immigrants. On the
Horizon, 9(5). www.marcprensky.com/writing/Prensky%20-%20
Digital%20Natives,%2oDigital%20lmmigrants%20-%2oPart1.pdf

21 Chicos.net. (2015). Op. cit.

22 Delgado, L. (2013, 8 November). Chicos y chicas en las redes,
seglin una encuesta de Unicef. Educ.ar. www.educ.ar/sitios/
educar/recursos/ver?id=120888

23 Rabin, D. (2015, 5 January). Op. cit.
24 Chicos.net. (2015). Op. cit.

when planning classes allows us to get closer to the
reality of our students. Technology provides us with
a variety of content to work with, and guarantees
the democratisation of access to information, much
more than books do.”

Access to information as a right

On the website for the Conectar Igualdad pro-
gramme, visitors read: “By turning on their devices,
every kid is just a click away from the classics of
universal, national and Latin American literature,
educational videos, or pedagogical games.” And
we would add, “They are also a click away from all
kinds of content, positive and negative.”

According to the research carried out by UNI-
CEF Argentina in 2013, and based on a survey of
500 adolescents,? 61% of teenagers in Argentina
use the internet to find information, and 53% to
share information on social media. This study also
revealed that 43% of adolescents created their first
social media account before the age of 13. Another
striking finding is that three girls for every boy re-
ceived requests to send semi-naked pictures.

In the words of Maria José Ravalli from UNI-
CEF Argentina, “There is a decision by the national
government to provide access to equipment and
connectivity, to bridge the digital divide and to pro-
mote the bond between children and technology.”?¢
But how far has the educational system gone in
terms of implementing this in the classroom? How
do teachers orientate students in their exploration
and navigation of online spaces in terms of their
sexual rights?

One possible approach to this is a restrictive or
“protectionist” attitude in order to shield kids from
particular content, such as pornography. However,
this could lead to the exclusion in the educational
process of valuable debates around online sexual
content. This in turn could lead to censoring sup-
ported educational sexual exploration, and may
undermine not only children’s right to access to
information, but also their freedom of expression.”

According to Claudia Mauri, also from the Santa
Fe programme, “The level that cannot be affected
in the treatment of controversial issues is the right

25 UNICEF. (2013). Acceso, Consumo y Comportmiento de los
Adolescentes en Internet. www.unicef.org/argentina/spanish/
media_26131.htm

26 Telam. (2014, 7 December). El 43 por ciento de los chicos en
Argentina cre6 su primera cuenta en una red social antes de los
13 afos. Agencia Nacional de Noticia/Telam. www.telam.com.
ar/accesible/notas/201412/88011-redes-sociales-adolescentes-
argentna-informe-unicef.html

27 Busaniche, B. (2012, 15 August). Proteccion de menores y libertad
de expresion en Internet. La Nacion. www.lanacion.com.ar/1498094-
proteccion-de-menores-y-libertad-de-expresion-en-internet
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of kids and adolescents to access to information.”
However, in line with the programme, teachers se-
lect what content is allowed from content prepared
for them by the state. “If they are working on sexual
and reproductive health, they have to use the ma-
terials delivered by the Ministry of Health or the
Ministry of Education,” she says. Instead, she feels
that “teachers should teach students to choose the
information.”

Official sites include a variety of resources on
sexual education such as articles, research, curricu-
la for classes, or videos, most of them developed by
Canal Encuentro, a TV channel administered by the
Ministry of Education.?® There is also material about
disability and sexuality, and adaptations of material
for differently abled people (subtitled, Braille, sign
language, audio descriptions, etc.). Other material
deals with issues such as privacy, intimate care,
cyber bullying or sexting. Some content is loaded
onto the laptops provided as part of the Conectar
Igualdad programme. The laptops also include a
“Manual for the responsible use of ICT and social
networks, without risks and discrimination” devel-
oped in partnership with UNICEF.

However, it must be highlighted that the devic-
es provided to kids can only connect to an official
intranet during class, with all sorts of resources
available, but with no full access to the prolific
wildness of the internet — social media platforms,
for instance, are not included. This raises the main
challenge to the programme: since students take
the computers home, and are able to connect to any
other internet connection outside of the classroom,
how can teachers create a realistic learning envi-
ronment confining students to preselected content
only?

Teaching is to guide by questioning

As specialists in youth culture and ICT affirm, today
the identities of kids and teenagers are constituted
in a significant way through their experiences with
computers, mobile phones and TV.? “Just as soci-
ety has contributed to an increasingly early sexual
awakening [amongst the youth], the youth culture
of social networks has imposed a paradigm where
everything can and should be shared, regardless
of the risks involved. Practices like sexting — send-
ing sexually explicit pictures or videos via mobile
phones — are becoming more common and, like
many other behaviours that involve danger, [calling

28 Chaher, S. (2013, 22 May). Abundancia de materiales sobre
educacién sexual integral. Comunicar Igualdad. www.
comunicarigualdad.com.ar/4351/

29 www.comunicarigualdad.com.ar/arroba-equis-redes

for] its eradication through moral or legal condem-
nation is probably the wrong way,”3° states Rayén
Campusano in the article “Lack of sexual education
and of knowledge of the risks on the internet”.

Gloria Schuster from Santa Fe’s programme
agrees: “Nothing significant could be done on sex-
ual education from a dogmatic, authoritarian and
discriminating position. Integrated sexual educa-
tion does not involve getting into the private lives of
either the teacher or the student. But it does require
a teacher who enables conversation, information,
questions, doubts; a teacher who invites students
to go to health centres, to search the internet and
to question the internet. Students seem to know ev-
erything, but then they come and tell us that they
give away their passwords as a proof of love. Or
they masturbate in front of a webcam as evidence
that they can do this.”

“Teachers are expected to embrace their true
role, which relates to questioning, to thinking about
the extent to which they are objective about these
issues, to ask how their students’ sexual rights are
eroded, what place they give to intimacy. Teachers
are specialists in stimulating these questions in the
classroom,” she adds.

Maria José Ravalli, from UNICEF Argentina,
points out that teachers can create opportunities in
the class that encourage students to become self-
aware when using technology: “From the chosen
resource — a trigger, such as a video, a movie or a
news story — students can be encouraged to reflect
on the veracity of the information published on the
internet, how they interact with others, on the need
to protect their identity, on their views of the public
and the private, how many people see their publica-
tions, what kind of photos are published and who
they share them with, etc. Starting with dialogue,
by reflecting and sharing experiences... their online
safety can be worked out, promoting their rights
and preventing them from being violated.”

Above all, it is important for kids to be able to
build subjective filters, because that is the only
way they will be able to protect themselves, regard-
less of an adult’s intervention3? — and this is where
teachers have a huge role to play.

30 Campusano, R. (2015, 16 April). Pornovenganza: cuando la falta de
educacion sexual se cruza con el desconocimiento de los riesgos
de Internet. Derechos Digitales. www.derechosdigitales.org/8547/
pornovenganza-cuando-la-falta-de-educacion-sexual-se-cruza-con-
el-desconocimiento-de-los-riesgos-de-internet

31 Delgado, L. (2013, 8 November). Op cit.

32 Chicos.net. (2015). Op. cit.
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Conclusions

Argentina has extensive and advanced public poli-
cies, both regarding the incorporation of sexual
education in schools and the inclusion of ICTs in
classrooms. Even though the formal intersection
between sexual rights education on the one hand,
and technology on the other, is not spelled out in
the programmes discussed, interviewees expressed
that this intersection emerges practically in their
daily work with students.

Both sexual education and ICTs in the classroom
point to a generation gap in broader society. The
fact that the NPISE proposes the inclusion of sex-
ual education in a cross-cutting way that includes
ICTs provides an opportunity for this generation
gap to be bridged through building the capacity of
teachers.

Even though access to information regard-
ing sexuality is one core premise of the NPISE, no
specific guidelines are provided to schools and
teachers on how to deal with access to information
using ICTs or on how to understand the internet as
a new communications channel through which stu-
dents express their sexuality.

Enabling access for students to a content-fil-
tered intranet is not necessarily the best approach
if one wants to empower kids with tools to confront
the real online challenges they face outside the
school as internet users.

Finally, we want to emphasise that the imple-
mentation of the NPISE programme is not only
the responsibility of governments, ministries and
schools, but also of teachers, students, parents,
and women’s rights, sexual diversity and gender
rights organisations. In the case of high schools,
students are very relevant actors in the implemen-
tation of the programme. They need to claim their
sexual rights and help to promote the full exercise
of these rights, in order to take care of themselves
and their sexual partners.

Action steps

The following action steps can be suggested for
Argentina:

e Make the links between technology and sexual
education in the classroom more explicit, in
order to create a common base and understand-
ing for all schools across the country.

e Include the internet in capacity building on
sexual education offered to teachers. They need
to know how to use it as a tool that enables
the exercise of the sexual rights of students,
as opposed to something that raises concerns
and anxieties regarding children’s safety, and
is seen as a dangerous and counterproductive
space.

e Develop sets of best practices, experiences and
proven strategies on matters of online safety,
access to information, and the cross-cutting na-
ture of sexual education and ICTs. This can be
used as a training resource for the teachers and
as content to be shared with students.
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AUSTRALIA

THE INTERNET — 21ST CENTURY DRAG QUEEN

Wombat Crossing Consulting
Tracey Naughton

Introduction

Offensive as it is to many Australians, it seems for
the rest of the world our identity has been built on
legends of the tough macho bloke who conquered a
hostile land. Our films, though, tell the story of an
evolving acceptance of diversity. In just a decade the
iconic film Crocodile Dundee, portraying a reptile-
wrestling bloke, was followed by Priscilla, Queen
of the Desert, starring drag queens. Portraying the
clash of two communities who did not understand
each other, Priscilla stretched the boundaries of
Australian masculinity. The film had a broad reso-
nance that surprised many. As Terence Stamp who
starred in the film declared, “It added drag queen to
the pantheon of Australian icons.” First a cult film,
now a cultural touchstone, Priscilla is 21 this year —
and shares its birthday with the introduction of the
internet in Australia.

Before the internet, transgender expression
fell into two main domains in Australia: private and
theatrical. The lineage of questioning gender norms
publicly can be traced back to the mid-1960s and
the opening of Les Girls, a Sydney theatre venue
and Australian first, dedicated to glamorous drag
shows. Les Girls is still open, still attracting the
curious.

Carlotta, one of the original Les Girls but now
an elderly recluse, grew up as Richard Byron, yet
identified as female from a very young age. She
struggled to make her identity known in a time
and society where being different meant being os-
tracised. Carlotta, the first person known to have
undergone gender reassignment in Australia, la-
ments: “Today | think [people] don’t realise how
lucky they are. How they have so much freedom.
They’re not being chased down the street by cops.
These days they don’t have a clue what we went
through. They don’t know how many people worked
hard behind the scenes to give them the freedom
they have got today.”™

In 1974 homosexuality was still regarded as a
mentalillness, illegal in all but one Australian state.

1 Bushy, C. (2014, 16 June). Carlotta: The legend of Les Girls. Gay
News Network. gaynewsnetwork.com.au/news/national/carlotta-
the-legend-of-les-girls-14140.html

A member of a live audience for a TV current affairs
programme? interviewing a gay activist threw dung
at him. Others jeered, calling him a “poofter” (de-
rogatory Australian colloquialism for a gay man) and
asking homophobic questions. Compare this to June
2015, when a national current affairs programmes3
panel openly discussed transgender, sexuality and
diversity. Panellists included a transgender woman,
gay men and women, and the counterpoint religious
right representative.

1978 saw violent clashes between police and
marchers in the first ever Gay Pride protest march
in Sydney. A decade later police led the Mardi Gras
parade, saluting the sexually diverse community,
honouring the ‘78ers as they have become known,
and celebrating drag queen iconoclasts. Today the
annual Mardi Gras is a popular family event and a
celebration of sexuality, not simply “gay” pride.

Drag queens and their spectrum of sexualities
continue to break out of the gender binary and
remain prominent in reflecting and questioning
shifting attitudes through theatrics. Drag queens
rallied the sexually diverse troops in the 1970s,
boldly celebrated in the 1980s as AIDS claimed lives,
and cheered Priscilla into being when film investors
were reluctant in the early 1990s. In the pre-internet
era, drag queens kept sexual diversity in the pub-
lic domain. Eventually, transgenders emerged from
secretive bars, spilling onto the streets, never to
be shut away again. Today those questioning their
gender identity can head to the internet, the 21st
century’s drag queen.

Opening conversations, closing the gap

The tectonic shift in Australian attitudes stands as
inspiration for nations where conversations on sex-
ual diversity are repressed. Societies can change,
majority attitudes are eventually isolated, becom-
ing minority views.

In contemporary Australia transgender iden-
tity has become a prominent media topic. Even so,
transgender advocates believe that, compared to
the acceptance of homosexuality, we are 30 years
behind.

The internet’s role in promoting sexual health
is rarely appreciated. Digital natives do not register
this but “gender benders” over 60 are very clear on

2 Monday Conference: Homosexual Rights - And Wrongs.
3 Q&A-—current flagship ABC TV current affairs programme
incorporating Skype questions and tweets.
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the topic. The internet has helped to break down
painful isolation, offering hope and practical infor-
mation. Lillian, a transgender woman and one-time
dancer, declares: “I have no doubt that the internet
has saved lives, stopped kids from committing sui-
cide. It’s possible to find help to come out and that
is crucial. | had to disappear from my life to develop
a new identity. | left my beautiful mother when | was
30 and never saw her again. It pains me to imagine
what she went through, but it was impossible to be
me and be part of the family.”#

Robyn Thorne, who underwent gender reas-
signment surgery in 2014 at age 72, has used the
internet to speak of the lack of support and refer-
ence material to help him understand his feelings
in 1940s suburban Australia. “I had no idea what
was going on; | didn’t know why it [his desire to be
female] was there. There was no literature available
at the time, there was no internet to look it up on.”s
Robyn waited until retirement to make the transi-
tion she® had longed for since infanthood.

Unfortunately, while Australian society is mov-
ing towards tolerance, bullying and “mateship”,
a creed of male friendship that often excludes
women, both persist. This behaviour is on display
from the theatre of our parliament to social media
on schoolchildren’s phones. Our first female prime
minister, Julia Gillard, has written about being bul-
lied while in office. Her famous “misogyny speech””
in parliament directed at now prime minister Tony
Abbott tackled sexism head on and went viral on
YouTube. These behaviours stand as indicators of
broader entrenched attitudes in a society. School
bullying is a current focus area for parents, support
campaigns and educators.

In public discourse, we often take pride in “key
Australian values” — the freedoms of speech, reli-
gion and expression, democracy, egalitarianism,
peacefulness, a “fair go” (equal opportunity) for all
and support for the underdog. The reality for lesbi-
an, gay, bisexual, transgender, questioning, queer,
intersex and asexual (LGBTQQIA)® people is one in-
dicator that Australia has yet to fully embrace these
values. Living with underlying apprehension, fear
of violence and discrimination — intended or other-

4 Interview with the author, 31 May 2015.

5 Hannaford, C. (2014, 14 November). Transgender woman Robyn
Thorne talks about the hardships of transitioning from male to female.
Canberra Times. www.canberratimes.com.au/act-news/canberra-life/
transgender-woman-robyn-thorne-talks-about-the-hardships-of-
transitioning-from-male-to-female-20141114-11gb83.html

6 Etiquette calls for referring to transgender people by the gender
they identify with. For clarity in this instance, | have changed
gender only when referring to Robyn later in life.

7 Transcript of Julia Gillard’s speech, 10 October 2012. smh.com.au/
federal-politics/political-news/transcript-of-julia-gillards-speech-
20121009-27¢36.html

8 This is the most recent inclusive terminology used in Australian
sexual identity discussion. The acronym has become unwieldy and
a new term is coming into use: SOGII - sexual orientation, gender
identity and intersex. It is not yet widely recognised.

wise — continues to place the LGBTQQIA commu-
nity under extreme and inhumane daily pressure.
In spite of the growth in acceptance, heterosexual
bias plays out structurally in law, institutionally in
the provision of services, and interpersonally in the
expression of homophobia and transphobia.

Sistergirls and Brotherboys

The internet offers numerous resources on sexual-
ity specific to Australians. Citizens scanning the
cultural landscape for handles that reflect the iden-
tities they are building may, like the passengers on
the bus Priscilla, still find themselves in hostile ge-
ography — but there is online respite. Websites and
multimedia resources target specific age groups
and look at the breadth of the gender spectrum,
providing role models, information and access to
direct support. A large community of gender ques-
tioning and same-sex attracted people are online
and actually reply to their Facebook messages. In
contrast, there is critique that broadcast and print
media content is too focused on physical change
through hormonal medication and surgery. Less in-
terventionist ideas including living in the body you
have, dressing as you please and greater tolerance
of self-identification would take the focus away
from genitalia and physical alteration.

Digital inclusion, though, is not universal.
Three percent of Australia’s 23 million identify as
indigenous — Aboriginal or Torres Strait Islanders.
Twenty-five percent live in remote communities
where tele-connectivity and internet access are lim-
ited or non-existent. The reasons for this include
zero connectivity available, lack of electrical gener-
ators to run computers, low levels of technical skills
and literacy, higher costs of equipment and main-
tenance due to distance and lack of competition, a
lack of understanding about the potential benefits
of the internet, and poverty, which puts ongoing
costs out of reach.® These barriers will be familiar to
people living in developing countries, but are per-
haps unexpected in Australia.

A recent Human Rights Commission report® rais-
es the intersecting points of racial discrimination and
marginalisation for LGBTQQIA Aboriginal and Torres
Strait Islanders. Indigenous gender querying people
face complex social, cultural and support barriers
in their explorations. The report tackles the unique
challenges faced by this community, concluding

9 Korff, J. (2015, 12 January). Internet access in
Aboriginal communities. Creative Spirits. www.
creativespirits.info/aboriginalculture/economy/
internet-access-in-aboriginal-communities

10 Australian Human Rights Commission. (2015). Resilient
Individuals: Sexual Orientation Gender Identity & Intersex
Rights. https://www.humanrights.gov.au/our-work/
sexual-orientation-sex-gender-identity/publications/
resilient-individuals-sexual
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that they cannot be adequately or appropriately ad-
dressed by standard government services.

For Australia’s first people, culture, spirituality
and ancestry are divided into men’s and women’s
business. Western definitions of transgender or
gay do not fit neatly and are rejected as post-colo-
nial terms. The lived reality and culture of gender
questioning and same-sex attracted Aboriginal and
Torres Strait Islanders have given rise to the terms
“Sistergirls” and “Brotherboys”. Dreamtime sto-
ries, handed down for generations, tell of gender
transformation in an easy and natural way.” It has
always been there.

In a contemporary way of telling dreamtime
stories, Brotherboys and Sistergirls are organising,
populating the internet with websites, forming sup-
port groups and telling positive stories.

Kai Clancy of the Wakka Wakka and Wulli Wulli
nations uses YouTube to share his female to male
transition. He is both inspiring and informative
about his physical and psychological changes over
time as he takes “T” (testosterone injections),
gradually growing facial hair, deepening his voice,
eating more, building muscle and eventually having
“top surgery” to masculinise his chest.’> The AUD
8,000 (USD 6,000) needed for the operation was
raised via Pozible. Kai was always unhappy as a
girl: “When a trans-guy popped up on my newsfeed
it finally made sense.”

A 52-year-old Wiradjuri man named Dean* had
no idea he could change his gender and had lived
for many years in a lesbian relationship, feeling like
a man trapped in a woman’s body. After discovering
gender transitioning on the internet, Dean became
Australia’s first indigenous person to officially
change his gender and marry his partner as man
and woman.

Dean had formerly learnt the “women’s busi-
ness” aspects of his spirituality and culture, no
longer appropriate once he changed gender. The
Wiradjuri elders accepted the change, but had to
navigate this unprecedented terrain, developing a
contemporary cultural response. Dean’s women’s
knowledge and spirit were sent away in a smoking
ceremony. Working with tribal elders, Dean gradual-
ly gained the knowledge required by Wiradjuri men.
Dean contends that it is possible to be transgender
and remain deeply embedded in the indigenous cul-
ture that is vital to Aboriginality.

11 For more information see Costello, M., & Nannup, R. (1999). Report
of the First National Indigenous Sistergirl Forum. www.afao.org.
au/__data/assets/pdf_file/ooos/4649/Indig_sistergirl.pdf

12 youtube.com/watch?v=pvveWy-oiFE

13 pozible.com/project/186873

14 Interview with the author, 4 June 2015.

15 Living Black — Brotherboys. www.sbs.com.au/ondemand/
video/451014723969/Living-Black-Brotherboys

There are many stories to tell, but not all are
good. The rate of youth suicide in indigenous
communities is extremely high and among these
numbers are Sistergirls and Brotherboys, who lack
information, support and role models. When there
is internet access, it is not via a phone but found
in an internet café, which presents other barriers.
These include content filters, access logs and a lack
of privacy.

Starlady is a white transgender youth worker
based in Alice Springs in the centre of Australia. Af-
fectionately known as “Queen of the Desert”, she has
spent years working in remote Aboriginal communi-
ties running workshops. Starting out with sessions
on “deadly”*® hairdressing, her workshop content
broadened to psychological well-being and later, to
meet demand, began to address LGBTQQIA issues.

Highly visible wherever she travelled in the
Northern Territory, Starlady was approached by
young people grappling with their sexuality and
their family members, desperate for information
and support. “It’s obvious that not talking causes
harm,” she says."” Evident from her online and on-
air presence, Starlady clearly has the sensitivity to
talk in an appropriate and understanding way about
sexuality, and respectfully stands aside from mak-
ing any cultural interpretation, which in Australian
Aboriginal terms remains private (men’s or wom-
en’s) business.®

The educational materials for schools used in
the Northern Territory barely mention homosexual-
ity and do not address other sexual identities. The
education system and services tend to be managed
by people who actively block discussions on sexu-
ality. Starlady says, “The conversation is just not
happening. | advocate to the education services to
encourage the conversation but there’s a massive
gap between families and communities wanting in-
formation and the bureaucratic Northern Territory
style of service provision.” Sadly, Australia’s indig-
enous population face many “gaps”; not only in the
Northern Territory, and not only in the delivery of
education.

Conclusion

In spite of all the current difficulties, the gender
querying conversation has come a long way in Aus-
tralian society. This is particularly the case in the
last five years, according to Sophie Hyde, director
of the 2014 film 52 Tuesdays.

16 Rad, cool or hip.

17 Interview with the author, 20 June 2015.

18 This is evident in Starlady’s Facebook timeline, various co-hosted
TV and radio programs and a TED Talk.
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This low-budget Australian film has won an im-
pressive array of global awards.” An intimate story, the
film is about a gender transition from female to male.
As “James” is transitioning, teenage daughter “Billie”
is simultaneously exploring her own sexual dimen-
sions away from the gaze of the preoccupied adults
in her life. Billie is not shocked by the announcement
of her mother’s planned transition, playing a curious
supportive daughter and friend as James emerges.
The film has surprised audiences with its naturalness.
It marks maturity in the use of film as a contributor to
the unfolding narrative in Australia about transgender
identities. A worldwide, online participatory project
ran in parallel to the production. The “My 52 Tues-
days” app? invited people to write down and then
photograph their answer to a different personal ques-
tion posed each week on Tuesday. Participants could
share as much or as little as they wanted to with oth-
ers by adjusting preferences.

Itis currently argued that Australia has the most
far-reaching data retention requirements among
advanced industrialised democracies. The Telecom-
munications (Interception and Access) Amendment
(Data Retention) Bill Act 39 of 13 April 2015 was
passed by both houses of Parliament.>

Telecommunications service providers are legally
required to collect and retain phone call, email and
originating IP address web data for all Australians,
for two years. Enforcement agencies with powers to
access that data face a very low level of independent
scrutiny. Many fear that such large databases will be
hacked into by criminal elements and abused by se-
curity agencies. An online campaign, “Citizens not
Suspects”, failed to stop the passage of the bill. While
data retention powers are publicly linked to counter-
terrorism, they also have a chilling effect on the private
exploration of sexuality using the internet.

In 52 Tuesdays Billie’s own interest in film
leads to the documentation of her erotic awaken-
ing involving intimacy with a boy and girl her own
age. Desire and responsibility collide. The internet
looms large as a dark force as the adults become
aware of the existence of the footage that could so
easily be posted online. Liberating as it has been for

19 Best Director, World Cinema Dramatic — Sundance Film Festival 2014.
Crystal Bear - Berlinale 2014. Elese-Siegessdule Readers’ Jury Award
—Berlinale 2014. Best Original Screenplay — AWGIE Awards 2014.
Special Jury Prize, Freddy Awards - Rio International Film Festival
2014. Best Feature Audience Award — Melbourne Queer Film Festival
2014. Best First Feature — Inside Out Toronto LGBT Film Festival 2014.
Best Film — Divergenti Festival (Festival del Cinema Trans) 2014.

Spirit of Gaze — GAZE International LGBT Film Festival 2014. Eye of
Youth, Audience Award — Seoul International Youth Film Festival
2014. Best Director & Best Screenplay — LesGaiCineMas Madrid
International LGBT Film Festival. Youth Jury Award — Cork Film Festival
2014. Jury Award, International Youth Film — ExGround Youth Days Film
Festival 2014. Best Film (Jury Award) & Best Film (Audience Award) —
CAN [BE] GAY Festival de Cine LGBTIQ de Canarias 2015. Best Feature
—South Australian Screen Awards 2014.

20 mys2tuesdays.com

21 www.aph.gov.au/Parliamentary_Business/Bills_Legislation/
Bills_Search_Results/Result?bld=r5375

many, 52 Tuesdays posits the internet’s potential to
impact negatively on a young life.

Hyde believes “we don’t talk about sex enough,
we don’t see it in any media as much as we ought to
given its importance to our lives.”?> She harboured
a concern that 52 Tuesdays would be X-rated and
that access would be restricted for a key audience:
young adults. Australia’s rating system is notori-
ously tougher on sex than it is on violence. “Nudity
isn’t sex. Sex isn’t porn,” says Hyde. Counterpro-
ductively, the film’s M+15 rating does limit access
for young adolescents, right at the start of puberty,
when exposure could be of enormous benefit.

It would not be right, | am told, to examine the
intersection of transgender and the internet without
mentioning online dating. Stigma about dating trans-
gendered people often blocks personal approaches.
Whatever is being sought —romance, love, sex—dating
sites are an essential medium for many. Straight men
are the most regular dates for transgendered women.
Face-to-face meetings often fail because the straight
guy has been overexposed to “tranny porn”, expect-
ing stiletto heels and silicone breasts, not people just
being themselves, in comfortable clothes.

It is difficult to isolate the role of the internet in
building equality and driving societal acceptance of
sexual diversity. Less challenging is evidencing the
positive effect the internet has on mitigating sexual
identity crises and suffering due to lack of access to
information. Everyone has the right to know and one
obvious challenge for Australia is to build digital op-
portunities for all citizens, wherever they live. Another
is to protect privacy in a time of data retention. While
our current conservative government is focused on
building fear and playing Big Brother with our infor-
mation, neither seems likely in the near future.

Action steps

The following advocacy steps are suggested for
Australia:

e Question Australian censorship regulations
that allow extreme violence but limit access to
information on human sexuality, especially for
pubescent Australians.

e Campaign for digital inclusion and a national
broadband network that is affordable and acces-
sible to Australians living in remote communities.

e Ensure that “closing the gap” between indig-
enous and non-indigenous Australians includes
access to appropriate information and support
on sexual health and diversity.

e Challenge the approach to data retention that
erodes privacy, makes citizens suspects and
builds a police state.

22 Interview with the author, 17 May 2015.
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THE “THIRD GENDER” IN BANGLADESH

Bytes for All
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Introduction

The Global Gender Gap Report 20142 placed Bang-
ladesh in 68th position out of 142 countries. It has
the eighth lowest gender gap in the area of political
empowerment, while women’s life expectancy, for
example, has increased from 54.3 years in 1980 to
69.3 years in 2010 —one of the highest increases in
the South Asian region. Bangladesh is also reduc-
ing its gender disparities at a faster rate than the
global average in areas such as youth literacy and
secondary school enrolment. Although the manu-
facturing sector employs almost the same number
of men and women, 80-85% of the employees in
the ready-made garment sector are women.

But “gender” is typically portrayed as male
and female in Bangladesh. “Hijra”3 or “third gen-
der” people do exist in Bangladesh, but they are
socially excluded. One estimate from the Ministry
of Social Welfare suggests that there are about
10,000 third gender people in Bangladesh, while
some rights groups think that the actual number is
about half a million.4

The concept of a “third gender” goes back at
least as far as the third century A.D., with Hindu,
Buddhist and Jain texts all including debates on
sexuality and gender definitions. References to a
third gender crop up sporadically throughout the
historical record, until the 18th century, when co-
lonial laws criminalised all sexual acts between
men and cast relationships into a rigidly binary-
gendered form.5 Often hijras do not have any

1 Data collection for this report was supported by Mossaber Hossain
Ribon. Also thanks to Shale Ahmed, executive director, and Bandhu
Social Welfare Society, Bangladesh for their support.

2 World Economic Forum. (2014). The Global Gender Gap Report
2014. www.weforum.org/reports/global-gender-gap-report-2014

3 https://en.wikipedia.org/wiki/Hijra_%28South_Asia%29

4 Gayle, D. (2014, 11 November). Transgender Bangladeshis hold
Dhaka’s first-ever pride parade to mark a year since their official
recognition as a third gender. Daily Mail. www.dailymail.co.uk/
news/article-2829481/Transgender-Bangladeshis-hold-Dhaka-s-
pride-parade-mark-year-official-recognition-gender.html

5 Anam, T. (2015, 2 July). Transgender Rights, Bangladesh Style. The
New York Times. www.nytimes.com/2015/07/03/opinion/tahmima-
anam-transgender-rights-bangladesh-labannya-hijra.html

permanent job or profession other than singing,
dancing or entertaining other people. Violence
against the third gender community, especially
hijra sex workers, is often brutal, and occurs in
public spaces, police stations, prisons or even at
homes. They continue to face extreme discrimina-
tion when it comes to government services such as
health, housing and education as well as in areas
such as employment and immigration.

Policy and political background

Third gender people are considered to be a “for-
gotten class” in Bangladesh. During the late 1970s
and early 1980s, they were assured of voting rights
but only as male voters. Later in 2000, when the
voter list was being prepared, the third gender
community negotiated with the Election Commis-
sion to allow them to vote as third gender and not
as male or female. But the Election Commission
consoled them only by giving them an opportunity
to vote either as male or as female, as per their
choice — which is not how they identify.

Bangladeshi law recognises only two sexes,
male and female. Discrimination on the basis of
sexual orientation or gender identity has not been
prohibited by any civil rights law in Bangladesh.
Likewise, no law exists in Bangladesh to address
harassment of the lesbian, gay, bisexual and
transgender (LGBT) community. On 14 May 2009
the high court laid down a set of guidelines to pre-
vent sexual harassment of women and children at
work places, educational institutions and on the
street, but that did not include issues related to
harassment against third gender people. The Pe-
nal Code 1860 Section 377 clearly prohibits “carnal
intercourse against the order of nature”, where the
penalty ranges up to 10 years imprisonment.® The
ambiguity of the phrasing can also be used to pe-
nalise anal intercourse amongst heterosexuals.
Importantly there has been no case tried under
this section of the penal code.

However, it has been used in everyday harass-
ment, where it is considered acceptable for law
enforcement agencies and others to bully persons

6 Sexual Rights Initiative. (2009). Report on Bangladesh: 4th Round
of the Universal Periodic Review. www.upr-info.org/IMG/pdf/
SRI_BGD_UPR_S4_2009_SexualRightsinitiative_JOINT_upr.pdf
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that do not comply with the hetero-normative
structures of the Bangladeshi society.”

The first big development happened when the
government, in a landmark decision, approved a
proposal from the Ministry of Social Welfare to al-
low hijras to officially register as persons with a
third gender identity. This opened up an oppor-
tunity for members of the community to identify
themselves as “third gender” in government docu-
ments, including passports, national and voter
identity documents, and bank applications, among
others. This issue was important because the
Bangladeshi constitution provides a guarantee of
equality before the law on the basis of citizenship,
not on the basis of sex.

The Ministry of Social Welfare is running a
number of social safety net programmes through
which different disadvantaged groups including
third gender people receive support for livelihood
development. In the current 2014-2015 budget,
the ministry has expanded third gender develop-
ment programmes to 35 districts and took the
initiative to employ 18 third gender people in vari-
ous institutions. One private television channel
in Bangladesh has already employed five people
from the third gender community to work for secu-
rity and other office jobs. For its part, Bangladesh
Bank — the central regulatory bank of Bangladesh
— has decided to provide bank loans to eligible
third gender people. In a notice in June 2015 to
all scheduled banks, Bangladesh Bank requested
that they take steps to include this underprivileged
group within their activities supporting small and
medium enterprises. In another development, in a
cabinet meeting the government decided to recruit
third gender people as traffic police on the streets.
One big media house in Bangladesh has already
employed a number of third gender people at its
office, mainly for office management.

Despite all these developments, Bangladesh
still lacks an integrated legal framework that
could address all the rights of the third gender
population.

No easy life...

The third gender population in Bangladesh lives
a difficult life. In the traditional society of Bang-
ladesh there is a stigma associated with the
word “hijra”. It has been shown that the reason
many hijras seek a life outside of the normative

7 Godwin, J. (2010). Legal environments, human rights and HIV
responses among men who have sex with men and transgender
people in Asia and the Pacific: An agenda for action. Bangkok:
United Nations Development Programme.

constellations is to protect their families from fur-
ther societal stigmatisation. Their status tends to
become more visible as siblings enter into the in-
stitution of marriage, where one sibling who does
not get married is then perceived as conspicuous.®
The predominant norms present in Bangladeshi
society have more or less always forced hijras to
leave their families, as discrimination and abuse
are common factors in an adolescent hijra’s life.°

Without any appropriate employment opportu-
nities they do not have stable jobs or professions
in most cases. They live in a community and usu-
ally work under a “guru” who gets a percentage of
their earnings. These gurus in turn provide them
all with protection including health, legal and oth-
er administrative support as is necessary.

In Bangladesh, the courageous act of a third
gender person can be symbolically connected to
the issue of online freedom of expression. This
was after Labannya Hijra captured two killers of
a 27-year-old secular blogger, Oyasiqur Rhaman.
Rhaman was attacked by three young men for what
he wrote on the internet. When they were fleeing
the scene, two of them were captured and held
by Labannya on the spot. Her intervention led to
the arrest of the men, who later confessed to the
killing.

However, Labannya’s story also showed a
darker side of her existence, revealing a lack of
real freedom of expression enjoyed by the mar-
ginalised community. When journalists wanted
to interview her, she had to wait for permission
from her guru Sapna Hijra. As the columnist Tah-
mima Anam wrote in The New York Times: “If this
all sounds very progressive, thirdness must also
be seen in the light of what it restricts, as well as
what it permits. The hijra community is tightknit
and hierarchical, with its own rules of kinship and
power. When Labannya made her first public state-
ment, she could only do so with the blessing of her
mentor, Sapna Hijra — a figure who is somewhere
between a symbolic parent and a spiritual leader in
the hijra commune to which Labannya belongs.”*

Sharful Islam Khan, in an ethnographic study™
on the third gender community, shows that the
socio-political space is non-existent for hijras, and
stems from their non-recognition in the society

8 Nanda, S. (1999). Neither Man Nor Woman: The Hijras of India, 2nd
ed. Belmont: Wadsworth Publishing Company.

9 Khan, S. |, et al. (2009). Living on the Extreme Margin: Social
Exclusion of the Transgender Population (Hijra) in Bangladesh.
Journal of Health, Population and Nutrition, 27(4), 441-451. WWw.
ncbi.nlm.nih.gov/pmc/articles/PMC2928103

10 Anam, T. (2015, 2 July). Op. cit.

11 Khan, S. 1., et al. (2009). Op. cit.
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where male-female gender construction is preva-
lent. He also observes that the social movement
of the hijra community lacks power in Bangladesh,
due to deficient support from the legal, religious
and political spheres. Furthermore, a study by the
United Nations Development Programme (UNDP)*?
points out that sexual minorities are vulnerable to
health risks such as HIV.

There is no central location or physical space
where third gender communities can be easily
identified. Their presence on the internet as third
gender people is also not evident. Rather they are
represented by organisations that work for their
rights. Bandhu Social Welfare Society (BSWS)®
is one such organisation. Soon after the recogni-
tion of hijra gender status by the Ministry of Social
Welfare, BSWS in collaboration with the ministry
and UNAIDS organised a series of events called
“Hijra Pride 2014”* at all divisional and central
levels. All these events helped them prepare a
set of recommendations (known as the Dhaka
Declaration)® that include issues such as creating
awareness amongst the third gender community,
sensitising media about the challenges that they
face, incorporating the plights and challenges of
the third gender population in the education cur-
riculum, creating quotas to provide preferential
access to education, and creating employment op-
portunities. BSWS provides media fellowships to
journalists to help portray the lives and struggles
of the third gender community in the mainstream
media. Its legal aid counsellor Ain Alap has mean-
ingfully contributed to addressing the legal needs
of the community members and successfully set-
tled a number of rights violation cases with the
support of the National Human Rights Commission
(NHRC).®

Online news media, including three major Eng-
lish-language daily newspapers — the Daily Star,
the New Age and the Dhaka Tribune — have lately
been paying attention to the third gender commu-
nity. The frequency and the depth of these reports
certainly create a favourable environment to recog-
nise hijras and to establish their rights. The Daily
Star, for example, has increased the frequency of

12 Chakrapani, V. (2010). Hijras/Transgender Women in India: HIV,
Human Rights and Social Inclusion. United Nations Development
Programme (UNDP), India.

13 www.bandhu-bd.org

14 Ahsan, F., & Al Amin, Z. (2015, 1 September). Celebration of the
third gender. Daily Star. www.thedailystar.net/op-ed/politics/
celebration-the-third-gender-135667

15 Bandhu Social Welfare Society. (2014, 29 December). Hijra Pride
2014. www.bandhu-bd.org/hijra-pride-2014

16 www.nhrc.org.bd

its reports on the third gender community since
2009, and has published almost 25 reports and
opinion pieces. 2014 was a particularly significant
year (right after third gender people were able to
officially register as such). The New Age online ar-
chive goes back until the beginning of 2014 only,
and it published six articles this year alone. The
Dhaka Tribune on the other hand published 24 ar-
ticles on the issue, with articles appearing more
frequently soon after the hijra gender status was
officially recognised.

Conclusion

In Bangladesh, hijras are highly marginalised.
Poverty and exclusion from minimum daily require-
ments such as health services, housing and work
are the reality many hijras live in.”” Since the situ-
ation here is urgent, it is important for society to
understand the lives they live, and the socio-eco-
nomic conditions they find themselves in. Media
and online representation of the third-gender com-
munity will play a vital role in confronting negative
public stereotypes of the community. Declaring
their gender to be “third gender” is not enough
-- it would be useless unless supportive measures
are not taken to protect the rights and livelihoods
of this minority population.

Action steps

A seminar called “Third gender recognition for
hijra community — aftermath and way forward”,*®
organised by BSWS and the NHRC in April this
year, identified some action points or recommen-
dations. Those recommendations include:

e BSWS and other civil society organisations will
lobby the government and other lawmakers
in the parliament to approve a bill to protect
the rights of the third gender community and
to establish their preferential access to health,
education, employment and other government
services.

e The NHRC will send a proposal to the Ministry
of Education to allow free admission of third
gender children in school.

e Concerned bodies will be pursued to take im-
mediate legal and administrative measures to
allow inheritance of properties for third gender
people.

17 Stenqvist, T. (2015). The social struggle of being HIJRA
in Bangladesh - cultural aspiration between inclusion
and illegitimacy. https:/ /dspace.mah.se/bitstream/
handle/2043/18568/Stenqvist-T-DP15%2o0final.pdf?sequence=2
18 www.bandhu-bd.org/third-gender-is-not-a-word-it-is-a-gender
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Steps will be taken to create safe accom-
modation for the third gender community,
particularly for its elderly population.

Recommendations will be made to incorporate
chapters in the national education curriculum
mentioning the existence of hijras and their
traditional cultures.

BSWS and other civil society lawyers will be
trained to handle the human rights issues
of the third gender community at the district
level.

An initiative will be taken to map the commu-
nity through a proper census.

The NHRC will share a draft for anti-discrimina-
tion laws so that the law minister can represent
the topic in the parliament soon.

The Ministry of Social Welfare will be requested
to continue and expand the livelihood pro-
gramme for third gender people in 64 districts.

There will be awareness and capacity-develop-
ment campaigns so that members of the third
gender community can represent themselves
with dignity and self-esteem.
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Introduction

In June 2013, a national campaign to prevent digital
violence, No Caigas en la Red (“Don’t Fall into the
Web”),* was implemented by the Bolivian govern-
ment, represented by the Telecommunications and
Transportation Authority (ATT). The campaign for-
malised the state’s concern regarding the violation
of human rights online, emphasising the protection
of women and children.

Reports produced by the REDES Foundation’s
programme ENREDOMINO (2010-2015) confirm that
the most common cases of digital violence amongst
secondary school students have to do with hack-
ing, grooming, harassment, impersonation and
identity theft, threats, extortion, blackmail, the con-
sumption of violent content and pornography, and
threats that are the result of the use of social media
for illicit ends (by organised crime, and for crimes
such as sexual commerce, selling drugs and human
trafficking).>

Aform of digital violence that is increasing expo-
nentially is the production, distribution, circulation
and consumption of online material containing child
sexual abuse. This is a real concern for stakeholders
in the educational community, such as parents, stu-
dents and teachers, as well as police officials and
local and national authorities.

At the beginning of 2015 a working group
against child sexual abuse material on the inter-
net was formed. Organisations participating in the
working group were the REDES Foundation, a task
force in charge of fighting against violence in Co-
chabamba (FELCV, for its acronym in Spanish), the
TICBolivia Network? and the Internet Society* chap-
ter in Bolivia. This is the first effort in combating

1 www.nocaigasenlared.bo

2 www.teprotejo.org/index.php/es, www.icmec.org/missingkids/
servlet/PageServlet?LanguageCountry=en_Xi1&Pageld=1222, new.
safernet.org.br, www.inhope.org/gns/home.aspx, https://www.
unodc.org/documents/wdr2014/V1403603_spanish.pdf

3 www.ticbolivia.net

4 Www.isoc.org

the problem, and the working group, alongside 45
countries in the world, aims to create a telephone
hotline to report these acts.

Legislative context

The production of online content containing child
sexual abuse requires a complex legal response
involving different legislation dealing with, for in-
stance, technology-related crime on one hand and
sexual abuse and the protection of children on the
other. It implies legislating on the digital storage,
reproduction and circulation of content, as well as
the trade and exchange of material among people
and networks worldwide. It involves both organised
crime and individuals acting independently.

In Bolivia, Article 60 of the Constitution, Article
7 of the Child and Adolescent Code, and Article 5,
Clause 4 of Law 263 Against Human Trade and Traf-
ficking all establish that the state holds the “highest
responsibility for children and adolescents.” Ad-
ditionally, Articles 130 and 131 of the Constitution
provide for the Protection of Privacy Act (Habeas
Data), which allows for the “protection of personal
data retained by any physical, electronic, magnetic
or computerised means in public or private archives
or databases.”> Notably, the Protection of Privacy
Act is only applied once an individual’s rights are
infringed upon.

Apart from these legislative tools, there are
no explicit references for child protection on the
internet. Few public and private institutions know
about —and research - this issue in any depth. In
September 2014 the REDES Foundation trained 40
members of FELCV to be able to deal with cases
of digital violence. This was in response to an in-
crease in the number of reports regarding the use
of information and communications technologies
(ICTs) in the violation of citizen rights. The REDES
Foundation contributes by providing technical tools
that help to strengthen legal action, widening the
protection of rights to all people in cyberspace, not
just children.®

5 www.silep.gob.bo/silep/inicio

6 www.nocaigasenlared.bo, www.enredomino.fundacionredes.
org, www.fundacionredes.org/index.php/home/7-notici
as/154-2015-03-04-02-03-24
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The need to take action

Between 2012 and 2015, through an alliance that
involved inter-institutional cooperation,” the REDES
Foundation trained 17,837 secondary students on
the topic of preventing digital violence. This took
place in La Paz, Cochabamba, Santa Cruz and Tarija.
During these workshops, the training team became
aware of many cases such as the theft of computer
chips and portable memory devices (i.e. an invasion
of privacy), the theft of passwords, impersonation
or identity theft, and harassment. More alarming
cases included cyber extortion, violent digital con-
tent gone viral in educational communities, sexual
abuse using ICTs as the main tool of contact, and
- the main theme of this article — the production of
online material containing child sexual abuse.

This experience is in line with cases registered
by the Bolivian judicial system: in 2011 the nation-
al police registered a total of 574 accusations of
tampering with a computer in eight out of the nine
capital cities in the country.® On the other hand, the
Magistrate Council in the city of La Paz confirms
that between 2002 and 2012, the same crime was
involved in 255 criminal trials in the city. According
to the director of FELCV, Captain Mauricio Méndez,
over the last 10 years “there has been an increase
of 890% in cases of computer manipulation in the
country. Police officials must be prepared to include
digital evidence in all their investigations. In 2014
we began training police officials to manage these
cases and, at the start of 2015, we installed com-
puting equipment for computer forensic analysis;
however there is still a lot for us to do.”

We are facing a global phenomenon with alarm-
ing statistics. The UN Special Rapporteur on the
sale of children, child prostitution and child por-
nography, Najat Maalla W’jid, reported to the UN
General Assembly on 24 December 2012: “It is es-
timated that child sexual exploitation affects up to
two million children each year around the world. The
real magnitude of this phenomenon is unknown,
given the lack of investigations and data available
about the victims and the perpetrators. The criminal
nature of this activity and the fear of the negative re-
percussions that its revelation may have, block the
accessibility to information. Indubitably, the great

7 CREPUM Foundation, Municipal Council of La Paz, Municipal Council of
Santa Cruz, CONEXION Fondo de Emancipacién, Ombudsman’s Office
of Bolivia, VIVA Foundation, TICBolivia Network, Telecommunications
and Transportation Authority (ATT).

8 This data shows an increase in cases of computer tampering for
which the maximum penalty is eight years in prison, according to the
gravity of the crime. The relevance of this finding is that the focus is
on tampering and therefore the defence of a capital asset, rather than
the defence of the legal interests of the person owning the property.

majority of cases never get reported. The number
of images of child sexual abuse has quadrupled be-
tween 2003 and 2007.”°

Setting up the hotline

According to REDES Foundation reports, the for-
mation of a multi-sectoral national system for the
prevention of digital violence is needed.* This sys-
tem would involve the collaboration of multiple
stakeholders that share the responsibility for the
collection of “digital evidence” to be used in crimi-
nal cases involving human rights violations online.

Partly in response to these needs, since 2014,
the REDES Foundation has been developing an
initiative in collaboration with the International As-
sociation of Internet Hotlines (INHOPE). The main
objective is to set up a hotline to report and elimi-
nate child sexual abuse content online. The hotline
will be part of a global network, and will have the
support of Interpol.

The initiative works through an international
database coordinated by Interpol. Anonymous com-
plaints can be made to the hotline of online child
sexual abuse content. Hotline operators then re-
move the content, once it has been confirmed that it
violates human rights. In Latin America the hotline
operates in three countries: Brazil, Colombia and
Peru. At present, Bolivia and Paraguay are consider-
ing implementing the service.*

On 9 March 2015, in the city of Cochabamba, the
REDES Foundation convened a meeting with more
than 30 institutions with the aim of discussing the
potential of setting up the hotline.

Those who participated in this meeting included
representatives of local and national governments,
national police officials, the Ombudsman’s Office
of Bolivia and ATT functionaries. Members of the
TICBolivia Network and ISOC Bolivia, civil soci-
ety organisations, and academics from public and
private universities were also present. The event
resulted in the creation of a working group, which
committed itself to standing up against the produc-
tion of online child sexual abuse content.

Months later, the working group presented a
paper titled Diagnosis of institutional capabilities
to mitigate and deal with the production, consump-
tion and circulation of online child sexual abuse

9 www.ohchr.org/Documents/HRBodies/HRCouncil/
RegularSession/Session22/A-HRC-22-54_sp.pdf

10 www.fundacionredes.org/index.php/home/7-noticias/152-
reporte-giswatch-vigilancia-de-internet-en-bolivia

11 www.gsma.com/publicpolicy/wp-content/uploads/2012/03/
GSMA_InhopebrochureWEB_2014.pdf

BOLIVIA / 67



content.”> The internal document states: “The in-
stitutional and professional capacity to deal with
cases of digital violence in Bolivia is precarious. All
professionals recognise situations of digital vio-
lence in their daily lives, where potential threat is
suspected, but they have yet to explore the possi-
bilities of how their own work could contribute to an
emerging professional field.”

By June 2015, the initiative had achieved the
following:

e The formation of a national inter-institutional
working group.

e The publishing of the Diagnosis of institutional
capabilities report, which includes public policy
recommendations.

e The formation of a high-level government team
to work on state policy to support the initiative.

e A commitment from the vice-presidency of the
Senate Chamber, represented by Senator Nélida
Sifuentes, to support a bill for the prevention of
digital violence (including the fight against on-
line child abuse).

e The formation of a public-private team of com-
puter forensics and forensic psychology experts
in Cochabamba.*

e The TICBolivia Network confirmed its admin-
istrative and institutional support while I1SOC
Bolivia confirmed its technical and technologi-
cal assistance for setting up and running the
hotline.

e Using their own money, FELCV installed comput-
ers in Cochabamba to contribute towards the
management and research of cases of digital
violence. For the third year in a row, ATT carried
out the national campaign Don’t Fall into the
Web, which includes the fight against online
child sexual abuse content.

e Agreements of technical support and col-

laboration from solid international allies were
achieved.®

12 REDES Foundation. (2015). Diagnosis of institutional capabilities
to mitigate and deal with the production, consumption and
circulation of online child sexual abuse content. La Paz: REDES
Foundation. This paper is considered a confidential internal
document and is not linked here.

13 Such as the need for a “Law on the Prevention of Digital Violence”.
14 Computer forensics is dedicated to generating evidence in criminal
cases related to computer crimes or violation of rights using digital

technology. Forensic psychology is the application of the science and
profession of psychology to questions and issues relating to law and

the legal system.

15 Such as with INHOPE, Interpol and the TICBolivia Network.

What has been described is a working multistake-
holder model that aims to have a national impact,
and with a clear vision of the active and participa-
tory role of civil society actors. A collective effort
involving local, national and international actors is
being made that offers answers to a specific type of
digital violence using the hotline. The main finding
of the initiative so far is that a law on the preven-
tion of digital violence that includes input from all
stakeholders needs to be created, to protect people
online.

Action steps

Initiatives that aim to defend human rights online
are more substantial when they are backed up by
evidence, especially research based on experience.
Itis a priority to design an online system that is sus-
tainable and multidimensional.

The formulation of a long-term plan of action is
recommended; this could include the design of poli-
cies, strategies, programmes, plans and projects
that have to do with the prevention and eradication
of online child abuse.

It is important to promote specialised, inter-
institutional cooperation when dealing with cases
of digital violence. This should include sharing spe-
cialised experiences, research, and the development
of capacity for a transnational response to the chal-
lenge of online child abuse.
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BOSNIA AND HERZEGOVINA

BETWEEN FREEDOM AND LONELINESS: THE TWO SIDES OF THE INTERNET o
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Okvir and One World Platform
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www.okvir.org and oneworldplatform.net/en

Introduction

In Bosnia and Herzegovina, lesbian, gay, bisexual,
trans*, intersex, queer and allied (LGBT*IQA) per-
sons and activists are targeted because of their
gender, sexuality and political actions. They are
faced with violence and discrimination on social,
economic and institutional fronts on a daily basis,
both offline and online. This is due to the patriarchal
and nationalistic politics of division, segregation
and silencing, which have found a strong ally in
anti-LGBT*IQA groups in Bosnia and Herzegovina.
The authorities passed an anti-discrimination law
in 2009, which included gender identity and sexual
orientation® (both terms were undefined). Yet there
is a lack of political will, public awareness and in-
stitutional strategies to implement the law at all
territorial levels in Bosnia and Herzegovina. This re-
sults in a general lack of trust in state mechanisms
for protection amongst LGBT*IQA persons, with
most cases of human rights violations unreported.
LGBT*IQA persons, communities and activ-
ists, failed by state mechanisms for protection,
are turning to the few LGBT*IQA organisations for
help. Some, who do not do this, are left to their own
devices to find support, often online. The internet
is being used to access diverse information, as a
way to network and socialise, as well as a tool to
bring about social change for LGBT*IQA groups. Its
main advantages are the flow of information and
the anonymity it allows. On the other hand, as pow-
erful as they are, social and multimedia platforms
are responsible for not adequately resolving online

1 Bosnia and Herzegovina Law on Prohibition of Discrimination,
Official Gazette No. 59/09, 2009 — Article 2 (Discrimination):
(1) Discrimination, in terms of this Law, shall refer to different
treatment including every exclusion, limitation or preference
based on real or assumed features towards any person or
group of persons on grounds of their ... sex, sexual expression
or sexual orientation, and every other circumstance with a
purpose or a consequence to disable or endanger recognition,
enjoyment or realisation of rights and freedoms in all
areas of public life. www.mhrr.gov.ba/PDF/LjudskaPrava/
ZakonOZabraniDiskriminacijaNacrt.pdf

violence against LGBT*IQA persons. Changes in this
regard should go hand-in-hand with awareness
raising on privacy amongst the LGBT*IQA commu-
nity in Bosnia and Herzegovina.

This report focuses on how the internet and
social media have been used as a resource by
LGBT*IQA persons, activists, groups and organisa-
tions in Bosnia and Herzegovina. It reflects on the
advantages of the internet when it comes to the free
flow of information, how it is a source of support and
a way to socialise for LGBT*IQA persons, and how it
also serves as a powerful community-building tool
for LGBT*IQA organisations. The report points out
vulnerabilities for LGBT*IQA persons online (regard-
less of whether they are “out” or not), and how their
privacy is being violated and their personal and
public information used without their consent by
other internet users. It shows that online violence
is committed even within closed LGBT*IQA circles.
It identifies the weaknesses of LGBT*IQA strategies
for combating gender and sexual violence that use
platforms such as Facebook and GayRomeo.

Policy and political background

Bosnia and Herzegovina has a set of domestic laws
and is signatory to international conventions,? that
together with the anti-discrimination law should
serve to protect individuals from a range of criminal
offences. However, when it comes to technology-
related violence these laws appear to offer little in
the way of protection.

One World Platform researched remedies and
responses in the case of technology-related vio-
lence against women and girls and the results were
discomforting. We found that: “The legal frame-
work is full of obstacles that prevent survivors of
technology-related violence from accessing legal
remedies. There are very few lawyers dealing with

2 Such as the Criminal Code and the Law on Protection of Personal
Data, in terms of domestic legislation, and international
agreements like the Council of Europe Convention on Cybercrime
(conventions.coe.int/Treaty/EN/Treaties/Html/185.htm). The
national policy regarding the analysis, detection, prosecution
and prevention of cyber crime is regulated by the Bosnia and
Herzegovina Strategy for Combating Organised Crime and
Corruption (adopted by the Council of Ministers in June 2006).
This is based on the Council of Europe Convention on Cybercrime,
signed on 9 February 2005 and ratified on 19 May 2006.
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internet rights in the country, and survivors rarely
seek justice through civil lawsuits because it is a
very expensive process... The police are the first
point of contact for women facing violence, but
they appear ill-equipped to deal with technology-
related VAW.”3 If we consider the discriminatory
attitudes towards both communities of women and
LGBT*IQA, the perception that threats do not con-
stitute violence, and the inability to take online
harassment seriously, anyone who faces attacks
is left with little meaningful recourse. Cyber crime
departments tend to focus, with the exception of
cases of child pornography, on high-tech systems
violations such as banking fraud or the hacking of
security systems.

“l am not crazy nor the only one...”

Gathering information regarding the internet and
sexual rights for our research was met with a great
deal of enthusiasm by the LGBT*IQA persons and
activists that we contacted. After the first dozen
questionnaires had been gathered, it was already
clear that internet platforms and forums are being
used widely among LGBT*IQA persons to express
themselves freely because of the inability to do this
publicly in offline spaces. The internet is also being
used to compensate for the missing gaps in public
education and information4 and for socialising on
platforms like Facebook, GayRomeo and Grindr.
For all research participants, the internet has given
them a chance to explore the information that is
missing in the educational system, and in society
generally, regarding sexual identities and sexual
expression. For all participants except two, this is
enabled by the ability to be anonymous online. The
internet has “opened my eyes” one participant said.
It “helped me reach the right persons” and “has pri-
marily helped me in understanding and educating
myself regarding my identity” another participant
noted. I.M.,5 aged 25-35 and self-identifying as
pansexual queer, had this to say:

Within the past 15 years the internet has helped
me in finding additional information needed for
understanding both my gender and sexuality

3 Association for Progressive Communications (APC). (2015, 21
July). Exploring technology-related violence against women in
Bosnia and Herzegovina. GenderIT. www.genderit.org/edition/
exploring-technology-related-violence-against-women-bosnia-
and-herzegovina; the research in local language is available here:
oneworldplatform.net/wp-content/uploads/2015/07/Zaustavi-
nasilje-%C3%85%C2%BDenska-prava-i-sigurnost-na-internetu.pdf

4 See www.queer.ba, www.okvir.org, www.lgbt.ba and www.
transserbia.org

5 Interviews conducted for this GISWatch report. The interviewees’
names have been changed to protect their anonymity.

and accepting the “phases” in the development
of my own identities. In those moments when
I had nobody to talk to, the articles, texts and
books | was downloading have served as a form
of support, to actually see | am not “crazy” nor
the only one. Through [online] self-education
I could widen my own horizons, accept myself
better and love myself. Knowing there are peo-
ple who are different and connecting with them
has meant so much regarding my development.

Sexual rights groups in Bosnia and Herzegovina
use the internet as a tool for community building,
awareness raising and advocacy on a daily basis.
LGBT*IQA groups and formal organisations who
focus on community building in Bosnia and Herze-
govina primarily use email, Facebook, Instagram,
Tumblr, Twitter and Skype to reach out to their com-
munity members and promote the activities and
events organised. Some LGBT*IQA groups such as
TANKA (Tuzlanska Alijansa Kvir Aktivista)® are using
the power of technology and the internet for creative
education such as streaming queer movies among
their community members on a monthly basis. Due
to the powerful spread of information, the internet
is making it easier for organisations and groups to
reach out to victims of violence, discrimination and
hate speech based on sexual and gender identity,
while at the same time being an equally dangerous
tool in the mobilisation against LGBT*IQA persons
in Bosnia and Herzegovina, as noted by Association
Okvir:7

On January 27, 2014, the “Stop the Faggot Pa-
rade in Sarajevo on May 1, 2014” Facebook page
was organised. It received more than 4,000 likes
from potential [anti-LGBT*IQA] perpetrators.
There were hundreds of hate speech comments
inciting hate crime and the personal profiles of
other Facebook users were also targeted. The
same Facebook page was used as means of
mobilisation for a physical attack against the
participants in the Merlinka International Queer
Film Festival, where our documentary movie
“With Love, Your Children” was to be screened
as the first Bosnia and Herzegovina movie of
the Festival. We were continually reporting the
page... Some of our community members were
forcefully “outed” and locations of LGBT*IQA
friendly places in Sarajevo were mapped. We
immediately reacted through contacting our
community members who were “outed” on the
page. Some of them live with their families and

6  https://www.facebook.com/aTkivizam?fref=nf
7 www.okvir.org
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keep two different Facebook profiles, yet some
have only one profile with customised visibil-
ity settings. We were in the position to access
their accounts, as they were not able to do so
from their homes, and to customise their priva-
cy settings on Facebook. This was an alarm for
us, knowing how low the awareness on privacy
protection is among our community members.
This was also the starting point of our commu-
nity work on internet safety and data protection
workshops among LGBT*IQA persons.

Okvir itself experienced the crude reality of Fa-
cebook’s real-name policy. As a young collective,
they were using Facebook to communicate with the
LGBT*IQA community:

The real-name policy has caused us major set-
backs regarding the outreach and safety of our
community. Our trans* friends and some of us
were forced to shift to “real” names where even
the violent option of sending one’s documents
[the demand of disclosure is experienced as
a form of violence] would not pass due to dis-
crepancies between the category of sex on the
documents and one’s gender identity.

Additionally, some of our friends who are not
“out” regarding their gender identity did not
want to succumb to Facebook’s policy of send-
ing the documents at all. This meant shifting to
names given at birth. Obviously, we understood
the scope of violence imposed by Facebook and
were thinking of ways how to respond, yet we
felt quite limited...

Further, our profile as an Association was a
personal profile which we had used for about
three years... it brought many benefits regard-
ing safety and control over whom we befriend
and what kind of information we share regard-
ing public events and community events. But
it was suspended and automatically shifted by
Facebook to a public page. We were left to our
own devices when it came to communication in
the meantime (especially setting up the events
—an option now not available via our public pro-
file). Shifting our profile to a public page was
done within a couple of days, without our per-
mission, without prior notice, with one option:
to either have everything public or remove all of
the comments made before. We chose the lat-
ter. This means that since then all of the data
of our friends tracked on our profile has been
made public and we had to notify them on on-
line safety, in terms of leaving comments and

“likes” publicly, with the risk of being “outed”
in public.

Regardless of the internet offering freedom and
anonymity for persons who are not (completely)
“out”, there is the spectre of violence targeting
LGBT*IQA persons based on their gender expres-
sion and sexuality. Such is the example of A.D., a
self-identified gay man, aged 24-30, who is “out”
to his closest friends and family. He was a victim
of cyber stalking including receiving online death
threats on Facebook. He was left to his own devices
to find support:

| started receiving hate speech private mes-
sages on my Facebook profile account from an
anonymous profile. This person/profile was
sending me threatening messages, including of-
fensive name-calling (faggot) and direct threats
to kill me, repeatedly saying, “You are sick.” |
did not reply to any of the messages and im-
mediately blocked the user. | strengthened my
privacy settings on Facebook and also deleted
my last name, as Facebook offered that option.
Soon afterwards, a second anonymous user
showed up and started sending me a stream of
harassing messages, calling me out for a date
and [asking] to meet me. | ignored the mes-
sages, which made him start threatening me ...
calling me “provoking” and “ridiculing God, an
infidel” and “sick”. He then posted a link to a
porn site on my wall. Luckily I had only my clos-
est friends who were allowed to see my wall;
yet after that | decided to completely delete my
Facebook profile and open up a new one, with a
nickname.

All self-identified gay men participating in the re-
search have noted that GayRomeo is the number
one platform used for dating and establishing new
contacts, followed by Grindr and Facebook. How-
ever, as one participant in our research revealed,
violence within already closed LGBT*IQA online
spaces is rarely spoken of and considered taboo,
especially on social networks such as GayRomeo.
GayRomeo, an instant messaging and dating
community for gay, bisexual and transgender men
founded by the German GMBH company Planet Ro-
meo, has more than 6,740,000 registered profiles
and 1,389,150°% active users worldwide. A case of
so-called “revenge porn” happened to one self-
identified and publicly “out” gay man, D.)., who was

8 www.planetromeo.com/service/kontakthilfe/keyword_suche.
php?helpid=176
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one of the 2,498 users? registered on GayRomeo
Bosnia and Herzegovina:

In 2007, when | was not yet “out”, | registered
a profile using a nickname on GayRomeo. |
started chatting with this person (both under
nicknames) and told him my name... and sent
him some of my personal pictures. We arranged
to meet, yet | did not show up for the date. A
couple of days later, | saw an active profile under
my personal name, with all my private pictures.
He literally outed me! | did not know what to
do, as | was new to GayRomeo. | then received
a message from that person, who told me he did
it out of revenge because | did not show up for
the date. His profile was active seven days more
and then turned off.

When A.D. was sharing his story, visibly dis-
tressed, on the question of how he handled his
situation, he repeated: “I couldn’t report him (the
abuser) to Facebook, | was not out! | couldn’t come
out to my friends and tell them to keep reporting
him! | was not out! | also couldn’t go to the police
when he was sending me life-threatening messages
—it’s scary!”

Conclusions

Due to the harsh restrictions to freedom of ex-
pression regarding sexuality and gender rights in
Bosnia and Herzegovina, the internet is widely used
by LGBT*IQA persons and activists as their main
source for information, to find support and to mobi-
lise. For LGBT*IQA persons, the internet represents
one of their main resources for support in their per-
sonal and political development, while for activist
groups it is a vital tool for communication, mobilisa-
tion, education and providing support for LGBT*IQA
persons. Platforms used include Twitter, Facebook,
email, Skype and Tumblr.

Most of the LGBT*IQA participants in the re-
search said they are subjected to at least some
forms of LGBT*IQA-phobic abuse online via the
social platforms they use. Social media platforms
such as Facebook remain the primary platforms for
socialising for most of the research participants,
while GayRomeo and Grindr are favoured by self-
identified male gay participants. Both Facebook
and GayRomeo offer some forms of protection spe-
cifically for LGBT*IQA persons, yet, according to the
experiences shared by LGBT*IQA persons in Bosnia
and Herzegovina, their standards and procedures
of tackling gender and sexuality-based violence are
insufficient and poor.

9 https://en.wikipedia.org/wiki/GayRomeo.com

The Facebook policy of reporting the abusers
should be tightened when dealing with LGBT*IQA-
phobic abusers. Facebook does have its Facebook
Network of Support that was formed “in light of re-
cent tragedies involving youth who have taken their
own lives as aresult of anti-LGBT bullying.”** The aim
is to “effectively address issues faced by the les-
bian, gay, bisexual, and transgender community.”*
On the other hand, steps advised by Facebook in-
clude: block bullies, report harassment, stick up for
others, think before posting, get help when over-
whelmed and know you are never alone. These do
not solve the issue of LGBT*IQA-phobic violence.
Facebook does not suspend abusers’ profiles, but
temporarily removes them from the victim of online
abuse. This lack of concern for their LGBT*IQA users
is especially evident in cases of persons who are not
“out”, leaving them to resort to their own capacities
when handling the abuse.

It is a similar situation when it comes to the
policy of GayRomeo, where, in cases of “revenge”
porn as described by D.J., GayRomeo only offers
the options to block the abuser (i.e. to restrain their
access to the victim) and to contact GayRomeo di-
rectly, adding: “Please include a picture of yourself
holding a [piece of] paper with your profile num-
ber or email address on it. This will help to prove
that you are the person featured in the image. You
should be recognizable in this image.”*> When pre-
senting this option to D.J. he said: “l was not out at
that time, there is no way | could trust someone on-
line by giving away my identity. On the other hand, |
trusted this man [the abuser] and had given him my
personal pictures...”

Being led by their experiences, all of the partici-
pants in the research have given a lot of thought to
their safety online and do not believe the internet is
a safe place where they can be anonymous. There
is a great lack of awareness of privacy by LGBT*IQA
persons, as well as little knowledge and use of pri-
vacy protection tools. Only two participants in the
research used security mechanisms and tools like
TOR, VPNs,* proxies and others — in one case an
LGBT*IQA group had to intervene and use these
tools to protect the personal profiles of persons
who were subjected to online violence. All the
participants in the research want to improve their

10 https://www.facebook.com/note.php?note_id=161164070571050
11 Ibid.

12 https://www.planetromeo.com

13 https://www.torproject.org

14 https://en.wikipedia.org/wiki/Virtual_Private_Network
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online safety, yet it is clear that one’s safety online
is a collective issue as much as it is personal. The
internet safety of LGBT*IQA persons demands a
strategy implemented by the LGBT*IQA community
itself, as much as measures by social media plat-
forms need to be taken.

Action steps

The following advocacy steps can be suggested for
Bosnia and Herzegovina:

Facebook should consider the specific circum-
stances of LGBT*IQA persons who are not “out”
when they report hate speech and threats. They
should consider designing strategies that are
more effective in punishing LGBT*IQA-phobic
violence, as well as the perpetrators of this
violence.

Organised action to change Facebook’s real-
name policy should be supported.

GayRomeo should be more open to discussing
online violence happening between GBT* men
on their platform and develop an appropriate
strategy of awareness raising and combating
this violence.

LGBT*IQA community members in Bosnia and
Herzegovina should be supported by develop-
ing effective resources and security tools to
ensure their internet safety.

A rapid response network (such as trolling the
trolls) should be organised to help the victims
of abuse in the very first hours and days of the
attacks. Legal remedies are too slow to ensure a
prompt and timely response and public support.
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Introduction

The term “revenge porn” has become popular inter-
nationally for describing a virtual form of violence:
the act of an ex-partner making private sexual im-
ages or videos public online. Strictly speaking,
so-called revenge porn could victimise anyone, but
it most involves the violation of women. The impact
on the lives of victims of revenge porn can be dev-
astating: some are forced to leave school, or a place
of employment, or to withdraw from social life; oth-
ers face depression and even commit suicide. While
this form of violence existed previously — the act
of circulating private information from a previous
intimate relationship in order to harm the other per-
son is not new — information and communications
technologies (ICTs) allow the impact to be felt more
widely. Because many women are affected by re-
venge porn online, it is now at the centre of feminist
advocacy.

Across the world, all stakeholders — govern-
ment, business and civil society — have been coming
up with initiatives to discuss and propose alterna-
tives to eradicate or minimise the effects of revenge
porn. There are bills and laws that punish those
who upload private images and videos,* campaigns
aimed at building awareness and offering support
to victims,? and initiatives by internet companies
that aim to block this kind of content.3

It is no different in Brazil. While monitoring
this problem here, however, we were faced with a

1 Inthe context of the United States, for instance, legislative efforts
are well summarised in Frank, M. A. (2015). Drafting an Effective
‘Revenge Porn’ Law: A Guide for Legislators. papers.ssrn.com/
sol3/papers.cfm?abstract_id=2468823

2 The campaigns End Revenge Porn (www.endrevengeporn.org)
and Take Back the Tech! (www.takebackthetech.net) are good
examples of such initiatives.

3 Google announced, in June 2015, that it was reviewing its policies
to allow for the removal of revenge porn from its search results.
Such a decision is considered to be very exceptional within the
company’s policies. Singhal, A. (2015, 19 June). “Revenge porn”
and Search. Google Public Policy Blog. googlepublicpolicy.
blogspot.com.uy/2015/06/revenge-porn-and-search.html

peculiar situation: a case where teenagers aged 12
to 15 years and living on the outskirts of Sao Paulo
were exposed online, in a phenomenon that became
known as the “Top 10”. However, this phenomenon
did not fit the strict definition of “revenge porn”.4
The analysis of this problem, combined with a more
general look at what the government can do, offers
insight into how to design public policies for vio-
lence against women on the internet in Brazil and,
we suspect, elsewhere in the world.

Policy and political background

Revenge porn began to permeate the interna-
tional debate on gender violence a few years ago.
In Brazil, the term was picked up by the media in
mid-2013, the year when, within a week, two teen-
agers committed suicide after having their intimate
images spread across the internet.5 The discus-
sion then moved from being a concern on feminist
blogs and an issue that had received little media
attention, into mainstream political debate. In De-
cember 2013, when the bill for Brazil’s Civil Rights
Framework for the Internet (Marco Civil da Inter-
net) was discussed in Congress (it was approved
months later), a special rule for intermediary li-
ability was introduced for cases of revenge porn,
in order to expedite the removal of content.® Since
2013 members of congress have proposed several

4 ltis not only in Brazil that young teenagers have been exposed
to this sort of violence. In the UK, for instance, police records
show that one recent victim was 11 years old. Drury, I. (2015,
15 July). Child of 11 and pensioner are victims of revenge porn:
Surge in cases over past six month sees both pupils and adults
being blackmailed. The Daily Mail. www.dailymail.co.uk/news/
article-3163131/Child-11-pensioner-victims-revenge-porn.html

5 Dip, A., & Afiune, G. (2013, 19 December). Como um sonho ruim
(“Like a bad dream”). Agéncia Pdblica. apublica.org/2013/12/6191

6 Law No. 12.965/2014, Art. 21: “The internet application provider
that makes third party generated content available shall be held
liable for the breach of privacy arising from the disclosure of
images, videos and other materials containing nudity or sexual
activities of a private nature, without the authorization of the
participants, when, by receipt of notice by the participant or his/
hers legal representative, refrains from removing, in diligent
manner, within its own technical limitations, such content. The
notice set forth above must contain sufficient elements that allow
the specific identification of the material said to violate the right
to privacy of the participant-user and the confirmation of the
legitimacy of the party presenting the request.”
The Civil Rights Framework for the Internet (Marco Civil) is available in
Portuguese and English at: www.publicknowledge.org/documents/
marco-civil-english-version
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other bills addressing the issue,” in some of them
criminalising the dissemination of intimate images
without consent, in others changing the Maria da
Penha Law® on domestic violence against women to
include violations of privacy. The current scenario is,
however, contradictory: on the one hand, the public
debate has been enriched with an awareness of the
problem; on the other, the Congress elected in 2014
is seen as the most conservative since 1964,° and
this has led to setbacks in terms of human rights and
gender-related issues.

What is the “Top 10”?

In May 2015, the Brazilian media began reporting
on an online phenomenon that appeared to be dif-
ferent from reports of violence against women and
girls on the internet that had so far appeared. It
was happening in schools in Grajad, Paralheiros,
Peri Alto, Itaquaquecetuba, Jardins Buenos Aires,
Itaquera, Cacapava and Itaim Paulista — all areas
with low human development indices surrounding
the metropolis of Sao Paulo, the largest in Brazil
and one of the largest in the world.* The phenom-
enon was referred to as the “Top 10”.

The “Top 10” involves videos produced from im-
ages of teenage girls downloaded off the internet
without their permission which are then posted
on YouTube, or shared on WhatsApp and (less fre-
quently) on Facebook. In the videos, the girls are
scored, and described in ways that supposedly re-
veal details of their intimate sexual lives and how
“loose” they are sexually. Videos that contain some
level of nudity are shared on WhatsApp only, to
avoid YouTube’s take-down policy on nudity.

The media became interested in this phenom-
enon after they heard about attempted suicides in
the districts of Parelheiros and Grajad. Accord-

7 Inthe Senate, Bill 63/2015; in the Chamber of Deputies, Bills
6831/2013, 6630/2013, PL 6313/13, 5822/2013, 5555/2013,
7377/2014, 70/2015. In 2012, Law No. 12.737 was also approved - it
is known as the “Carolina Dieckmann Law”, because it was voted
immediately after the actress had intimate pictures leaked on the
internet. The law made it a crime to invade information devices, and
the penalty is higher if private electronic communications are obtained.

8 Law No. 11.340/2006, available (in Portuguese) at: www.planalto.
gov.br/ccivil_o3/_at02004-2006/2006/lei/l11340.htm.

9 Souza, N., & Caram, B. (2014, 6 October). Congresso eleito é o
mais conservador desde 1964, afirma Diap. (“Congress elected is
the most conservative since 1964, Diap affirms”). O Estado de S.
Paulo. politica.estadao.com.br/noticias/eleicoes,congresso-eleito-
e-0-mais-conservador-desde-1964-afirma-diap,1572528

10 See United Nations Development Programme (UNDP) data, in
Portuguese, at: www.atlasbrasil.org.br/2013/pt/perfil_m/sao-paulo_sp.

11 Albuquerque, S. (2015, 27 May). Meninas abandonam estudos e
tentam suicidio apds entrar para a lista das “mais vadias” (“Girls
drop out of school and attempt suicide after entering ‘biggest
whores’ ranking”). R7. noticias.r7.com/sao-paulo/meninas-
abandonam-estudos-e-t